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Abstract 

Cryptographic S-boxes are essential components of cryptographic primitives that 

induce confusion by making the relationship between the secret key and the 

ciphertext complex and obscure. An S-box must satisfy the Strict Avalanche 

Criterion (SAC), meaning that flipping a single input bit should alter each output 

bit with a probability of 0.5, ensuring that the output appears random and 

uncorrelated with the input. However, designing an S-box to meet this ideal is 

challenging, and the difficulty increases when it must also be efficiently masked 

using Threshold Implementation (TI). In this paper, we identify S-boxes that not 

only exhibit perfect SAC but also maintain uniformity when masked with TI. By 

constraining the algebraic degree of the S-boxes to 2, we achieve uniform TI 

implementations through degree-count classification of TI shares. Furthermore, 

our threshold implementation method applies to other degree-2 5-bit S-boxes 

while preserving uniformity. From the generated S-boxes, we select an S-box 

namely 𝒫, that scores exceptionally well in nonlinearity, SAC, BIC, differential 

uniformity and linear probability. Our results contribute to the field of 

cryptographic security by providing a practical solution for constructing S-boxes 

that meet SAC requirements and integrate seamlessly with TI, thereby enhancing 

the security and effectiveness of side-channel countermeasures. Our work 

provides new insights for studies that aim to achieve uniformity in TI 

implementations of algorithms whose algebraic degree exceeds 2. 

Keywords: Cryptography, S-box, Side channel, Strict avalanche criterion, 

Threshold implementation.  
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1. Introduction 

In an increasingly interconnected world, where vast amounts of data are exchanged 

and stored online, the security of digital information has become more critical than 

ever. Ensuring digital security is paramount in today’s world. Cryptographic 

methods play a crucial role in protecting data and maintaining privacy. The 

advancements and innovative approaches in this field are vital for enhancing 

security measures and safeguarding against cyber threats. Understanding the 

significance and application of these methods is essential for developing robust 

cryptographic systems that can effectively protect sensitive information. 

One of the key areas in cryptography is symmetric-key cryptography, in which 

a sender and a receiver share a single secret key. The security of their 

communication depends entirely on keeping this key confidential, because an 

adversary who does not possess it cannot decrypt any messages exchanged between 

them. A symmetric-key primitive that has seen near-universal adoption is the 

Advanced Encryption Standard (AES), which is implemented in software and 

hardware worldwide to protect classified government information, secures 

financial transactions and healthcare data through its AES-256 variant, and 

underpins modern wireless-network protocols such as Wi-Fi Protected Access 

WPA2 and WPA3. With the rise of IoT-embedded technology, demand for more 

lightweight cryptographic primitives has increased. Modern cryptography therefore 

focuses not only on the security of its algorithms but also on the efficiency they 

deliver when deployed on resource-constrained embedded platforms.  

A fundamental component within symmetric-key cryptographic algorithms is 

the cryptographic substitution box, commonly known as an S-box. These nonlinear 

transformations are crucial for obscuring the relationship between plaintext and 

ciphertext, thereby enhancing the algorithm’s resistance to various forms of 

cryptanalytic attacks, such as linear [1] and differential cryptanalysis [2]. The 

effectiveness of an S-box is often measured by several criteria, one of which is the 

Strict Avalanche Criterion (SAC). The SAC [3-7] requires that a small change in 

the input results in a significant and unpredictable change in the output. By 

achieving perfect SAC, every output bit changes with a probability of 0.5 whenever 

a single input bit is flipped. This property is essential for maintaining the security 

of the cryptographic system, as it ensures that the output behaves randomly and is 

uncorrelated with the input.  

In addition to mathematical security properties like SAC, practical 

implementations require resilience against physical attacks, such as side-channel 

analysis. These attacks exploit leakage from hardware (e.g., power consumption, 

electromagnetic emissions) to extract secret keys. To mitigate such threats, 

Threshold Implementation (TI) [8] has emerged as a provably secure 

countermeasure. TI is a specialized form of masking that combines secret sharing 

with multiparty computation principles. Its core innovation lies in distributing 

sensitive data (e.g., S-box inputs) into t shares, where computations are performed 

independently on each share.  

A notable milestone in the realm of hash function cryptography was marked by 

the selection of KECCAK [9] as the new Secure Hash Algorithm 3 (SHA-3) 

standard [10]. More recently, the National Institute of Standards and Technology 

(NIST) has chosen ASCON [11], a cipher employing a 5-bit S-box, as the new 

standard for lightweight cryptography [12]. The introduction of SHA-3 and the 
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selection of the ASCON cipher highlight the critical importance of studying 5-bit 

S-boxes. Furthermore, candidates from NIST competitions such as PRIMATEs 

[13], ICEPOLE [14], and Shamash [15] also incorporate 5-bit S-boxes. Notably, S-

boxes with odd sizes and high differential uniformity, including 5-bit S-boxes, can 

be constructed using Almost Perfect Nonlinear (APN) functions, which are 

predominantly found in odd dimensions [16-18]. These developments suggest that 

5-bit S-boxes may play a pivotal role in the future of cryptography.  

Designing all-around S-boxes that are both secure and lightweight is non-trivial. 

The S-boxes of ASCON and KECCAK [9, 11] utilize an identical bit sliced 

implementation, which enhances cost-efficiency. Additionally, their algebraic 

degree, being only 2, renders the cost of implementing TI low. However, these S-

boxes exhibit limited nonlinearity. In comparison, the S-boxes of PRIMATEs and 

Shamash [13, 15] boast excellent nonlinearity, differential, and linear properties, 

despite the presence of inverse fixed points and short period rings. ICEPOLE, a 

lightweight authenticated encryption scheme designed for hardware environments 

[14], outperforms AES-GCM in hardware performance. Nevertheless, its S-box 

possesses a high algebraic degree, and its SAC is uneven and significantly deviates 

from 0.5. Kim et al.’s S-box [19] demonstrates perfect SAC, though its nonlinearity 

is inferior compared to other 5-bit S-boxes.  

Constructing TI was often an ad-hoc process, relying on manual adjustments and 

heuristics to achieve the desired security properties. This changed with Baksi et al.’s 

method [20], which introduced a systematic and automated approach to finding TI of 

S-boxes. This method significantly streamlined the process by providing a more 

structured way to generate TI. However, Baksi’s method does not guarantee 

uniformity, a property in TI that we will introduce in Section 6.2. Ensuring uniformity 

is critical for the security of the cryptographic system, as it helps prevent potential 

vulnerabilities that could be exploited by side-channel attacks. Nevertheless, 

achieving uniformity in TI remains a challenging issue [20-23]. 

Our contribution. In this paper, we improve Baksi’s method by constructing 

TI with shares categorized using degree-count classification. Additionally, we 

develop separate TI for degree-1 and degree-2 monomials, which can be applied to 

create TI for any degree-2 polynomials. Beyond TI, we present a 5-bit S-box that 

not only achieves perfect SAC but is also well-suited for TI implementation. Our 

method consistently ensures uniformity and can be extended to other 5-bit S-boxes 

with degree-2 monomials without compromising this property. 

Paper outline. The structure of the paper is organized as follows. Section 2 

outlines the preliminaries of SAC, TI, and degree-count classification. Section 3 

addresses the construction of TI for algebraic polynomials. Section 4 describes the 

construction of the S-box, while Section 5 details the construction of TI on a 

selected S-box based on the process outlined in Section 4. Section 6 presents an 

analysis of the S-box using various well-known security parameters. The 

applicability of our method to other S-boxes is demonstrated in Section 7. Finally, 

Section 8 concludes the paper. 

2. Preliminaries 
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In this work, we define a sequence as follows. Let 𝑆 be an n-bit S-box. A sequence 

is defined as a vector of size 2𝑛 storing the 𝓇-th bit of 𝑆[𝑖], where 𝑖 is the input of 

𝑆, such that (𝑆𝓇[0], 𝑆𝓇[1], … , 𝑆𝓇[2𝑛 − 1]). 

In this section, we explore the fundamental principles of SAC and offer a 

comprehensive overview of TI. 

2.1.  Strict avalanche criterion 

The SAC [19, 24, 25] defines that a minor modification in the input, such as flipping 

a single bit, should result in substantial changes in the output. This characteristic is 

essential for introducing confusion in the ciphertext, thereby enhancing the security 

of the cryptographic system. Specifically, an S-box conforms to the SAC if, for 

each output bit, an alteration in each input bit affects the output bit with a 

probability of 0.5. As a result, each output bit must be a complex and non-linear 

function of the input bits, making it computationally challenging for an attacker to 

predict the output based on the input or vice versa. In cryptography, it is widely 

recognized that an S-box with an SAC value approaching 0.5 demonstrates 

robustness [26]. 

The avalanche property of 𝑆 is evaluated by determining the probability of a 

change in 𝑆𝓇  for 0 ≤ 𝓇 < 𝑛 , given an input variation Δ𝒙  with 𝐻𝑊(Δ𝒙) = 1 . 

Ideally, the SAC value is 0.5, indicating that 𝑃(𝑆𝓇(𝒙) + 𝑆𝓇(𝒙 + Δ𝒙) = 1) = 0.5. 

The SAC of 𝑆𝓇  can be computed using Eq. (1) [24, 27]. The procedure for 

calculating the SAC is described in Algorithm 1.  

𝛿(𝑆, 𝒙, Δ𝒙) =
#{𝒙 ∈ 𝔽2

𝑛|𝑆𝓇(𝒙) + 𝑆𝓇(𝒙 + Δ𝒙) = 1}

2𝑛
                                                 (1) 

The SAC of an S-box can be independently evaluated for each output bit, 

simplifying the process of generating sequences with perfect SAC. The ability to 

measure the SAC of each output bit of an S-box independently allows us to identify 

sequences with perfect SAC without first considering the entire S-box. This 

significantly reduces the search time.  

Algorithm 1: Calculating SAC of S-box 𝓟 

Input: S-box 𝒫 , input bit index 𝓀  and output bit index ℓ of 𝒫  such that 

𝓀, ℓ ∈ {0,1,2,3,4}. 

Output: SAC value of 𝒫ℓ with input difference 2𝓀. 

1: Start 

2: Initialize 𝑑 = 0 

3: For each 0 ≤ 𝒙 < 25: 

4:  
Accumulate 𝑑 by 

𝒫ℓ(𝑥)+𝒫ℓ(𝑥+2𝓀)

25 . 

5: End for 

6: Return 𝑑 

7: End 

2.2. Threshold implementation 

TI [8] is a cryptographic technique designed to enhance security against side-

channel attacks, particularly Differential Power Analysis (DPA). Side-channel 

attacks can be devastating, as they bypass the mathematical security of the 
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algorithm by exploiting physical leakages such as power consumption, 

electromagnetic emissions, or timing information. TI leverages principles from 

multi-party computation and secret sharing to distribute cryptographic operations 

across multiple shares, ensuring that no single share reveals sensitive information. 

The core idea of TI is to split the secret key into multiple shares. Each share is 

processed independently, and the final cryptographic operation is performed in 

such a way that the secret key is never fully reconstructed during the computation. 

This approach leverages the principles of secret sharing, where the security of the 

system relies on the distribution of the secret across multiple components. Figure 1 

illustrates an example of TI using three shares implemented on an S-box.  

 

Fig. 1. A three-share TI applied to an S-box. 

The minimum number of shares, denoted as 𝑑, necessary for computing the 

product of 𝑛 variables is 𝑑 ≥ 𝑛 + 1, as established in Theorem 1. 

Theorem 1. The minimum number of shares, denoted as 𝑑 , necessary for 

computing the product of 𝑛 variables is 𝑑 ≥ 𝑛 + 1. 

The three essential characteristics of TI are non-completeness, correctness, and 

uniformity. Let 𝑓: 𝔽2
𝑛 → 𝔽2 , and each 𝑗 -th share of 𝑓  in TI is denoted by 𝑓𝑗 . 

Definitions 1, 2, and 3 outline the rules required for each corresponding 

characteristic of an ideal TI. 

Definition 1 (Non-completeness). Each 𝑓𝑗 has no 𝑗-th share of 𝑥𝑖. 

Non-completeness ensures that no single share of the computation can 

independently complete the cryptographic function. This means that each share 

only contains partial information, and only when combined with other shares can 

the full computation be completed. An attacker would need to access all shares 

simultaneously to gain any meaningful information. 

Definition 2 (Correctness). TI of 𝑓 is said to be correct if ⨁ 𝑓𝑗
𝑑−1
𝑗=0 = 𝑓. 
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Correctness guarantees that the threshold implementation correctly computes 

the cryptographic function when all shares are combined. Despite the splitting of 

the computation into multiple shares, the final result must be identical to the result 

of the original, unshared computation. 

Definition 3 (Uniformity). All possible values of S-box TI share the same count. 

Uniformity ensures that the distribution of the shares is consistent and 

indistinguishable from random noise. This characteristic is vital for preventing 

statistical analysis attacks, as it ensures that the shares do not reveal any patterns or 

biases that could be exploited by an attacker. Uniformity maintains the 

unpredictability and security of the cryptographic function.  

2.3.  Degree-count classification 

Ensuring uniformity in TI continues to pose significant challenges [20-23]. To 

address this, we classify monomials in a polynomial using a new method termed 

degree-count classification. The definition of degree-count classification is 

provided in Definition 4. 

Definition 4: Degree-count classification categorizes polynomials over 𝔽2
𝑛 based 

on the degree of each monomial and the number of monomials at each degree level. 

Let 𝔸𝑛  denote the set of all polynomials of degree 𝑛 . In this method, every 

polynomial in 𝔸𝑛  with 𝑎𝑖  monomials of degree 𝑖 for every 1 ≤ 𝑖 ≤ 𝑛 is grouped 

together in the degree-count class 𝐴𝑎1,𝑎2,…,𝑎𝑛
, where 𝐴𝑎1,𝑎2,…,𝑎𝑛

∈ 𝔸𝑛.  

We illustrate how various polynomials are compared and grouped with degree-

count classification in Examples 1, 2 and 3. 

Example 1: Let 𝑓0 = 𝑥𝑎 + 𝑥𝑏𝑥𝑐  and 𝑓1 = 𝑥𝑑 + 𝑥𝑒𝑥𝑓 . Since both 𝑓0  and 𝑓1  each 

contain one linear monomial (𝑥𝑎 and 𝑥𝑑) and one quadratic monomial (𝑥𝑏𝑥𝑐  and 

𝑥𝑒𝑥𝑓), 𝑓0 and 𝑓1 are categorised in the same degree-count class such that 𝑓0, 𝑓1 ∈

𝐴1,1. 

Example 2: Let 𝑓2 = 𝑥𝑑 + 𝑥𝑒 + 𝑥𝑓𝑥𝑔 . Both 𝑓0  and 𝑓2  contain one quadratic 

monomial. However, they differ in the number of linear monomials; 𝑓0 has one 

linear monomial (𝑥𝑎), while 𝑓2 has two linear monomials (𝑥𝑑 and 𝑥𝑒). Therefore, 

𝑓0 and 𝑓2 are not grouped in the same degree-count class: 𝑓0 ∈ 𝐴1,1 and 𝑓2 ∈ 𝐴2,1. 

Example 3: Let 𝑓3 = 𝑥𝑑 + 𝑥𝑒𝑥𝑓 + 1 . Both 𝑓0  and 𝑓3  contain one quadratic 

monomial and one linear monomial. While 𝑓3  includes a constant term of 1, 𝑓0 

lacks a constant term. Despite this difference, both 𝑓0 and 𝑓3 belong to the same 

degree-count class, i.e., 𝑓0, 𝑓3 ∈ 𝐴1,1. 

The presence of the constant term 1 in the base polynomial does not introduce 

any noticeable differences to its threshold implementation. Therefore, we do not 

consider its existence a distinction in the degree-count classification. For this 

reason, we do not specifically address the threshold implementation of constants in 

this paper. 

3. Construction of TI  
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For monomials of degree at most 2 with 3 shares of TI, there are two variants each 

for monomials of degree one and two that consist of shares from the same degree-

count class. The first variant is presented in Rule 1 and Rule 2, while the second 

variant is shown in Rule 3 and Rule 4. 

Rule 1. All monomials of degree 1 are added in the TI as 𝑓( 𝑗+1) 𝑚𝑜𝑑 2 = 𝑥𝑎,𝑗. 

Rule 2. All monomials of degree 2 are included in the TI as shown in Eq. (2). 

𝑓0 = 𝑥0,1𝑥1,2 + 𝑥0,2𝑥1,1 + 𝑥0,2𝑥1,2 

𝑓1 = 𝑥0,0𝑥1,0 + 𝑥0,0𝑥1,2 + 𝑥0,2𝑥1,0                                                                                (2)  

𝑓2 = 𝑥0,0𝑥1,1 + 𝑥0,1𝑥1,0 + 𝑥0,1𝑥1,1 

Rule 3. All monomials of degree 1 are added in the TI as 𝑓𝑗 = 𝑥𝑎,(𝑗+1) 𝑚𝑜𝑑 2.  

Rule 4. All monomials of degree 2 are included in the TI as demonstrated in Eq. (3). 

𝑓0 = 𝑥0,1𝑥1,1 + 𝑥0,1𝑥1,2 + 𝑥0,2𝑥1,1 

𝑓1 = 𝑥0,0𝑥1,2 + 𝑥0,2𝑥1,0 + 𝑥0,2𝑥1,2                                                                                 (3) 

𝑓2 = 𝑥0,0𝑥1,0 + 𝑥0,0𝑥1,1 + 𝑥0,1𝑥1,0 

Rule 1 can be applied in conjunction with either Rule 2 or Rule 4, and the same 

holds for Rule 3. Based on our findings, no additional rules beyond Rule 1, Rule 2, 

Rule 3, and Rule 4 can construct a TI with three shares within the same degree-

count class.  

We tested the combination of rules against all 216 polynomials of degree at 

most two. There are (5
1
) = 5  possible degree-1 monomials, (5

2
) = 10  possible 

degree-2 monomials, and one constant term, giving a total of 16 distinct monomials 

and therefore 216  distinct polynomials since each monomial may be present or 

absent. Threshold counts were computed using Algorithm 2. Empirical results from 

Algorithm 2 show that when every possible combination of rules from the two 

variants is applied exhaustively to all 216 polynomials, uniformity is achieved with 

probability 1. 

Having proven that TI with shares from the same degree class preserves 

uniformity, we now investigate the opposite case: TI constructed with shares from 

different degree classes. We evaluate the uniformity of such a TI scheme, as 

described in Eq. (4). 

𝑓0 = 𝑥0,1𝑥1,1 + 𝑥0,1𝑥1,2 + 𝑥0,2𝑥1,1 + 𝑥0,2𝑥1,2 

𝑓1 = 𝑥0,0𝑥1,0 + 𝑥0,0𝑥1,2 + 𝑥0,2𝑥1,0                                                                                 (4) 

𝑓2 = 𝑥0,0𝑥1,1 + 𝑥0,1𝑥1,0 

We observed that the above TI lacks uniformity for certain polynomials. This 

result demonstrates that TI with polynomials from various degree-count classes 

does not guarantee uniformity with probability 1. Therefore, TI with shares from 

different degree-count classes is not employed in the construction of the S-box in 

this paper. 

Algorithm 2: Calculate the threshold count of TI 

Input: A function 𝑓 with degree at most 2, input 𝒙, output shares of 𝑓0, 𝑓1, 𝑓2 

Output: Threshold count of the case (𝑥4, 𝑥3, 𝑥2, 𝑥1, 𝑥0, 𝑓0, 𝑓1, 𝑓2) 
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1: Start 

2: Initialise 𝑏0, 𝑏1, 𝑏2.  

3: Initialise 𝑐𝑜𝑢𝑛𝑡 = 0.  

4: Initialise 𝑎0, 𝑎1, and 𝑎2. 
5: For each (𝑥4,0, 𝑥4,1, 𝑥4,2, 𝑥3,0, 𝑥3,1, 𝑥3,2, 𝑥2,0, 𝑥2,1, 𝑥2,2, 𝑥1,0, 𝑥1,1, 𝑥1,2, 𝑥0,0, 

𝑥0,1, 𝑥0,2) that satisfies 𝒙:  

6:  Initialise 𝑏0, 𝑏1, 𝑏2.  

7:  For each monomial 𝑡 in 𝑓: 

8:   If 𝑑𝑒𝑔(𝑡) = 1: 

9:    Create TI of t based on Rule 1 or 3 and assign the shares to 

𝑎0, 𝑎1, and 𝑎2.  

10:   Else if 𝑑𝑒𝑔(𝑡) = 2: 

11:    Create TI of t based on Rule 2 or 4 and assign the shares to 

𝑎0, 𝑎1, and 𝑎2.  

12:   End if 

13:   𝑏0 ← 𝑏0 + 𝑎0  

14:   𝑏1 ← 𝑏1 + 𝑎1  

15:   𝑏2 ← 𝑏2 + 𝑎2  

16:  End for 

17:  If (𝑏0, 𝑏1, 𝑏2) = (𝑓0, 𝑓1, 𝑓2): 

18:   Increment 𝑐𝑜𝑢𝑛𝑡 by 1. 

19:  End if 

20: End for 

21: Return 𝑐𝑜𝑢𝑛𝑡. 

22: End 

4. Construction of the Proposed S-box 𝓟 

As established in Section 3, TI shares for monomials with a degree upper-bounded 

by 2 ensure uniformity. Accordingly, we construct our S-box using degree-2 

polynomials. Note that, in order to ensure bijectivity (see Section 6.1.1), we must 

guarantee that the polynomials we employ are equivalent to sequences with a 

Hamming weight of 25−1 = 16.  

Experimental observations reveal that 36,517 degree-2 polynomials in 5 

variables correspond to sequences with a Hamming weight of 16, of which 

25,536 satisfy the perfect SAC criterion. Given that enumerating all (25536
5

) ≈

266.29  possible S-boxes is computationally infeasible on a standard PC, a 

random selection process is employed to choose 5 polynomials from the 

available set. As detailed in Section 6, this approach effectively yields S-boxes 

with superior security properties within a practical timeframe. From this set, 

the S-box 𝒫 was selected. Table 1 presents 𝒫, and its Algebraic Normal Form 

is provided in Eq. (5).  

𝒫0 = 𝑥2 + 𝑥4 + 𝑥2𝑥1 + 𝑥3𝑥0 + 𝑥4𝑥0 + 1 

𝒫1 = 𝑥1 + 𝑥4 + 𝑥2𝑥0 + 𝑥2𝑥1 + 𝑥4𝑥3 

𝒫2 = 𝑥1 + 𝑥3 + 𝑥1𝑥0 + 𝑥4𝑥2 + 𝑥4𝑥3                                                                           (5) 

𝒫3 = 𝑥0 + 𝑥2 + 𝑥3𝑥1 + 𝑥3𝑥2 + 𝑥4𝑥0 

𝒫4 = 𝑥0 + 𝑥3 + 𝑥1𝑥0 + 𝑥3𝑥2 + 𝑥4𝑥1 + 1 
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The security of the S-box against various security parameters, is presented in 

Error! Reference source not found.. 

Table 1. The S-box 𝓟. 

Input 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Output 17 9 23 27 24 2 29 19 5 28 11 6 20 15 25 22 

 
Input 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

Output 18 3 4 1 31 12 10 13 0 16 30 26 21 7 8 14 

Despite our best efforts, we have not yet found a definitive solution for 

constructing TI for monomials of degree greater than 2 that can preserve 

uniformity. However, the aim of this paper to generate S-boxes with an algebraic 

degree of 2 remains relevant, as this type of S-box is still widely used, as 

demonstrated by their application in ASCON [11], KECCAK [9], PRIMATEs [13], 

and Shamash [15]. 

5. TI Construction of 𝓟 

Since all 𝒫𝓇  belong to the same degree‐count class, we present the threshold 

implementation (TI) for only one representative polynomial in this paper. Without 

loss of generality, we select 𝒫1, whose corresponding polynomial is provided in 

Eq. (5). 

For any degree-one monomial 𝑥𝑖 , its TI shares can be uniformly distributed 

among the shares of 𝒫1 according to either Rule 1 or Rule 3. In this context, the 

symbol ←  denotes the assignment of a monomial share to a share of 𝒫1 . For 

demonstration purposes, consider 𝑥1, one of the monomials in 𝒫1. Equations (6) 

and (7) illustrate the assignment of the shares of 𝑥1 to those of 𝒫1 according to Rule 

1 and Rule 3, respectively.  

𝒫1,0 ← 𝑥1,2                                                                                                                           

𝒫1,1 ← 𝑥1,0                                                                                                                        (6) 

𝒫1,2 ← 𝑥1,1 

𝒫1,0 ← 𝑥1,1                                                                                                                           

𝒫1,1 ← 𝑥1,2                                                                                                                        (7) 

𝒫1,2 ← 𝑥1,0 

Both Rules 1 and 3 similarly apply to the degree-one monomial 𝑥4 in 𝒫1. 

For degree‑2 monomials, such as 𝑥𝑖𝑥𝑗, the shares can be distributed across the 

shares of a function 𝒫1 according to specific sharing rules to ensure correctness and 

security. In particular, the TI shares of a monomial like 𝑥2𝑥0  in 𝒫1  can be 

uniformly allocated using either Rules 2 or 4. The application of these rules is 

illustrated in Eqs. (8) and (9), which show the share distribution of the monomial 

𝑥2𝑥0 in 𝒫1 following Rule 2 and Rule 4, respectively. 

𝒫1,0 ← 𝑥2,1𝑥0,2 + 𝑥2,2𝑥0,1 + 𝑥2,2𝑥0,2                                                                                   

𝒫1,1 ← 𝑥2,0𝑥0,0 + 𝑥2,0𝑥0,2 + 𝑥2,2𝑥0,0                                                                             (8) 

𝒫1,2 ← 𝑥2,0𝑥0,1 + 𝑥2,1𝑥0,0 + 𝑥2,1𝑥0,1 

𝒫1,0 ← 𝑥2,1𝑥0,1 + 𝑥2,1𝑥0,2 + 𝑥2,2𝑥0,1                                                                                   
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𝒫1,1 ← 𝑥2,0𝑥0,2 + 𝑥2,2𝑥0,0 + 𝑥2,2𝑥0,2                                                                             (9) 

𝒫1,2 ← 𝑥2,0𝑥0,0 + 𝑥2,0𝑥0,1 + 𝑥2,1𝑥0,0 

Both Rules 2 and 4 likewise apply to the other degree-two monomials 𝑥2𝑥0, 

𝑥2𝑥1, and 𝑥4𝑥3 in 𝒫1.  

When TI is applied to both degree-1 and degree-2 monomials in 𝒫1, one of the 

resulting TI constructions for 𝒫1 is presented in Eq. (10). 

𝒫1,0  = 𝑥1,2 + 𝑥4,2 + 𝑥2,1𝑥0,2 + 𝑥2,1𝑥1,2 + 𝑥2,2𝑥0,1 + 𝑥2,2𝑥0,2  

+𝑥2,2𝑥1,1 + 𝑥2,2𝑥1,2 + 𝑥4,1𝑥3,2 + 𝑥4,2𝑥3,1 + 𝑥4,2𝑥3,2  

 

𝒫1,1  = 𝑥1,0 + 𝑥4,0 + 𝑥2,0𝑥0,0 + 𝑥2,0𝑥0,2 + 𝑥2,0𝑥1,0 + 𝑥2,0𝑥1,2  

+𝑥2,2𝑥0,0 + 𝑥2,2𝑥1,0 + 𝑥4,0𝑥3,0 + 𝑥4,0𝑥3,2 + 𝑥4,2𝑥3,0  

(10)  

𝒫1,2  = 𝑥1,1 + 𝑥4,1 + 𝑥2,0𝑥0,1 + 𝑥2,0𝑥1,1 + 𝑥2,1𝑥0,0 + 𝑥2,1𝑥0,1  

+𝑥2,1𝑥1,0 + 𝑥2,1𝑥1,1 + 𝑥4,0𝑥3,1 + 𝑥4,1𝑥3,0 + 𝑥4,1𝑥3,1  

 

Since 𝒫1 comprises 2 degree-1 monomials and 3 degree-2 monomials, with two 

implementation methods for each degree-1 monomial (Rules 1 and 3) and two 

alternatives for each degree-2 monomial (Rules 2 and 4), the total number of 

distinct TI constructions for 𝒫1 is 22+3 = 32. 

The TI construction approach for 𝒫1 applies analogously to 𝒫2 and 𝒫3, as all 

reside within the same degree-count class. For 𝒫0  and 𝒫4 , which include the 

constant 1, the construction necessitates only the addition of 1 to a single share 

within their respective sets, as outlined in Section 2.3. Equation (11) illustrates one 

of the valid TI constructions for 𝒫0, where the constant 1 is incorporated into 𝒫0,0. 

𝒫0,0  = 𝑥2,2 + 𝑥4,2 + 𝑥2,1𝑥1,2 + 𝑥2,2𝑥1,1 + 𝑥2,2𝑥1,2 + 𝑥3,1𝑥0,2  

+𝑥3,2𝑥0,1 + 𝑥3,2𝑥0,2 + 𝑥4,1𝑥0,2 + 𝑥4,2𝑥0,1 + 𝑥4,2𝑥0,2 + 1  

 

𝒫0,1  = 𝑥2,0 + 𝑥4,0 + 𝑥2,0𝑥1,0 + 𝑥2,0𝑥1,2 + 𝑥2,2𝑥1,0 + 𝑥3,0𝑥0,0  

+𝑥3,0𝑥0,2 + 𝑥3,2𝑥0,0 + 𝑥4,0𝑥0,0 + 𝑥4,0𝑥0,2 + 𝑥4,2𝑥0,0  

(11)  

𝒫0,2  = 𝑥2,1 + 𝑥4,1 + 𝑥2,1𝑥1,2 + 𝑥2,2𝑥1,1 + 𝑥2,2𝑥1,2 + 𝑥3,1𝑥0,2  

+𝑥3,2𝑥0,1 + 𝑥3,2𝑥0,2 + 𝑥4,1𝑥0,2 + 𝑥4,2𝑥0,1 + 𝑥4,2𝑥0,2   

 

6. Results 

In this section, we first review the security characteristics of the proposed S-box. 

Subsequently, we examine the TI of the S-box and its uniformity property.  

Algorithm 3: Calculating nonlinearity of S-box 𝓟 

Input: S-box 𝒫, output bit index 𝑏 ∈ {0,1,2,3,4} of 𝒫.  

Output: The nonlinearity values of all output bits of 𝒫 

1: Start 

2: Initialize 𝑊𝒫(𝒂) = 0. 

3: Initialize 𝑚𝑎𝑥 = 0. 

4: For each 0 ≤ 𝒂 < 5: 

5:  For each 𝒙: 

6:   If 𝒫(𝒙) + 𝒂𝒙 = 1: 

7:    Decrement 𝑊𝒫(𝒂) by 1. 

8:   Else if 𝒫(𝒙) + 𝒂𝒙 = 0: 

9:    Increment 𝑊𝒫(𝒂) by 1. 
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10:   End if 

11:  End for 

12:  If 𝑚𝑎𝑥 < 𝑊𝒫(𝒂): 

13:   𝑚𝑎𝑥 = 𝑊𝒫(𝒂)  

14:  End if 

15: End for 

16: Return 2𝑛−1( 1 − 2−𝑛 ⋅ 𝑚𝑎𝑥) 

17: End 

6.1. Security properties 

The assessment of a nonlinear component includes various essential aspects, such 

as bijectivity, nonlinearity, the strict avalanche criterion, the bit-independence 

criterion, differential uniformity, and linear approximation. These aspects have 

been thoroughly explored in numerous studies, including those by [19, 28-33].  

We compare the security results of our S-box with other published 5-bit S-

boxes, including those of ASCON [11] and KECCAK [9], as well as the S-boxes used 

in PRIMATEs [13], ICEPOLE [14], and Shamash [15]. Additionally, we evaluate 

our generated S-box against a recently proposed 5-bit S-box by Thakor et al. [34]. 

The method proposed by Kim et al. [19] can be used to generate S-boxes of 

various sizes, including 5-bit S-boxes. For a fair comparison with 𝒫  and other 

published S-boxes discussed in this paper, we identify the most optimal S-box 

generated using Kim et al.'s method, denoted as 𝒦, which is characterized by the 

highest achievable nonlinearity. Table 2 presents the generated S-box 𝒦.  

Table 2. Input and output pairs of 𝓚. 

Input 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Output 24 26 23 27 9 6 29 28 18 0 3 31 30 1 20 5 

 
Input 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

Output 10 8 11 7 22 25 12 13 16 2 15 19 17 14 21 4 

6.1.1. Bijectivity 

An S-box is considered bijective when each input corresponds to a distinct output. 

This property ensures that no two different inputs produce the same output and that 

every possible output is generated by some input. The bijectivity of an S-box can 

be evaluated using Eq. (12) [35, 36]. For an 𝑛-bit S-box, 

#{𝒙|𝑆𝑛(𝒙) = 𝒚} = 1                                                        (12) 

The bijectivity of 𝒫 is evident from Table 1 because there are neither one-to-

many nor many-to-one mappings, and every input value corresponds to a unique 

output value with no input or output left unmapped.  

6.1.2. Nonlinearity 

The nonlinearity of a function quantifies its capability to withstand linear attacks 

[37]. The nonlinearity, 𝑁𝐿, of a function 𝑓 is defined by Eq. (13) [38, 39], where 

𝑊𝑓(𝒂)  denotes the Walsh Hadamard Transform of 𝑓(𝒙) . This transform is 

expressed as 𝑊𝑓(𝒂) = ∑ (−1)𝑓(𝒙)+𝒂⋅𝒙
𝒙∈𝔽2

𝑛  for all 𝒂 ∈ 𝔽2
𝑛. The steps for computing 

it are shown in Algorithm 3. 
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𝑁𝐿(𝑓) = 2𝑛−1(1 − 2−𝑛 𝑚𝑎𝑥|𝑊𝑓(𝒂)|)                                                                     (13) 

Table 3 presents the nonlinearity of the five output bits of 𝒫 . The average 

nonlinearity comparison for each S-box is detailed in Error! Reference source not 

found.. 

Table 3. Nonlinearity of 𝓟. 

𝑵𝑳(𝓟𝟎) 12 

𝑵𝑳(𝓟𝟏) 12 

𝑵𝑳(𝓟𝟐) 12 

𝑵𝑳(𝓟𝟑) 12 

𝑵𝑳(𝓟𝟒) 12 

6.1.3. Bit-independence criterion 

The bit-independence criterion (BIC) [24, 31, 34, 40] requires that each input bit 

affects every output bit in such a way that the changes in the output bits remain 

independent of one another. The independence of these alterations can be assessed 

by measuring the nonlinearity [41] (see Section 6.1.2) and the SAC [42] (see 

Section 2) of 𝑆𝑛𝓇  +  𝑆𝑛𝓈  for all 0 ≤ 𝓇, 𝓈 < 𝑛  where 𝓇 ≠ 𝓈 . Tables 4 and 5 

present the BIC-nonlinearity and BIC-SAC of 𝒫, respectively. BIC-SAC of 𝒫 can 

be calculated using Algorithm 4, while the algorithm for calculating BIC-

nonlinearity can be derived from Algorithm 3.  

Table 4. BIC-nonlinearity of 𝓟. 

𝑺𝓴+𝓵 𝓵 = 𝟎 𝓵 = 𝟏 𝓵 = 𝟐 𝓵 = 𝟑 𝓵 = 𝟒 

𝓴 = 𝟎 - 12 12 12 8 

𝓴 = 𝟏 12 - 12 12 12 

𝓴 = 𝟐 12 12 - 12 8 

𝓴 = 𝟑 12 12 12 - 12 

𝓴 = 𝟒 8 12 8 12 - 

Table 5. BIC-SAC of 𝓟. 

𝑺𝓴+𝓵 𝓵 = 𝟎 𝓵 = 𝟏 𝓵 = 𝟐 𝓵 = 𝟑 𝓵 = 𝟒 

𝓴 = 𝟎 - 0.5 0.5 0.5 0.5 

𝓴 = 𝟏 0.5 - 0.5 0.5 0.5 

𝓴 = 𝟐 0.5 0.5 - 0.5 0.5 

𝓴 = 𝟑 0.5 0.5 0.5 - 0.5 

𝓴 = 𝟒 0.5 0.5 0.5 0.5 - 

 

Algorithm 4: Calculation of BIC-SAC of S-box 𝓟 

Input: S-box 𝒫, two output bit index 𝓀 and ℓ such that 𝓀, ℓ ∈ {0,1,2,3,4}. 

Output: BIC-SAC of 𝒫𝓀 + 𝒫ℓ 

1: Start 

2: Initialise an empty array 𝒬 

3: For each 0 ≤ 𝑚 < 5: 

4:  For each 0 ≤ 𝑖 < 25: 

5:   𝒬(𝑖) ← 𝒫(𝑖) + 𝒫(𝑖 + 2𝑚)  
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6:   Initialise counter 𝑐 = 0. 

7:   For each 0 ≤ 𝒙 < 25: 

8:    If 𝒬𝓀(𝒙) + 𝒬ℓ(𝒙): 

9:     Increment 𝑐 by 1 

10:    End if 

11:   End for 

12:  End for 

13: End for 

14: Return 
𝑐

25. 

15; End 

6.1.4.  Differential uniformity 

Differential cryptanalysis [2] is a prominent cryptanalytic technique. The resilience 

of 𝑆𝑛 to this attack is quantified by Eq. (14).  

Differential cryptanalysis [2] is a prominent cryptanalytic attack. This method 

exploits the probabilistic propagation of input differences through non-linear 

components such as S-boxes using carefully chosen plaintext pairs. An adversary 

analyses corresponding output differences to identify high-probability difference 

propagation patterns. The resilience of 𝑆𝑛 against this attack is quantified by Eq. (14). 

𝐷 = 𝑚𝑎𝑥Δ𝒙∈𝔽2
𝑛 ,Δ𝒚∈𝔽2

𝑛 (#(Δ𝒚 = 𝑆𝑛(𝒙) + 𝑆𝑛(𝒙 + Δ𝒙)))                                      (14) 

where Δ𝒙, Δ𝒚 ≠ 0. A lower value of differential uniformity, 𝐷, indicates a stronger 

resistance of the S-box to differential cryptanalysis [32, 43, 44]. Moreover, 𝐷 

represents the maximum differential value in the Difference Distribution Table 

[45], whose entries can be calculated using Algorithm 5. The difference distribution 

tables of 𝒫  are outlined in Appendix A. Differential uniformity should not be 

confused with the uniformity property of TI, as defined in Definition 3. 

Algorithm 5: Calculating differential uniformity of S-box 𝓟. 

Input: S-box 𝒫, input difference Δ𝒙, output difference Δ𝒚. 

Output: Differential uniformity of S-box 𝒫 with Δ𝑥 and Δ𝑦. 

1: Start 

2: Initialize 𝑠𝑢𝑚 = 0. 

3: For each 0 ≤ 𝒙 < 25: 

4:  If 𝒫(𝒙) + 𝒫(𝒙 + Δ𝒙) = Δ𝒚: 

5:   Increment 𝑠𝑢𝑚 by 1. 

6:  End if 

7: End for 

8: Return sum 

9: End 

 

Algorithm 6: Calculating linear approximation of S-box 𝓟. 

Input: S-box 𝒫, input mask Γ𝒙 and output mask Γ𝒚. 

Output: Linear approximation of S-box 𝒫 with Γ𝒙 and Γ𝒚. 

1: Start 
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2: Initialize 𝑠𝑢𝑚 = 0. 

3: For each 0 ≤ 𝒙 < 25: 

4:  If 𝒙 ⋅ Γ𝒙 = 𝒫(𝒙) ⋅ Γ𝒚: 

5:   Increment 𝑠𝑢𝑚 by 1. 

6:  End if 

7: End for 

8: Return 𝑠𝑢𝑚 − 24. 

9: End 

6.1.5. Linear probability 

Linear cryptanalysis [1] is another prominent cryptanalytic attack. This method 

exploits statistical biases in linear approximations between subsets of plaintext, 

ciphertext, and key bits using known plaintext-ciphertext pairs. It specifically 

targets non-linear components such as S-boxes by identifying high-probability 

linear relations. The resilience of 𝑆𝑛 against this attack is quantified by Eq. (15). 

𝐿 = 𝑚𝑎𝑥Γ𝒙∈𝔽2
𝑛 ,Γ𝒚∈𝔽2

𝑛 |
# (𝒚 ⋅ Γ𝒚 = 𝑆𝑛(𝒙 ⋅ Γ𝒙))

2𝑛
−

1

2
|                                                (15) 

where the linear masks Γ𝒙, Γ𝒚 ≠ 0. An S-box exhibits stronger resistance to linear 

cryptanalysis when it has a lower linear probability, 𝐿. Furthermore, 𝐿 represents 

the maximum linear value in the Linear Approximation Table [28, 45], which can 

be computed using Algorithm 6. The linear approximation tables of 𝒫 are shown 

in Appendix B. 

6.1.6. Fixed points, reverse fixed points and short period ring 

To construct a secure S-box, it is crucial to identify and eliminate the presence of 

fixed points, reverse fixed points, and short period rings [46-48]. A fixed point, as 

defined in [48, 49], occurs when an input value in an S-box maps directly to itself, 

as shown in Eq. (16). Conversely, a reverse fixed point is when the input of an 𝑛-

bit S-box maps to its own bitwise complement, as illustrated in Eq. (17). 

𝑆𝑛(𝒙) = 𝒙                                                                                                                        (16) 

𝑆𝑛(𝒙) = 2𝑛 − 1 − 𝒙                                                                                                      (17) 

The presence of fixed points within an S-box can potentially expose secret data 

to attackers through intercepted ciphertext [50]. Therefore, it is essential to ensure 

that the finalized S-box is free from any fixed points [51]. Additionally, a robust S-

box should avoid short iterative periods [48, 49, 52, 53], a condition where 

𝑓𝑚(𝒙) = 𝒙 holds for a small value of 𝑚. Error! Reference source not found. 

presents the number of fixed points and reverse fixed points, as well as the iterative 

periods of all S-boxes analysed in this paper. 

6.1.7. SAC comparison with other S-boxes 

The S-boxes of ASCON and KECCAK exhibit SAC values of either an absolute 0 or 

1. In contrast, the S-boxes of PRIMATEs and Shamash show improved SAC 

conditions, though with an absolute SAC value of 1. Thakor's S-box does not 

exhibit absolute SAC values of 0 or 1, instead presenting a minimum SAC value of 
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0.25 and a maximum of 0.75. The S-box of ICEPOLE displays a broader range of 

SAC values, with a minimum of 0.125 and a maximum of 0.875. Both 𝒦 and 𝒫 do 

not exhibit SAC values of absolute 0 or 1, but they demonstrate a consistent set of 

values at 0.5. Error! Reference source not found. presents the SAC values for 

five output bits of 𝒫. As illustrated in Error! Reference source not found., 𝒫 

adheres strictly to a perfect SAC value of 0.5, distinguishing it from other S-boxes. 

Table 6. SAC of 𝓟. 

 𝓵 = 𝟎 𝓵 = 𝟏 𝓵 = 𝟐 𝓵 = 𝟑 𝓵 = 𝟒 

𝓴 = 𝟎 - 0.5 0.5 0.5 0.5 

𝓴 = 𝟏 0.5 - 0.5 0.5 0.5 

𝓴 = 𝟐 0.5 0.5 - 0.5 0.5 

𝓴 = 𝟑 0.5 0.5 0.5 - 0.5 

𝓴 = 𝟒 0.5 0.5 0.5 0.5 - 

6.2. Threshold implementation 

The resultant TI of the S-box indicates that every input and output combination has 

256 counts. Error! Reference source not found. presents the threshold count of 

𝒫0's shares. The threshold counts for the shares of 𝒫1, 𝒫2, 𝒫3, and 𝒫4 are shown in 

Appendix C.  

Table 7. Threshold count of 𝓟𝟎’s shares. 

 (𝓟𝟎,𝟎, 𝓟𝟎,𝟏, 𝓟𝟎,𝟐) 

(𝒙𝟒, 𝒙𝟑, 𝒙𝟐, 𝒙𝟏, 𝒙𝟎) 000 001 010 011 100 101 110 111 

00000 256 0 0 256 0 256 256 0 

00001 256 0 0 256 0 256 256 0 

00010 256 0 0 256 0 256 256 0 

00011 256 0 0 256 0 256 256 0 

00100 256 0 0 256 0 256 256 0 

00101 0 256 256 0 256 0 0 256 

00110 0 256 256 0 256 0 0 256 

00111 256 0 0 256 0 256 256 0 

01000 0 256 256 0 256 0 0 256 

01001 0 256 256 0 256 0 0 256 

01010 0 256 256 0 256 0 0 256 

01011 0 256 256 0 256 0 0 256 

01100 0 256 256 0 256 0 0 256 

01101 256 0 0 256 0 256 256 0 

01110 256 0 0 256 0 256 256 0 

01111 0 256 256 0 256 0 0 256 

10000 256 0 0 256 0 256 256 0 

10001 256 0 0 256 0 256 256 0 

10010 0 256 256 0 256 0 0 256 

10011 0 256 256 0 256 0 0 256 

10100 256 0 0 256 0 256 256 0 

10101 0 256 256 0 256 0 0 256 

10110 256 0 0 256 0 256 256 0 

10111 0 256 256 0 256 0 0 256 

11000 256 0 0 256 0 256 256 0 

11001 256 0 0 256 0 256 256 0 

11010 0 256 256 0 256 0 0 256 

11011 0 256 256 0 256 0 0 256 

11100 256 0 0 256 0 256 256 0 
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11101 0 256 256 0 256 0 0 256 

11110 256 0 0 256 0 256 256 0 

11111 0 256 256 0 256 0 0 256 

Table 8. Comparison of S-boxes. 

  Ascon Keccak PRIMATEs ICEPOLE Shamash 
Thakor’s 

S-box 
𝓚 

Our 

work 

(𝓟) 

Nonlinearity 

Lowest 8 8 12 8 12 8 8 12 

Highest 8 8 12 8 12 10 12 12 

Average 8 8 12 8 12 8.4 8.8 12 

SAC 

Lowest 0 0 0.5 0.125 0.5 0.25 0.5 0.5 

Highest 1 1 1 0.875 1 0.75 0.5 0.5 

Average 0.62 0.4 0.54 0.425 0.6 0.54 0.5 0.5 

BIC-

Nonlinearity 

Lowest 8 8 12 8 12 8 8 12 

Highest 12 12 12 12 12 10 12 12 

Average 11.2 10 12 10 12 9 9.2 12 

BIC-SAC 

Lowest 0.3 0.5 0.5 0.5 0.5 0.45 0.4 0.5 

Highest 0.6 0.6 0.6 0.6 0.5 0.575 0.6 0.6 

Average 0.52 0.55 0.51 0.55 0.5 0.5075 0.49 0.55 

Algebraic degree 2 2 2 4 2 4 2 2 

Differential uniformity, 

𝑫 
8 8 2 8 2 8 32 2 

Linear probability, 𝑳 0.25 0.25 0.125 0.25 0.125 0.25 0.5 0.125 

Number of fixed points 0 2 0 0 1 0 0 0 

Number of inverse fixed 

points 
0 0 2 2 0 1 0 0 

Shortest iterative period 6 1 2 2 1 4 16 32 

References [11] [9] [13] [14] [15] [34] [19] 
This 

paper 

7. Application on other S-boxes 

Besides 𝒫, our TI method can also be employed to implement TI for other S-boxes 

with algebraic degree 2, since Rule 1, Rule 2, Rule 3 and Rule 4 are general to other 

S-boxes of degree 2.  

8. Conclusions 

We have developed a TI method capable of preserving uniformity by employing 

polynomials from the same degree-count class across all output bits of the S-box. 

This innovative approach not only ensures the uniformity of S-boxes but also 

provides a versatile framework that can be extended to the construction of TI for 

other S-boxes while upholding the principle of uniformity. The broader 

applicability of this method signifies a substantial advancement in the design and 

analysis of S-boxes within cryptographic systems, contributing to their robustness 

and security. This methodology is poised to enhance the reliability of cryptographic 

implementations, offering a uniform approach resilient to various cryptanalytic 

attacks. Consequently, our work lays the groundwork for future research and 

development in the field of secure S-box constructions, paving the way for more 

effective and secure cryptographic solutions. 

8.1.  Open problem 

Several studies have proposed implementing TI on component S-boxes obtained 

through the decomposition of the main S-box. Although TI with decomposition is a 

widely adopted technique [20, 22, 54-56], it does not inherently guarantee uniformity. 

Extending our method to decomposed S-boxes remains an open problem. 
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Furthermore, our method can preserve uniformity only when applied to S-boxes 

with an algebraic degree bounded by 2. Extending this method to S-boxes with an 

algebraic degree greater than 2 presents an interesting avenue for future research. 
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Nomenclatures 
 

𝔸𝑛 A set of all polynomials of degree 𝑛. 

𝔽𝑝 Finite field with 𝑝 elements.  

𝔽𝑝
𝑛 𝑛-dimensional vector space over 𝔽𝑝. 

𝑊𝑓 Walsh Hadamard Transform of 𝑓 
 

Abbreviations 

AES Advanced Encryption Standard 

BIC Bit-independence criterion 

DPA Differential power analysis 

GCM Galois/Counter mode 

NIST National Institute of Standards and Technology 

SAC Strict avalanche criterion 

SHA Secure Hash Algorithm 

TI Threshold implementation 

WPA Wi-Fi Protected Access 
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Appendix A 

Differential distribution tables 

Table A-1. DDT Table (Part 1). 

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0 32 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

1 0 0 0 0 2 2 2 2 0 0 0 0 2 2 2 2 

2 0 2 2 0 0 2 2 0 0 2 2 0 0 2 2 0 
3 0 0 2 2 0 0 2 2 0 0 2 2 0 0 2 2 

4 0 0 0 0 0 0 0 0 2 2 2 2 2 2 2 2 

5 0 0 0 0 2 2 2 2 2 2 2 2 0 0 0 0 
6 0 0 0 0 0 0 0 0 2 2 2 2 2 2 2 2 

7 0 0 2 2 2 2 0 0 2 2 0 0 0 0 2 2 

8 0 0 2 2 2 2 0 0 0 0 2 2 2 2 0 0 
9 0 0 2 2 2 2 0 0 0 0 2 2 2 2 0 0 

10 0 2 2 0 2 0 0 2 0 2 2 0 2 0 0 2 

11 0 2 2 0 2 0 0 2 2 0 0 2 0 2 2 0 
12 0 0 0 0 2 2 2 2 0 0 0 0 2 2 2 2 

13 0 2 2 0 2 0 0 2 0 2 2 0 2 0 0 2 

14 0 2 0 2 2 0 2 0 2 0 2 0 0 2 0 2 
15 0 2 0 2 0 2 0 2 0 2 0 2 0 2 0 2 

16 0 2 0 2 0 2 0 2 2 0 2 0 2 0 2 0 

17 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
18 0 2 2 0 0 2 2 0 2 0 0 2 2 0 0 2 

19 0 0 2 2 0 0 2 2 2 2 0 0 2 2 0 0 
20 0 2 0 2 0 2 0 2 2 0 2 0 2 0 2 0 

21 0 0 2 2 2 2 0 0 2 2 0 0 0 0 2 2 

22 0 2 0 2 2 0 2 0 2 0 2 0 0 2 0 2 
23 0 2 0 2 2 0 2 0 0 2 0 2 2 0 2 0 

24 0 2 0 2 0 2 0 2 0 2 0 2 0 2 0 2 

25 0 2 2 0 0 2 2 0 0 2 2 0 0 2 2 0 
26 0 2 2 0 0 2 2 0 2 0 0 2 2 0 0 2 

27 0 0 0 0 2 2 2 2 2 2 2 2 0 0 0 0 

28 0 2 0 2 2 0 2 0 0 2 0 2 2 0 2 0 
29 0 0 2 2 0 0 2 2 2 2 0 0 2 2 0 0 

30 0 0 2 2 0 0 2 2 0 0 2 2 0 0 2 2 

31 0 2 2 0 2 0 0 2 2 0 0 2 0 2 2 0 

Table A-2. DDT Table (Part 2). 

 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

1 2 2 2 2 0 0 0 0 2 2 2 2 0 0 0 0 

2 0 2 2 0 0 2 2 0 0 2 2 0 0 2 2 0 

3 0 0 2 2 0 0 2 2 0 0 2 2 0 0 2 2 

4 2 2 2 2 2 2 2 2 0 0 0 0 0 0 0 0 

5 2 2 2 2 0 0 0 0 0 0 0 0 2 2 2 2 

6 0 0 0 0 0 0 0 0 2 2 2 2 2 2 2 2 

7 0 0 2 2 2 2 0 0 2 2 0 0 0 0 2 2 

8 0 0 2 2 2 2 0 0 0 0 2 2 2 2 0 0 

9 2 2 0 0 0 0 2 2 2 2 0 0 0 0 2 2 

10 0 2 2 0 2 0 0 2 0 2 2 0 2 0 0 2 

11 0 2 2 0 2 0 0 2 2 0 0 2 0 2 2 0 

12 0 0 0 0 2 2 2 2 0 0 0 0 2 2 2 2 

13 2 0 0 2 0 2 2 0 2 0 0 2 0 2 2 0 

14 0 2 0 2 2 0 2 0 2 0 2 0 0 2 0 2 

15 2 0 2 0 2 0 2 0 2 0 2 0 2 0 2 0 

16 0 2 0 2 0 2 0 2 2 0 2 0 2 0 2 0 
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Table A-2 (Continue). DDT Table (Part 2). 

 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

17 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 

18 0 2 2 0 0 2 2 0 2 0 0 2 2 0 0 2 

19 2 2 0 0 2 2 0 0 0 0 2 2 0 0 2 2 
20 2 0 2 0 2 0 2 0 0 2 0 2 0 2 0 2 

21 2 2 0 0 0 0 2 2 0 0 2 2 2 2 0 0 

22 2 0 2 0 0 2 0 2 0 2 0 2 2 0 2 0 
23 0 2 0 2 2 0 2 0 0 2 0 2 2 0 2 0 

24 0 2 0 2 0 2 0 2 0 2 0 2 0 2 0 2 

25 2 0 0 2 2 0 0 2 2 0 0 2 2 0 0 2 
26 2 0 0 2 2 0 0 2 0 2 2 0 0 2 2 0 

27 0 0 0 0 2 2 2 2 2 2 2 2 0 0 0 0 

28 2 0 2 0 0 2 0 2 2 0 2 0 0 2 0 2 
29 0 0 2 2 0 0 2 2 2 2 0 0 2 2 0 0 

30 2 2 0 0 2 2 0 0 2 2 0 0 2 2 0 0 

31 2 0 0 2 0 2 2 0 0 2 2 0 2 0 0 2 
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Appendix B 

Linear approximation tables 

Table B-1. LAT Table (Part 1). 

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0 16 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

1 0 0 4 0 0 4 0 0 0 0 4 0 -4 0 -4 -4 

2 0 0 4 4 0 4 0 -4 4 0 0 -4 4 4 -4 4 
3 0 0 0 -4 0 0 0 4 4 0 4 -4 0 -4 0 0 

4 0 0 0 0 4 -4 0 0 4 0 4 0 0 4 4 0 

5 0 0 -4 0 -4 0 0 0 4 0 0 0 4 4 0 -4 
6 0 0 4 -4 4 0 0 4 0 0 -4 4 4 0 0 4 

7 0 0 0 -4 4 4 0 -4 0 0 0 -4 0 0 4 0 

8 0 -4 0 0 4 0 -4 -4 0 0 -4 0 4 -4 0 -4 
9 0 4 -4 0 -4 4 4 -4 0 0 0 0 0 -4 4 0 

10 0 4 -4 -4 4 -4 4 0 -4 0 -4 -4 0 0 -4 0 

11 0 -4 0 4 4 0 4 0 -4 0 0 -4 4 0 0 -4 
12 0 -4 0 0 0 -4 4 -4 4 0 0 0 -4 0 -4 -4 

13 0 4 4 0 0 0 -4 -4 4 0 -4 0 0 0 0 0 

14 0 -4 -4 -4 0 0 -4 0 0 0 0 4 0 -4 0 0 
15 0 4 0 -4 0 -4 -4 0 0 0 4 -4 4 4 4 -4 

16 0 -4 0 0 0 -4 0 0 0 4 -4 -4 -4 0 0 0 

17 0 -4 4 0 0 0 0 0 0 -4 0 4 0 0 4 -4 
18 0 4 4 -4 0 0 0 -4 -4 -4 4 0 0 -4 -4 -4 

19 0 4 0 4 0 -4 0 4 4 -4 0 0 -4 -4 0 0 
20 0 -4 0 0 -4 0 0 0 -4 -4 0 -4 -4 4 4 0 

21 0 -4 -4 0 4 4 0 0 4 -4 4 -4 0 -4 0 4 

22 0 -4 4 -4 -4 -4 0 -4 0 -4 0 0 0 0 0 -4 
23 0 -4 0 -4 -4 0 0 4 0 4 4 0 4 0 -4 0 

24 0 0 0 0 4 4 4 4 0 -4 0 4 0 4 0 -4 

25 0 0 4 0 -4 0 4 4 0 -4 -4 -4 4 -4 4 0 
26 0 0 4 -4 4 0 4 0 4 4 0 0 -4 0 4 0 

27 0 0 0 4 4 -4 -4 0 -4 -4 4 0 0 0 0 4 

28 0 0 0 0 0 0 4 -4 -4 4 4 4 0 0 4 4 
29 0 0 -4 0 0 -4 4 -4 4 -4 0 4 4 0 0 0 

30 0 0 4 4 0 -4 4 0 0 4 4 0 4 -4 0 0 

31 0 0 0 4 0 0 -4 0 0 4 0 0 0 -4 4 -4 

Table B-2. LAT Table (Part 2). 

 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

1 -4 4 0 4 4 0 -4 4 0 0 4 0 -4 0 4 4 

2 0 -4 -4 0 0 0 0 0 0 0 -4 4 0 4 0 4 

3 -4 0 4 -4 -4 0 4 4 0 0 0 4 4 4 4 0 

4 0 -4 4 0 0 -4 0 4 4 4 0 0 -4 -4 -4 4 

5 4 0 4 4 -4 4 -4 0 -4 4 4 0 0 4 0 0 

6 0 0 0 0 0 4 0 4 -4 -4 4 4 -4 0 -4 0 

7 4 4 0 4 -4 4 4 0 4 -4 0 -4 0 0 0 4 

8 0 4 4 -4 0 -4 -4 -4 0 0 0 4 0 0 0 4 

9 -4 0 -4 0 -4 -4 0 0 0 0 4 4 -4 0 -4 0 

10 0 0 0 4 0 -4 -4 4 0 0 -4 0 0 4 0 0 

11 -4 -4 0 0 -4 4 0 0 0 0 0 0 -4 -4 4 -4 

12 0 0 0 4 0 0 4 0 -4 -4 0 4 4 -4 -4 0 

13 -4 4 0 0 -4 0 0 4 -4 4 -4 -4 0 -4 0 -4 

14 0 -4 -4 4 0 0 4 0 -4 4 -4 0 -4 0 4 4 

15 -4 0 -4 0 4 0 0 -4 -4 -4 0 0 0 0 0 0 

16 -4 0 -4 -4 0 4 0 0 0 4 4 -4 0 4 -4 4 
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Table B-2 (Continue). LAT Table (Part 2). 

 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

17 0 -4 -4 0 -4 -4 -4 4 0 -4 0 -4 4 4 0 0 

18 4 -4 0 -4 0 4 0 0 0 4 0 0 0 0 -4 0 

19 0 0 0 0 -4 4 -4 -4 0 -4 -4 0 -4 0 0 5 
20 4 4 0 -4 0 0 0 4 -4 0 -4 4 -4 0 0 0 

21 0 0 0 0 4 0 -4 0 -4 0 0 -4 0 0 -4 -4 

22 -4 0 4 4 0 0 0 -4 4 0 0 0 -4 4 0 4 
23 0 4 -4 0 -4 0 -4 0 4 0 -4 0 0 -4 -4 0 

24 -4 4 0 0 0 0 4 -4 0 4 -4 0 0 4 -4 0 

25 0 0 0 4 4 0 0 0 0 4 0 0 4 -4 0 4 
26 4 0 -4 0 0 0 -4 -4 0 4 0 4 0 0 4 -4 

27 0 4 -4 4 -4 0 0 0 0 4 4 4 4 0 0 0 

28 -4 0 4 0 0 4 -4 0 -4 0 -4 0 4 0 0 4 
29 0 4 -4 -4 4 4 0 4 4 0 0 0 0 0 4 0 

30 4 4 0 0 0 -4 4 0 -4 0 0 -4 -4 4 0 0 

31 0 0 0 4 4 4 0 4 4 0 -4 4 0 4 -4 -4 
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Appendix C 

Output count of Threshold 

Table C-1. Threshold counts of 𝓟𝟏’s shares. 

 (𝓟𝟏,𝟎, 𝓟𝟏,𝟏, 𝓟𝟏,𝟐) 

(𝒙𝟒, 𝒙𝟑, 𝒙𝟐, 𝒙𝟏, 𝒙𝟎) 000 001 010 011 100 101 110 111 

00000 256 0 0 256 0 256 256 0 

00001 256 0 0 256 0 256 256 0 

00010 256 0 0 256 0 256 256 0 

00011 0 256 256 0 256 0 0 256 

00100 256 0 0 256 0 256 256 0 

00101 256 0 0 256 0 256 256 0 

00110 256 0 0 256 0 256 256 0 

00111 0 256 256 0 256 0 0 256 

01000 256 0 0 256 0 256 256 0 

01001 256 0 0 256 0 256 256 0 

01010 256 0 0 256 0 256 256 0 

01011 0 256 256 0 256 0 0 256 

01100 0 256 256 0 256 0 0 256 

01101 0 256 256 0 256 0 0 256 

01110 0 256 256 0 256 0 0 256 

01111 256 0 0 256 0 256 256 0 

10000 0 256 256 0 256 0 0 256 

10001 256 0 0 256 0 256 256 0 

10010 0 256 256 0 256 0 0 256 

10011 0 256 256 0 256 0 0 256 

10100 256 0 0 256 0 256 256 0 

10101 0 256 256 0 256 0 0 256 

10110 256 0 0 256 0 256 256 0 

10111 256 0 0 256 0 256 256 0 

11000 0 256 256 0 256 0 0 256 

11001 256 0 0 256 0 256 256 0 

11010 0 256 256 0 256 0 0 256 

11011 0 256 256 0 256 0 0 256 

11100 0 256 256 0 256 0 0 256 

11101 256 0 0 256 0 256 256 0 

11110 0 256 256 0 256 0 0 256 

11111 0 256 256 0 256 0 0 256 

Table C-2. Threshold counts of 𝓟𝟐’s shares. 

 (𝓟𝟐,𝟎, 𝓟𝟐,𝟏, 𝓟𝟐,𝟐) 

(𝒙𝟒, 𝒙𝟑, 𝒙𝟐, 𝒙𝟏, 𝒙𝟎) 000 001 010 011 100 101 110 111 

00000 256 0 0 256 0 256 256 0 

00001 256 0 0 256 0 256 256 0 

00010 256 0 0 256 0 256 256 0 

00011 256 0 0 256 0 256 256 0 

00100 256 0 0 256 0 256 256 0 

00101 0 256 256 0 256 0 0 256 
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Table C-2 (Continue). Threshold counts of 𝓟𝟐’s shares. 

 (𝓟𝟐,𝟎, 𝓟𝟐,𝟏, 𝓟𝟐,𝟐) 

(𝒙𝟒, 𝒙𝟑, 𝒙𝟐, 𝒙𝟏, 𝒙𝟎) 000 001 010 011 100 101 110 111 

00110 0 256 256 0 256 0 0 256 

00111 256 0 0 256 0 256 256 0 

01000 0 256 256 0 256 0 0 256 

01001 0 256 256 0 256 0 0 256 

01010 0 256 256 0 256 0 0 256 

01011 0 256 256 0 256 0 0 256 

01100 0 256 256 0 256 0 0 256 

01101 256 0 0 256 0 256 256 0 

01110 256 0 0 256 0 256 256 0 

01111 0 256 256 0 256 0 0 256 

10000 256 0 0 256 0 256 256 0 

10001 256 0 0 256 0 256 256 0 

10010 0 256 256 0 256 0 0 256 

10011 0 256 256 0 256 0 0 256 

10100 256 0 0 256 0 256 256 0 

10101 0 256 256 0 256 0 0 256 

10110 256 0 0 256 0 256 256 0 

10111 0 256 256 0 256 0 0 256 

11000 256 0 0 256 0 256 256 0 

11001 256 0 0 256 0 256 256 0 

11010 0 256 256 0 256 0 0 256 

11011 0 256 256 0 256 0 0 256 

11100 256 0 0 256 0 256 256 0 

11101 0 256 256 0 256 0 0 256 

11110 256 0 0 256 0 256 256 0 

11111 0 256 256 0 256 0 0 256 

Table C-3. Threshold counts of 𝓟𝟑’s shares. 

 (𝓟𝟑,𝟎, 𝓟𝟑,𝟏, 𝓟𝟑,𝟐) 

(𝒙𝟒, 𝒙𝟑, 𝒙𝟐, 𝒙𝟏, 𝒙𝟎) 000 001 010 011 100 101 110 111 

00000 0 256 256 0 256 0 0 256 

00001 256 0 0 256 0 256 256 0 

00010 0 256 256 0 256 0 0 256 

00011 0 256 256 0 256 0 0 256 

00100 0 256 256 0 256 0 0 256 

00101 256 0 0 256 0 256 256 0 

00110 256 0 0 256 0 256 256 0 

00111 256 0 0 256 0 256 256 0 

01000 0 256 256 0 256 0 0 256 

01001 0 256 256 0 256 0 0 256 

01010 0 256 256 0 256 0 0 256 

01011 256 0 0 256 0 256 256 0 

01100 0 256 256 0 256 0 0 256 

01101 0 256 256 0 256 0 0 256 

01110 256 0 0 256 0 256 256 0 

01111 0 256 256 0 256 0 0 256 

10000 0 256 256 0 256 0 0 256 

10001 256 0 0 256 0 256 256 0 

10010 0 256 256 0 256 0 0 256 

10011 0 256 256 0 256 0 0 256 

10100 0 256 256 0 256 0 0 256 
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Table C-3 (Continue). Threshold counts of 𝓟𝟑’s shares. 

 (𝓟𝟑,𝟎, 𝓟𝟑,𝟏, 𝓟𝟑,𝟐) 

(𝒙𝟒, 𝒙𝟑, 𝒙𝟐, 𝒙𝟏, 𝒙𝟎) 000 001 010 011 100 101 110 111 

10101 256 0 0 256 0 256 256 0 

10110 256 0 0 256 0 256 256 0 

10111 256 0 0 256 0 256 256 0 

11000 256 0 0 256 0 256 256 0 

11001 256 0 0 256 0 256 256 0 

11010 256 0 0 256 0 256 256 0 

11011 0 256 256 0 256 0 0 256 

11100 256 0 0 256 0 256 256 0 

11101 256 0 0 256 0 256 256 0 

11110 0 256 256 0 256 0 0 256 

11111 256 0 0 256 0 256 256 0 

Table C-4. Threshold counts of 𝓟𝟒’s shares. 

 (𝓟𝟒,𝟎, 𝓟𝟒,𝟏, 𝓟𝟒,𝟐) 

(𝒙𝟒, 𝒙𝟑, 𝒙𝟐, 𝒙𝟏, 𝒙𝟎) 000 001 010 011 100 101 110 111 

00000 256 0 0 256 0 256 256 0 

00001 256 0 0 256 0 256 256 0 

00010 0 256 256 0 256 0 0 256 

00011 0 256 256 0 256 0 0 256 

00100 256 0 0 256 0 256 256 0 

00101 0 256 256 0 256 0 0 256 

00110 256 0 0 256 0 256 256 0 

00111 0 256 256 0 256 0 0 256 

01000 256 0 0 256 0 256 256 0 

01001 256 0 0 256 0 256 256 0 

01010 0 256 256 0 256 0 0 256 

01011 0 256 256 0 256 0 0 256 

01100 256 0 0 256 0 256 256 0 

01101 0 256 256 0 256 0 0 256 

01110 256 0 0 256 0 256 256 0 

01111 0 256 256 0 256 0 0 256 

10000 256 0 0 256 0 256 256 0 

10001 256 0 0 256 0 256 256 0 

10010 0 256 256 0 256 0 0 256 

10011 0 256 256 0 256 0 0 256 

10100 0 256 256 0 256 0 0 256 

10101 256 0 0 256 0 256 256 0 

10110 0 256 256 0 256 0 0 256 

10111 256 0 0 256 0 256 256 0 

11000 0 256 256 0 256 0 0 256 

11001 0 256 256 0 256 0 0 256 

11010 256 0 0 256 0 256 256 0 

11011 256 0 0 256 0 256 256 0 

11100 256 0 0 256 0 256 256 0 

11101 0 256 256 0 256 0 0 256 

11110 256 0 0 256 0 256 256 0 

11111 0 256 256 0 256 0 0 256 

 


