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Abstract 

The purpose of this research is to develop a system that uses Raspberry Pi and 

IoT technologies to monitor server room conditions such as temperature, 

humidity, air quality, and access rights security. The contribution of this research 

is that it makes it easier for users to monitor the server room and take appropriate 

action when something goes wrong. The method utilized in this study is 

experimental. The output obtained is in the form of a web display and telegram 

notifications. The brain of this system is the Raspberry Pi 4. The input received 

is temperature, humidity, carbon monoxide levels, carbon dioxide, and dust 

particle values. The thing that causes the Raspberry Pi 4 to activate the buzzer 

and send notifications via Telegram is when the temperature value is more than 

230C, the humidity is less than 45% or 60%, the measured carbon monoxide value 

is more than 50 ppm, or carbon dioxide is more than 800 ppm or the AQI value 

of dust particles is more than 100. Regarding access rights, users can only enter 

the server room using a registered RFID card. Access rights violations will be 

detected by PIR1, PIR2, and Ultrasonic sensors. If this happens, the Raspberry 

Pi will take a photo with the Pi Camera, activate the buzzer, and send it via 

Telegram. The entire system testing process is tested into two main parts: 

temperature, humidity, AQI testing, and security testing related to access rights 

according to the program scenario and initial objectives. Test results show that 

every part is functioning 100%. The overall test shows 100% success where the 

system can do actions according to program conditions and scenarios. 

Keywords: AQI, Monitoring, Raspberry Pi4, Security, Server room, Telegram. 

  



Server Security and Air Quality Monitoring System using . . . . 1157 

 
 
Journal of Engineering Science and Technology           August 2024, Vol. 19(4) 

 

1.  Introduction 

The server room stores servers containing programs and databases. The server 

room must be kept secure because it functions as a datacenter for all company 

operations. Today, security can be defined as either physical security (as in physical 

access control) or logical security. Physical security is necessary to prevent 

physical attacks on server rooms. Abuse of privilege is a type of physical attack on 

the server room. This assault includes unlawful system access, such as physical 

breakthroughs and theft. Physical security necessitates processes and tactics to 

prevent physical attacks. A well-developed management plan can help avoid 

espionage and theft [1]. The prevention procedure can also decrease risk, identify 

the source of damage, and implement mitigation measures. Physical security 

implementation, as well as good rules and procedures, are equally critical as 

personnel knowledge [2].  

Server rooms can be monitored over the Internet of Things (IoT). The Internet 

of Things enables data collection and sharing with other devices over the Internet. 

The Internet of Things (IoT) gathers, stores, and analyzes data [3]. Based on 

government regulations, the degree of humidity and temperature in the server room 

are among the most vital variables to monitor [4]. In 2017, the Indonesian 

government implemented temperature and humidity standards. The usual 

temperature is between 21 and 23 degrees Celsius, with humidity ranging from 

45%-60%. High humidity can lead to corrosion and short circuits. Monitoring 

server room security involves more than just temperature and humidity, including 

defense systems. Aside from the foregoing, there is one aspect of the server room 

that must be addressed: air quality. This is important because dust particles might 

clog the ventilation system over time. 

Plenty of research has been conducted to monitor the server room's status. In 

2017, research remained focused on temperature and humidity issues, with no 

warning signs sent to users [5]. A study published in 2017 used fuzzy logic to 

construct clever air conditioners. However, it only focused on temperature [6].  

Another study in 2018 was made. However, it only focuses on temperature and 

humidity [7]. A server room-related research was undertaken in 2018. This research 

focuses solely on securing the server room door using an application and a door 

lock [8]. Another research in 2018 was carried out. However, the alerts were still 

in the format of SMS [9].   

In 2019, new research discovered that this server room may send notifications 

over Telegram. However, these studies focus primarily on the degree of humidity 

and temperature [10]. Even in 2019, there was a study on server room observation. 

However, this study solely looks at server room HVAC [11]. Apart from that, in 

the same year, there was research that focused on server rooms that measured 

temperature and humidity and used WhatsApp notifications. However, this 

research uses too many resources because it uses two controllers, while only one 

sensor is used [12].  

In 2022, there are two other studies on server space. One of these studies focuses 

solely on the degree of humidity and temperature in the server rack [13]. Still, in 

2022, another study was carried out and achieved its goal. The research monitored 

temperature, humidity, and server room access rights and used telegram 
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notifications. However, this research did not measure the air quality in the server 

room, which also affects the server room [14].  

Based on the explanation above, it can be said that each research focuses on one 

part only, for example, temperature and humidity only, or only dust particles or 

only temperature and humidity and access rights. So, it can be concluded that in 

general there has been no research that monitors server rooms regarding 

temperature, humidity, air quality, and access rights. Therefore, in this research, a 

system will be created that monitors server conditions regarding temperature, 

humidity, and air quality which includes levels of carbon monoxide, carbon 

dioxide, and dust particles, and regulates access rights to the server room.  

In this research, Raspberry Pi 4 served as the main controller of the system. The 

control scope is divided into two main parts, namely the outside and the inside of 

the server room. Inside the server room data will be read for temperature, humidity, 

carbon monoxide levels, carbon dioxide, dust particles, ultrasonic sensor, and PIR 

sensor values. When the temperature value is more than 230C or the humidity is 

less than 45% or 60%, the Raspberry Pi will sound the buzzer and send a 

notification over Telegram. Regarding air quality, if the measured carbon 

monoxide value is more than 50 ppm carbon dioxide is more than 800 ppm, or the 

AQI value of dust particles is more than 100, the Raspberry Pi will sound the buzzer 

and send a notification over Telegram.  

On the outside of the server room, there is an RFID reader, which functions to 

limit access rights to the server room. In other words, users can only enter the server 

room using a registered RFID card. Primarily, access rights violations will be 

detected by PIR1, PIR2, and Ultrasonic sensors. The ultrasonic sensor is installed 

near the entrance, while the PIR1 and PIR2 sensors are installed opposite each other 

at the top of the entrance. If the valid status of the RFID is not yet active, but the 

ultrasonic sensor detects a distance of less than 300cm or the PIR1 or PIR2 sensors 

detect movement, then the Raspberry Pi will immediately take a photo with the Pi 

Camera, activate the buzzer and send it via Telegram.  

2. Methods 

The experimental method was used to create the system in this study. Many 

experiments were conducted during its implementation, all of which naturally 

adhered to the fundamental theories underlying this study, which finally sought to 

produce outcomes that met the original goals. Experimental method consists of study 

of literature, design, simulation, implementation, and testing as shown in Fig. 1. 

 

Fig. 1. The flow of the experimental method in this research. 

2.1.  Study of literature 

At this stage, a literature study related to monitoring server security and air quality 

is used to obtain comparisons and research gaps with previous research. Besides, 

at this stage, a literature search is conducted to get a list of appropriate hardware 

and software needed to build this system. 
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2.2. Design 

This stage creates and produces hardware and software design with the supporting 

theory produced in the previous phase. In addition, this stage also produces a design 

of sensor placement as well as actuators. The design of the hardware part consists 

of block diagrams and electronic schemes. The software part design covers the 

design of algorithms to implement this system. Figure 2 shows the shape of the 

block diagram produced at this step. 

 

Fig. 2. Server security and air quality monitoring block diagram. 

This mini-PC is primarily built with a Broadcom BCM2711 and 4GB RAM. 

Regarding peripherals, the Raspberry Pi 4 has 40 GPIO pins, a CSI port for the 

camera, 4 USB ports, a LAN port, two micro-HDMI ports, and an audio port [15, 

16]. The operating system for the Raspberry Pi 4 used in this research is Raspbian 

OS [17, 18]. In the input block, there are several sensors and cameras. The MQ-9 

sensor module is a sensor that can be used to read carbon monoxide levels [19]. To 

operate, this sensor module requires a 5V DC supply power [20]. The output read 

by the Raspberry Pi4 from this module is analog data. Apart from being related to 

air quality in the server room, in this research, the MQ-9 is beneficial for detecting 

fires and triggering warnings for server room managers. The ppm value ranges of 

carbon monoxide are shown in Table 1 [20]. 

Table 1. Carbon monoxide ppm range. 

Carbon monoxide (ppm) Category 

≤ 50  Good 

51 - 100 Medium 

101 - 199 Unhealthy 

200 - 299 Very Unhealthy 

> 300 Harmful 

Furthermore, measurements of carbon dioxide levels can be carried out using 

the MQ-135 sensor module where the output from this sensor is in the form of 

analog data [21-24]. The recommended ppm value range for carbon dioxide in 

rooms is ≤ 1000 ppm [25]. So, when the ppm value read exceeds this limit, 
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Raspberry Pi 4 will send an alert to the server room manager via the Telegram 

messaging application. In the next section, there is the PM2.5 module. In this 

research, the sensor module used is PMS5003 which functions to measure air 

quality related to dust particles [26-29]. The reason for using and measuring this is 

because the air quality of the server room must be considered and the server room 

must be free from dust. The AQI parameters have been formulated by the United 

States Environmental Protection Agency in 2024 [30]. The output obtained from 

this sensor module is in the form of AQI values. In this research, when the AQI 

value is greater than 100, Raspberry Pi 4 will send an alert to the server room 

manager. The AQI value provisions are shown in Table 2. 

Table 2. AQI Range for Particle Pollution 

AQI Range Category Breakpoints (µg/m3) 

Good (0- 50)  0.0 - 9.0 

Moderate (51-100) 9.1 - 35.4 

Unhealthy for sensitive group (101-150) 35.5 - 55.4 

Unhealthy (151-200) 55.5 - 125.4 

Very Unhealthy (201-300) 125.5 - 255.4 

Hazardous ( >301 ) > 225.5 

The next part is the SHT31 sensor module. This sensor module can be used to 

read temperature and humidity data [31]. The temperature range that can be 

measured on this module is -400C - 900C with an accuracy of ±0.3%. Meanwhile, 

for humidity, the range is between 0-100% with an accuracy of ±2% [32].  

This involves the RFID module, Ultrasonic Sensor, PIR Sensor, Solenoid door 

lock, and Pi Camera regarding server room access rights. In this research, the 

MFRC5-22 RFID module was used. This module works with a frequency of 

13.56MHz with a reading range of between 3cm-5cm [33-35]. Data can be read 

from this module using SPI communication [36-38]. When a tag is recognized, a 

valid status will be obtained then the Raspberry Pi 4 will deactivate the solenoid 

and measurement status from ultrasonic, and the PIR sensor will be ignored. The 

ultrasonic sensor used is HC-SR04. This sensor reads distance data with a 

measurement range of between 2cm-400cm [39, 40]. The pins used are the echo 

pin and trigger pin. The data read and converted by the Raspberry Pi 4 comes from 

the echo pin [41, 42]. This sensor is placed at the edge of the entrance door, so the 

measured distance will decrease when the door opens. The PIR sensor in this 

research functions to detect human movement and presence in the server room [43-

45]. This research employed two PIR sensors. The type of PIR sensor utilized is 

HC-SR501. This sensor can operate when powered by 5V DC, and its output is a 

digital value [46, 47]. These two sensors are installed opposite each other at the top 

of the entrance. When there is a violation of access rights and detects human 

presence, the output value will be HIGH [48].  

The next part is the RPi Camera which functions to take pictures when access 

rights are violated. The Pi Camera used is a Pi Camera V2 with an 8-megapixel 

image sensor [49]. This module was built using Sony IMX219 [50]. In the output 

section, there is a 128*64 OLED which functions to display the validity status when 

the user tags the RFID. The module used is the SSD1306 model with dimensions 

of 0.96 inches with I2C communication [51-53]. In the next block section is the 

server block which was built using the PHP and MySQL programming languages. 
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The reason for choosing these two parts is because PHP includes server-side 

scripting and can also be used as a backend system and MySQL is easy to integrate 

with PHP [54, 55]. All sensor data is sent and stored in a database. This storage of 

course uses MySQL commands. To visualize all the data, Grafana was used. 

Grafana is an open-source application that offers a simple interface for creating 

configurable and interactive dashboards [56, 57]. 

After creating an appropriate block diagram, the following step is to build the 

electronic circuit for this system. Figure 3 depicts the completed system's electronic 

circuit. From Fig. 3 it can be seen that several special communications are used 

between several sensors and the Raspberry Pi 4, such as Serial, SPI, and I2C 

communications. Serial communication is used to read data from the PMS5003 

module. SPI communication is used to read data from the RFID RC522 module and 

analog data via the MCP3008 module. I2C communication is used for the OLED 

module and SHT31 sensor. the other part only uses the Raspberry GPIO directly 

because it does not require special communication to read the data. After creating the 

electronic circuit for this system, the next step is to create a software design for this 

system both regarding the choice of programming language and the program flow. 
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Fig. 3. Electronic circuit of server security and air quality. 

In this research, the programming language used is Python. The reason for 

choosing this programming language is because Python is an open-source 

programming language and has many supporting libraries needed to build this 

system. The program flow shown below has been built as a text algorithm: 

1. Begin.  

2. I/O initialization. 

3. Read RFID RC522. 

4. if code number recognized then go to step 5. 

5. Access granted and show recognized string on OLED. 

6. Deactivate solenoid door lock and go to step 7. 

7. If code number not recognized, then: 

a. Read PIR1 sensor, PIR2 sensor, Ultrasonic sensor. 

b. If distance from Ultrasonic sensor < 300 then go to step 8. 

c. If PIR1 sensor True then go to step 8. 

d. If PIR2 sensor True then go to step 8. 

e. Read MQ-9 (carbon monoxide), MQ-135 (carbon dioxide), SHT31 

(Temperature and Humidity), PM2.5 (Dust particles in AQI). 

f. Send all sensor data to the server using POST method and display it on 

the Grafana dashboard. 

g. If temp > 23 then go to step 9. 

h. If humidity < 45% and >60% then go to step 9. 

i. If carbon monoxide ppm > 50 ppm then go to step 9. 

j. If carbon dioxide ppm > 800 ppm then go to step 9. 

k. If dust AQI > 100 then go to step 9. 

l. Go to step 3. 

8. Access right violation procedure: 

a. Sound the buzzer.  

b. Capture photo using Pi Camera and send alert message via Telegram. 

c. Back to step 3 

9. Sensor value out of range procedure: 

a. Sound the buzzer and send appropriate alert messages via Telegram. 

b. Back to step 3. 

10. Go to step 3. 

The next step is to design the position of all components of this system. The 

placement design that has been made is shown in Fig. 4. 
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Fig. 4. Design of entire component placement. 

Each of the numbers in Fig. 4 is described below: 

1. PIR1 Sensor 

2. Raspberry Pi 4 and Pi Camera 

3. MQ-9 Sensor 

4. MQ-135 Sensor 

5. PM2.5 Sensor 

6. SHT31 Sensor 

7. PIR2 Sensor 

8. Buzzer 

9. Ultrasonic Sensor 

10. OLED 128*64 

11. RFID RC522 

12. Solenoid Door Lock 

2.3. Simulation 

At this stage, various simulations are carried out regarding hardware and software 

functions according to the design in the previous stage. This simulation includes 

program verification per block as well as the electronic circuit that has been created. 

2.4. Implementation and testing 

At the implementation and testing stage, testing of the entire system is carried out. The 

tests carried out were following the program scenario and objectives of this research. 

3. Results and Discussion 

In this section, several results related to the tests that have been carried out are 

presented. This testing is divided into three main parts which include testing data 

storage in the database and display on the system dashboard, testing all sensors, 

and testing related to access rights to the server room as well as actions taken 

according to the program scenario and initial research objectives.  
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3.1. Sensor data transmission and display test 

The first test is a test of sending and storing sensor data to a database, the final results 

of which will be displayed on the application dashboard page. In this test, all read 

sensor data has been successfully saved into the database and also displayed on the 

application dashboard page. The final result of this section is shown in Fig. 5. 

 

Fig. 5. Display monitoring data on the dashboard. 

In Fig. 5, it can be seen that the data on temperature, humidity, carbon 

monoxide, carbon dioxide, PM2.5 value, PIR1 sensor value, and PIR2 sensor value 

have been successfully read and displayed. 

3.2. Sensor and action data test 

The second test is a test related to testing sensor data related to temperature, 

humidity, and air quality as well as actions taken when the measured values are 

outside predetermined limits. The results of this test are shown in Table 3. 

Table 3. Sensor and action data test results. 

Test 

No. 

SHT31 

(Temp) 

SHT31 

(Hum) 

MQ-9 

(CO) 

MQ-135 

(CO2) 
PM2.5 

Buzzer & 

Telegram 
Status 

1 22.0 46% 2.85 396 84 - valid 

2 22.2 45% 2.36 396 86 - valid 

3 22.0 45% 3.09 396 90 - valid 

4 21.4 43% 3.14 397 86 
active & 

sent 
valid 

5 22.0 46% 3.10 390 86 - valid 

6 22.0 46% 3.09 397 84 - valid 

7 23.0 47% 3.04 397 88 - valid 

8 22.9 46% 3.07 396 86 - valid 

9 24.0 48% 3.04 399 84 
active & 

sent 
valid 

10 24.0 48% 3.09 390 88 
active & 

sent 
valid 
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The test results in Table 3 regarding conditions and actions based on data from 

all sensors show valid results. This shows that the system can obtain data from each 

sensor, and then take action according to the conditions that occur. For example, in 

line 4 it can be seen that when one of the data obtained is outside the value range 

(in this case the air humidity value), the system immediately activates the buzzer 

and sends a Telegram message to the server manager. Conversely, when the value 

read from each sensor is within the specified limits, the system does not take any 

action. One example of an alert received by a user is shown in Fig. 6. 

 

Fig. 6. An alert is received when the value  

of one of the sensors is outside the limits. 

3.3. Testing access rights to the server room 

This third test focuses on access rights to the server room and includes testing the 

Ultrasonic sensor, PIR1 sensor, PIR2 sensor, Solenoid door lock, and Pi Camera, 

as well as the actions taken in accordance with the program scenario and original 

research objectives. The test results from this section are shown in Table 4. 

The test results in Table 4 regarding conditions and actions based on data from 

all sensors and actuators show valid results. At points 1, 2, 9, and 10, it can be seen 

that when the RFID tag is identified and the status is TRUE, the values from the 

ultrasonic sensor, PIR1 sensor, and PIR2 sensor will be ignored and the solenoid 

will be disabled. In simple terms, the person who enters the server room is the 

person who has access rights. However, when the status of the RFID reader is still 

FALSE, the values of all sensors will be compared. This can be seen in points 4, 6 

and 7. In point 4, the distance measured is less than 300cm and the PIR1 sensor 

detects movement and is HIGH, so the Raspberry Pi 4 takes a picture using the Pi 
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Camera, activates the buzzer, and sends a Telegram message to the server room 

manager.  In points 6 and 7, the condition that occurs is a violation of access rights 

which is detected via the PIR sensor, so the Raspberry Pi 4 immediately takes the 

Raspberry Pi takes a picture, activates the buzzer, and sends an alert via Telegram 

order. Points 3, 5, and 8 are conditions when there is no activity in the server room 

and all sensors and solenoids continue to work according to the program scenario. 

Based on the test results data in Table 3, it can be concluded that the system in the 

server room security section has run well following the program scenario and 

research objectives. 

Table 4. Sensor and action data test results. 

Test 

No. 
RFID 

HC-

SR04 
Solenoid PIR 1 PIR 2 

Pi 

Camera 

Buzzer & 

Telegram 

1 √ i d i i no x 

2 √ i d i i no x 

3 x >300 a LOW LOW no x 

4 x 179 cm a HIGH LOW c a & s 

5 x >300 d LOW LOW no x 

6 x >300 a HIGH LOW c a & s 

7 x >300 a LOW HIGH c a & s 

8 x >300 a LOW LOW no x 

9 √ i d i i no x 

10 √ i d i i no x 

Description: 

i = ignored a = activated d = deactivated c=captured   a & s = activated & sent 

Based on all the test results, it can be concluded that the system created has been 

able to monitor the condition of the server room regarding temperature, humidity, 

AQI, and security of server room access by utilizing Raspberry PI 4 and IoT 

technology, while in other research this is still partially done, such as only 

monitoring the temperature and humidity alone [5-7, 9, 10, 13, 14] atau room 

security [8] atau AQI [11]. 

4. Conclusion 

The server security and air quality monitoring system using Raspberry Pi 4 and 

Telegram has been running well, and this system has been able to run following the 

program scenario and initial research objectives. This can be seen from the test 

results, where this system has been able to measure and monitor temperature, air 

humidity, and AQI, limit access rights to the server room, and provide alerts to the 

server room manager when something is measured and detected wrong with a 

success percentage of 100%. For further development, it is possible to add a facial 

recognition feature for access rights to the server room and video capture in the 

server room. 
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