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Abstract 

In the field of data security, the critical challenge of preserving sensitive 

information during its transmission through public channels takes centre stage. 

Steganography, a method employed to conceal data within various carrier objects 

such as text, can be proposed to address these security challenges. Text, owing to 

its extensive usage and constrained bandwidth, stands out as an optimal medium 

for this purpose. Despite the richness of the Arabic language in its linguistic 

features, only a small number of studies have explored Arabic text 

steganography. Arabic text, characterized by its distinctive script and linguistic 

features, has gained notable attention as a promising domain for steganographic 

ventures. Arabic text steganography harnesses the unique attributes of this 

language, encompassing its complex character designs, diacritical marks, and 

ligatures, to effectively protect information. In this work, we propose a new text 

steganography method based on Arabic language characteristics concealment, 

where the proposed method has two levels of security which are: Arabic encoding 

and word shifting. In the first step, build a new Arabic encoding mapping table 

to convert an English plaintext to Arabic characters, then use a word shifting 

process to add an authentication phase for the sending message and add another 

level of security to the achieved ciphertext. The proposed method showed that 

Arabic language characteristics steganography achieved 0.15 ms for 1 k, 1.0033 

ms for 3 k, 2.331 ms for 5 k, and 5.22 ms for 10 k file sizes respectively. 

Keywords: Arabic characters, Arabic script, Diacritical marks, Features encoding, 

Text steganography, Word shifting.  
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1.  Introduction 

The rapid progress in computing technology led to the development of robust data 

protection methods, including information-hiding techniques like steganography. 

Steganography in general conceals data within various mediums including video, 

audio, and images. Text, being bandwidth-friendly, is widely used by internet users 

for daily online activities, resulting in a large volume of text messages exchanged 

daily, including social media posts and documents. Concealing secret messages 

within text poses a challenge for potential attackers due to the amount of text 

available on the internet. However, despite its advantages, text-based 

steganography faces challenges due to inherent limitations in text files compared 

to more complex formats like images or audio [1-3]. Text steganography involves 

discreetly modifying document structures while ensuring the secrecy and integrity 

of these changes [4, 5]. 

As shown in Fig. 1, steganography can be classified depending on the type of data 

used for hiding information and the linguistic methods to hide this information. Three 

major issues are considered when proposing or applying the steganography method, 

namely capacity, security, and robustness [6]. Text steganography hides secret 

information by utilizing the structure and unique language features of texts. English 

script is mostly utilized compared to Arabic script in text hiding [7], The Arabic 

alphabet have different shapes and forms, the unique characteristics and properties of 

the Arabic text highlight the advantages to embed more secret data [8]. 

 

Fig. 1. Steganography classification. 

Arabic characters can be divided into two sets, which are the sun and moon 

characters, where every set includes 14 characters, these sets are shown in Table 1 

[9]. The main difference is how these characters affect the pronunciation of the 

definite article at the beginning of words, i.e., the sound of the letter appears in the 

moon characters and doesn't appear in the sun characters. 

Table 1. Moon and sun characters. 

Moon letters Sun letters 

 ش 8 ت 1 خ 8 أ 1

 ص  9 ث 2 ف  9 ب 2

 ض  10 د 3 ع 10 غ 3

 ط 11 ذ 4 ق 11 ح 4

 ظ 12 ر 5 ي 12 ج 5

 ن 13 ز 6 م 13 ك 6

 ل 14 س 7 ه ـ 14 و 7
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The Arabic language has different properties, one of these properties is cursive 

characters which means the characters have a different shape based on their position 

either at the beginning, middle, or end of the word [10] as shown in Fig. 2. Another 

property is called "Kashida" [6] which mean that any character in the middle can 

be starched in operation, two methods are proposed by Al-Nofaie et al. [11, 12] to 

hide message within Arabic cover text based on Kashida idea. Gutub and Alaseri 

[13] presented a new Arabic text steganography method to hide message by using 

Kashida extension character. The third properties that Arabic language consists of 

28 characters, 15 characters contains dots that can be used to hide a lot of bits in 

every word. We can use these three properties to embed one bit or more. 

Table 2. Different Arabic character shapes  

according to their position in the word. 

Letter First Middle Last 

 ـا ـا ا ا

 ـب  ـب ـ بـ ب

 ـت  ـت ـ تـ ت

 ـث  ـث ـ ثـ ث

 ـج ـج ـ ج ـ ج

 ـح ـح ـ ح ـ ح

 ـخ ـخ ـ خ ـ خ

 ـد ـد د د

 ـذ ـذ ذ ذ

 ـر  ـر  ر ر

 ـز  ـز  ز ز

 ـس  ـس ـ س ـ س

 ــش  ـش ـ ش ـ ش

 ـص ـصـ صـ ص

 ـض ـضـ ضـ ض

 ـط  ـط ـ ط ـ ط

 ـظ  ـظ ـ ظ ـ ظ

 ـع  ـع ـ عـ ع

 ـغ  ـغ ـ غـ غ

 ـف ـف ـ فـ ف

 ـق  ـق ـ قـ ق

 ـك ـك ـ ك ـ ك

 ـل ـل ـ ل ـ ل

 ـم ـم ـ م ـ م

 ـن ـن ـ نـ ن

 ـه ـه ـ ه ـ ه

 ـو ـو و و

 ـي ـي ـ يـ ي

Different text steganography methods are proposed, Adeeb and Kabudian [7] 

proposed a new method to hide important information for Arabic poetry based on 

Artificial Intelligence, where this information is hidden inside letters instead of 

words which led to achieving a high accuracy result. Boulesnane et al. [10] 

introduced a new steganography technique by using the position of the points in 

dotted Arabic characters. This method allows to increase in the number of hidden 

bits to three which leads to enhance the performance of the proposed method.  

Rashid et al. [14] proposed a new method based on Arabic words, where the 

proposed method has two levels. Firstly, the authors encoded text based on binary 

encoding tables to generate binary sequences, where three different encoding ideas 
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are suggested. Secondly, they used Arabic words to get the final ciphertext. Alaqeel 

and Saleh [15] proposed a new tool for the secure transmission of Arabic texts over 

the Internet, where the proposed method is done by hiding a secret text using the 

Kashida method, then choosing the highest performance stego-object, and finally, 

extracting the secret text from the stego-object text.  

New Arabic steganography method is proposed by Ditta et al. [16] that used to 

hide secret text based on Unicode Arabic characters. A novel Arabic steganography 

method is proposed based on using a Holy Quran as cover text and using both sun 

and moon letters to hide secret messages [17]. A novel technique is proposed by 

Alanazi et al. [18] for Arabic text steganography by using contextual form of Arabic 

characters to hide information. 

2. Materials and Methods 

The proposed method is used to hide English plaintext based on Arabic language 

properties. Where the plaintext contains uppercase, lowercase, digits, and special 

characters, while the achieved ciphertext is within Arabic language. Where the 

message is hidden based on two methods. These methods are done based on using 

two Arabic language properties: different shapes and shifting the word. The first 

message part is encrypted based on different shape properties, plaintext characters 

are converted to Arabic language characters based on the proposed encoding table, 

as shown in Table 3.  

Table 3. Encoding table based on character’s different shapes. 

No. Symbol Encoding No. Symbol Encoding No. Symbol Encoding 

1 A 29 ـا c ا 4 57 ـا 

2 B  30 ـب d بـ 5 58 ـب ـ 

3 C  31 ـت e تـ 6 59 ـت ـ 

4 D  32 ـث f ثـ 7 60 ـث ـ 

5 E 33 ـج g ج ـ 8 61 ـج ـ 

6 F 34 ـح h ح ـ 9 62 ـح ـ 

7 G 35 ـخ i خ ـ . 63 ـخ ـ 

8 H 36 ـد j د ) 64 ـد 

9 I 37 ـذ k ذ ( 65 ـذ 

10 J  38 ـر l  ر } 66 ـر 

11 K  39 ـز m  ز { 67 ـز 

12 L  40 ـس n س ـ @ 68 ـس ـ 

13 M  41 ــش o ش ـ ! 69 ـش ـ 

14 N 42 ـص p صـ ? 70 ـصـ 

15 O 43 ـض q ضـ # 71 ـضـ 

16 P  44 ـط r ط ـ % 72 ـط ـ 

17 Q  45 ـظ s ظ ـ + 73 ـظ ـ 

18 R  46 ـع t عـ - 74 ـع ـ 

19 S  47 ـغ u غـ * 75 ـغ ـ 

20 T 48 ـف v فـ \ 76 ـف ـ 

21 U  49 ـق w قـ & 77 ـق ـ 

22 V 50 ـك x ك ـ : 78 ـك ـ 

23 W 51 ـل y ل ـ “ 79 ـل ـ 

24 X 52 ـم z م ـ ^ 80 ـم ـ 

25 Y نـ / 81 ـن ـ 0 53 ـن 

26 Z ه ـ , 82 ـه ـ 1 54 ـه 

27 a و ’ 83 ـو 2 55 ـو 

28 b 84 ـي ـ 3 56 ـي Space يـ 
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The following example shows the process of hiding the English text as Arabic 

characters based on different characters shapes: 

Suppose the message (plaintext) that the sender wants to send it to the receiver 

is "This is an example of English plaintext", firstly each character separately 

extracted from message, then encode the extracted English character to their 

equivalent Arabic character based on encoding table that previously mentioned in 

Table 2. Where the "T" character is converted to "ـف", then continue with next 

character which is equal to "h" and convert it to "ـحـ", and so on for the rest 

characters until received the last character that equal to "t" and convert it to "ـعـ". 

Where the ciphertext for the previous example is equal to  

" يوـسٍـ يتكوـزـصرـت يشثـ يج ـسجرـخظحـ يصرـوـخسعتكعـ ـف ـحــخــظـ يـخظ  ” 

Then, this process is followed by word shifting method that used to change 

(add) space between words, this will enable the proposed method to hide 

information. This is done by shifting achieved Arabic words horizontally based on 

alteration spaces between words, which means adding extra white spaces in the 

text, and these spaces can be placed between characters or at the end of each line. 

This method is widely used because a change of distance between words to fill a 

line is quite common and does not raise the attention of the reader. Word shifting 

will be noticeable by detecting space sequence between words. After applied word 

shifting to the achieved ciphertext from previous step, a random secret key is added 

within these spaces to add authentication for the sending message., An example of 

a sentence in the Arabic language before and after using the word shifting process 

is shown in Fig. 2. Where the secret key is store in the spaces (that appears in red 

colour in the following figure) that generated by this method. 

 

Fig. 2. An example of word shifting. 

3.  Results and Discussions 

To evaluate our proposed method, two experiment processes are used for this 

purpose, which are the embedding capacity, and the consumed time for the 

steganography process. Four files with different sizes are used as plaintext, these 

files and its total number of characters are listed in Table 4. 

Table 4. Files uses as plaintext and its total numbers of characters. 

Size Numbers of Characters 

1 K 1082 

3 K 3131 

5 K 5182 

10 K 10359 
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Firstly, the embedding capacity which is the ability of a steganographic method 

to hide or embed secret information within a cover medium, such as text, images, or 

audio. It is typically expressed as a percentage and represents the proportion of the 

cover medium that can be utilized for embedding the hidden information. It is a key 

factor in all text steganography methods, where the high embedding capacity can 

affect the invisibility of the ciphertext, and this leads to affects the proposed method’s 

security. Where the embedding capacity can be calculated based on Eq. (1). 

Embedding Capacity =
Secret Bits

Cover Bits
 × 100               (1) 

The embedding capacity for the proposed method can be calculated by the total 

number of possible locations to hide the message within the text. The word shifting 

method can hide the bits between characters, and at the same time cannot store or 

hide bits at the beginning or the ending of sentences. For example, if the total 

number of ciphertext (Arabic characters) is equal to 100 characters, then the 

possible embedding is equal to 99, this number represents the total number of 

spaces between characters. To calculate the embedding capacity for the files with 

various sizes (1 K, 3 K, 5 K, and 10 K) that are used as plaintext, where these files 

include 1082, 3131, 5182, and 10359 characters respectively as mentioned in Table 

4. By applying the given values in the previous equation, we get: 

Embedding Capacity for file with size of 1 K =
1081

1082
 × 100 = 99.90  

Embedding Capacity for file with size of 3 K =
3130

3131
 × 100 = 99.96  

Embedding Capacity for file with size of 5 K =
5181

5182
 × 100 = 99.98  

Embedding Capacity for file with size of 10 K =
10358

10359
 × 100 = 99.99  

The relationship between the number of characters and the embedding capacity 

is presented in Fig. 3, the figure shows that increasing of the total numbers of 

sending message characters lead to increase embedding capacity of message. 

 

Fig. 3. Percentage of embedding capacity for different file size. 

Secondly, calculated steganography time (the time needed to hide the message) 

in terms of milliseconds (ms), four file with different sizes is uses, the achieved 

steganography times are illustrated in Table 5 and Fig. 4. 
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Table 5. The time needed for the  

steganography process (in terms of ms). 

Size Steganography time (ms) 

1 K 0.51 

3 K 1.003 

5 K 2.331 

10 K 5.22 

 

Fig. 4. Exhibited the time needed for the  

steganography process for different file sizes. 

Table 5 and Fig. 4 show that the steganography time is fast, where the 

steganography time needed to hide four files with a size of 1 K, 3 K, 5 K, and 10 K 

is equal to 0.51 ms, 1.003 ms, 2.331 ms, and 5.22 ms respectively. 

Finally, to understand the proposed steganography method steps to hide any 

message, the following example will explain and highlight these steps and their 

results. Suppose the plaintext is “Hello, the new secret password is C200-1963 D”, 

and the authentication key is “New”. 

The first step is applying the proposed different shape encoding method to 

convert and hide plaintext to Arabic language, as shown in Fig. 5. 

 
Fig. 5. First encryption results. 

The second step is to embed the binary numbers of the secret key into the 

achieved message by putting space between words which means it is hidden (1), 

else if there is no space means holding (0). The secret key for this example is the 

word “New” and the binary numbers for this key are equal to 01001110 01100101 

01110111, the ciphertext after embedding the binary numbers as shown in Fig. 6. 
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Fig. 6. Final encryption results. 

4.  Conclusions 

In this study, we have addressed the significant challenge of preserving sensitive 

information during its transmission through public channels. Our contribution 

involves the proposal of a novel text steganography method, based on the unique 

characteristics of the Arabic language. This method makes use of the specific script 

and linguistic features of Arabic text, including cursive characters, Kashida, and 

characters with dots, to effectively conceal information. The proposed approach 

encompasses two levels of security: Arabic encoding and word shifting. 

The findings of our experiments demonstrated the effectiveness of the proposed 

Arabic text steganography method. The embedding capacity analysis revealed high 

percentages, ranging from 99.90% to 99.99%, depending on the file size. This 

suggests a robust ability to hide secret information within the text. Moreover, the 

steganography process exhibited fast execution times, ranging from 0.51 ms to 5.22 

ms for different file sizes. 

The exploration of Arabic text steganography is still in its early stages, and our 

study contributes to this emerging field. However, we acknowledge several future 

considerations. Further research could focus on enhancing the robustness of the 

proposed method against various attacks and exploring its applicability in different 

Arabic text contexts. Additionally, investigations into the scalability of the method 

to handle larger datasets and its compatibility with diverse communication channels 

would be valuable.  
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