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Abstract 

In recent years, Finger Outer Knuckle (FOK) has come out as a promising biometric 

modality. This paper considers enhancing the FOK recognition of verification by 

using a suggested efficient deep learning network. It is called the Deep Recurrent 

Neural Network (DRNN). This network has the ability to deal with both minor and 

major FOKs. It consists of input layer, hidden layers, output layer and global 

feedback. It can further increase the verification performance. Images of minor and 

major FOKs from the Indian Institute of Technology Delhi Finger Knuckle 

(IITDFK) dataset are employed. The result demonstrates promising accuracy 

verification rate of 96% after utilizing both major and minor FOKs. 

Keywords: Biometric, Deep recurrent neural network, Finger outer knuckle, 

Recognition.   
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1. Introduction 

Personal verification systems have obtained significant attentions. In recent years, 

extensive researches and development efforts have been dedicated to the exploration 

of recognition by using personal characteristics, commonly referred to as biometrics. 

Biometrics are divided into two distinct categories, namely physiological and 

behavioural [1, 2]. Behavioural biometrics include various attributes such as vocal 

patterns, handwriting, gait and signature. Physiological biometrics include diverse 

human characteristics as face, iris, ear, palm, and fingerprint [3, 4]. Furthermore, 

the selection of a particular biometric or characteristic is conditioned on various 

factors, involving its efficacy, precision and ease to use [5].  

In recent years, Finger Outer Knuckle (FOK) have garnered attention from 

numerous researchers. This particular physiological biometric modality can provide 

low susceptibility to surface effect caused by external factors [6]. Findings indicate 

that FOK has potential serving as a reliable mean of verification. Skin patterns on the 

finger dorsal for the proximal and distal interphalangeal joints are referred to as major 

and minor FOKs, respectively [7, 8]. FOK possesses distinct pattern that is unique 

and can be acquired through non-invasive imaging methodologies [9]. Figure 1 shows 

samples of major, minor and full finger dorsal images [10].  

 

Fig. 1. Samples of major, minor and full finger dorsal images:  

(a) five samples of major FOKs, (b) five samples of minor  

FOKs and (c) five samples of full finger dorsals [10]. 

The statement problem here can clearly be expressed by lack of effectively 

using both the minor and major FOK patterns for verification. That is, applying 

only one FOK pattern, minor or major, would not be adequate for recognition. This 
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is because such patterns are simple and have no minutiae to be considered. 

Therefore, the purpose of this paper is to introduce a framework that can overcome 

this lacking by effectively employing the minor and major patterns altogether.  

The aim of this paper is to apply and enhance FOKs recognition (verification). 

The contribution here is suggesting an efficient Deep Recurrent Neural Network 

(DRNN) that utilizes both major and minor FOKs. 

The paper is divided as follows: Section 1 presents the introduction, Section 2 

provides the related work, Section 3 explains the suggested DRNN, Section 4 

illustrates the results and Section 5 declares the conclusion.   

2. Literature Review  

As mentioned in the introductory section, the methods employed for human 

recognition differ based on the particular utilized biometric modality. Finger knuckle 

recognition has currently garnered significant attention due to its valuable attributes.  

Zohrevand et al. [11] utilized Convolutional Neural Network (CNN) 

methodology to analyse a FOK dataset with the aim of identification. The employed 

CNN comprised of three convolutional layers and two fully connected layers. A mean 

accuracy of 99.18% was attained. Tarawneh et al. [12] employed a VGG-19 deep 

neural network in conjunction with an Artificial Neural Network (ANN) and 

Principal Component Analysis (PCA) to perform finger knuckle recognition. The 

level of precision attained by the researchers was 91.8% . Attia et al. [13] have 

presented a technique for finger knuckle authentication that employed a Deep Rule-

Based (DRB) classifier in conjunction with two feature extraction methods namely 

the Gabor filter bank and the Binarized Statistical Image Features (BSIF). The 

researchers utilized a finger knuckle images dataset. The experimental results yielded 

accuracies of 99.24% and 99.65% for DRB + Gabor filter bank and DRB + BSIF, 

respectively. Jaswal and Poonia [14] have integrated finger knuckle and palm print 

as dual biometric modalities for individual identification. The initial procedure 

involved the normalization of the images to mitigate the non-uniformity of light and 

enable the extraction of features. This was achieved through the utilization of the 

Non-Decimal Quaternion Wavelet Transform (ND-QWT). The authors employed a 

proposed methodology that utilized the backtracking algorithm in conjunction with a 

linear discriminant analysis. This methodology was applied to three datasets. The 

method that employed provided remarkable recognition rates for fusion scenarios . 

Ali and Rashid [15] proposed an alternative method for classifying finger knuckles. 

The proposed framework comprised of two distinct phases: feature extraction and 

Support Vector Machine (SVM) technique. Feature extraction phase was conducted 

utilizing Local Binary Patterns (LBPs). The model's mean performance was 90%. 

From the previous literature review it can be investigated that there is no 

consideration for employing a DRNN to recognize (or verify) FOKs by using their 

major and minor patterns. The limitations of previous work can be represented by 

lack of utilizing recurrent network approach for such biometric of FOK.  Therefore, 

this paper comes out with addressing this issue or filling this gap.  

3. Suggested Model 

The suggested DRNN is designed for minor and major FOKs verification. It is a 

deep learning model. Figure 2 shows the general architecture of the suggested 
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DRNN. It consists of multiple layers and a global feedback broadcasting from the 

last layer of the output to all previous hidden layers.  

 

Fig. 2. General architecture of the suggested DRNN  

for the verification of minor and major FOK images. 

The suggested DRNN involves hidden layers and parameters that are 

approved in [16, 17]. The overall suggested DRNN is consisted of the following 

layers and descriptions: 

Input Image Layer: The DRNN is designed to accept a minor or major FOK 

image. Each image has a size of (180×160×3) pixels.  

Batch Normalization Layer: It is the first hidden layer, which is used to normalize 

the input values by rescaling and re-centring. This layer makes network’s training 

faster as it helps in reducing the number of epochs. The batch normalization 

formula is as follows [18]: 

IBr,c = 
𝐼𝑟,𝑐−µ

√𝑥2+𝑎 
                                          (1) 

where: IBr,c is a batch normalization value, r and c respectively refer to row and 

column, 𝑥2 is the variance, µ is the mean, and a is a constant [18].  

Convolution Layer: It is the second layer, and it is for the convolution process. In 

this layer, the input data convolves with kernels and implementing Two-

Dimensional (2D) convolutions or filters. The filters are utilized to extract the 

required features. So, feature maps are generated for normalized input images. Let 

𝐶 represents a current layer, while 𝐶 − 1 refers to a previous layer and the number 

of nodes represents by n. The following mathematical equation expresses the 

formula of the convolution layer: 

𝑦𝑛
𝐶  = ∑ 𝐾𝑛,𝑧

𝐶𝑧𝐶−1

𝑧=1 *IBr,c + 𝑏𝑛
𝐶                                     (2) 

where: 𝑦𝑛
𝐶   is a convolution value, IBr,c is an input to be convolved, 𝐾𝑛,𝑧

𝐶  refers to 

kernel value and 𝑏𝑛
𝐶 represents a bias [19].  



Enhancing Finger Outer Knuckles Recognition Using Deep Recurrent . . . . 2919 

 
 
Journal of Engineering Science and Technology      December 2023, Vol. 18(6) 

 

Rectified Linear Unit (ReLU) Layer: After the convolution, an activation 

function of the ReLU is used in this layer. It is a non-linear function that passes the 

same values if they are positives and zeros if they are negatives. The following 

formula expresses the operation of ReLU [20]: 

𝑞𝑛
𝐶 = max(0,𝑦𝑛

𝐶−1)                                            (3) 

where: 𝑞𝑛
𝐶 is a ReLU value and max refers to the maximum operation. 

Pooling Layer: It is a reduction layer as it is employed to decrease the sizes of 

previous data. Thus, it helps in reducing computational time and processing 

requirements. A pooling of type maximum is usually used. The maximum pooling 

applies a formula that selects the maximum values from batch of pixels (windows) 

[21]. The formula of the pooling layer can be represented as follows: 

𝑚𝑝𝑛
𝐶 = 𝑚𝑎𝑥 (𝐪𝑀

𝐶−1)                                                                     (4) 

where: 𝑚𝑝𝑛
𝐶    is a maximum pooling value, 𝑀 is the index of a batch of pixels 

(window) [22].   

Cross Channel Normalization Layer: It uses to normalize the output of the 

previous layer. Its formula is as follows: 

𝐶𝐶𝑁𝑛 =
𝑚𝑝𝑛

𝐶𝑎𝑘

(𝑗+𝑝 ∑ (𝑚𝑝𝑛
𝐶𝑗𝑟

)𝑧
𝑚𝑖𝑛 (𝐾𝑀−1,𝑎𝑘

𝑘𝑚
2 )

𝑗𝑟=𝑚𝑎𝑥 (0,𝑎𝑘−
𝑘𝑚

2 )
 )𝛽 

                                                               (5) 

where: 𝐶𝐶𝑁𝑛 is a cross channel normalization value, 𝐾𝑀 is the kernel map, 𝑘𝑚 is 

the adjacent kernel maps, 𝑎𝑘  is the applied kernel, and 𝑗 , 𝑝  and 𝛽  are hyper-

parameters [23].  

Fully Connected (FC) Layer: It connects between the previous layer and next 

layer. Here, the number of required verification nodes can be specified [24]. The 

formula of the FC layer is as follows: 

𝐹𝑛 =  ∑ℎ=1
𝑚1

𝐶−1

∑𝑗=1

𝑚2
𝐶−1

∑𝑘=1
𝑚3

𝐶−1

𝑊ℎ,𝑗,𝑘,𝑛
𝐶  𝐶𝐶𝑁𝑛           1 ≤ 𝑛 ≤ 𝑚𝐶                                 (6) 

where: 𝐹𝑛 is a FC value,  𝑚1
𝐶−1 and 𝑚2

𝐶−1 are respectively the height and width of 

the pooling layer, 𝑚3
𝐶−1 is the number of channels, 𝑊ℎ,𝑗,𝑘,𝑛

𝐶  is the weight value that 

connects between the FC layer and previous layer [25].  

Softmax Layer: This layer provides probability distributions for each input image 

over multiple nodes. The softmax formula is as follows: 

𝑠𝑛 =  
𝑒𝐹𝑛

∑ 𝑒𝐹𝑠𝑚𝑐−1
𝑠=1

            n =1,2, …, 𝑚𝐶                                             (7) 

where: 𝑠𝑟  is a softmax value [26].  

Classification Layer: It is the last hidden layer in the suggested model.  This layer 

produces logical outputs of 1 and 0s, according to the winner takes all the rule as 

expressed as follows: 

𝐸𝑛 = {
1         if   𝑠𝑛 = 𝑚𝑎𝑥
0                otherwise

  n =1,2, …, 𝑚𝐶                                          (8) 

where: 𝐸𝑛 is a classification value [27, 28]. 
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Output Layer: Here, the decision of verification is obtained. That is, the logical 1 

in the classification layer is given to the recognized a person, whilst all other nodes 

are assigned to 0s. The feedback mechanism employed in this model plays a crucial 

role in validating the individual's identity. It can switch between the values of 

weights for major FOKs and minor FOKs, accordingly to the input images. Any 

input that confirms the verification is considered in this layer.  

Initially, a person who is going to provide FOK input images has to claim 

his/her identity. FOK images of major and minor go through the suggested DRNN 

network one after another, each with its certain weights. If the produced output 

refers to the same identity, the verification is considered as successful. Otherwise, 

the verification is considered as unsuccessful, and the identity claim is rejected. 

Around such verification idea was demonstrated in [29, 30]. 

4.Results and Discussions 

4.1. Description of employed dataset  

FOK images dataset is found in the Indian Institute of Technology Delhi Finger 

Knuckle (IITDFK). It consists of finger dorsal images collected from many 

individuals, each of whom contributed by five images for their right-hand middle 

fingers. All the images were acquired using contactless imaging setup. The images 

were acquired in the outdoor and also in the indoor environment from the 

male/female volunteers for the ages between 4 to 60 years. This dataset also 

contains automatically segmented major and minor FOK images for the collected 

finger images. Each image is in the format of bitmap (bmp) and Each segmented 

FOK image is of size 180×160 pixels. Two sessions with long interval are 

considered in the acquirement in order to ascertain the stability of FOKs [10]. 

Total of 1000 FOK images from the IITDFK dataset are employed in this study.  

In more details, 5 segmented minor FOK images for 100 persons and 5 segmented 

major FOK images for the same 100 persons are used here. These images are 

exploited for the suggested DRNN as 60% for training, 20% for validation and 

remaining 20% for testing. 

4.2. Description of suggested DRNN 

As mentioned, the suggested DRNN is a type of deep learning that focuses on 

verifying individuals based on the FOKs of their dorsal fingers, specifically minor 

and major FOKs. The architecture of this model involves multiple layers starts with 

the image input layer of size 180×160×3 pixels for coloured input images. Then, 

multiple hidden layers are employed. Firstly, batch normalization layer for 

normalizing input values. Secondly, convolutional layer with the filter size (kernel 

size) of 15×15 pixels and number of filters equal to 10 filters. Thirdly, ReLU layer 

which rectifying negative values. Fourthly, pooling layer of type maximum (max) 

and non-overlapped window, each of size 5×5 pixels. Fifthly, cross channel 

normalization layer with the window size of 7×7 pixels. Sixthly, FC layer with the 

number of nodes equal to 100 neurons. Seventhly and eighthly, softmax and 

classification layers each with the number of nodes equal to 100 neurons too. 

Finally, output layer for the decision of verification. There is also important 

feedback from the output layer to all hidden layers for switching between the 

weights of minor and major FOKs. 
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4.3. DRNN training performance  

First of all, training parameters are set as follows: optimizer of type Adam, gradient 

decay factor equal to 0.9, squared gradient decay rate equal to 0.99, epsilon training 

equal to 1 × 10-8, mini-batch size equal to 32, maximum number of epochs equal to 

50 and initial learning rate equal to 0.001.  

Training performance for input images of the major FOK is demonstrated in 

Fig. 3. Whereas training performance for input images of the minor FOK is given 

in Fig. 4. Both figures illustrate the accuracies and loss errors over iterations. 

Training curves that are shown in both figures are evident about there are 

dramatical improvements in accuracies and significant reductions in errors during 

the training processes. At the end of training, the accuracies are achieved very high 

values, and the errors are attained very low values. It can be yield that the training 

phases have succeeded for both major and minor FOKs. 

 

Fig. 3. Training curves for input images of the major FOK. 

 

Fig. 4. Training curves for input images of the minor FOK. 
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4.4. DRNN testing performance 

Before the testing, it is valuable to demonstrate the feature extraction of major and 

minor FOKs after the training phase. The feature extractions in the suggested 

DRNN are handled by the hidden layers of batch normalization, convolution, 

ReLU, pooling and cross channel normalization. The remaining hidden layers help 

for recognition. Table 1 demonstrates feature extractions for minor and major 

FOKs collected from the DRNN feature extraction layers after the training phase. 

Table 1. Samples of feature extractions for minor and major FOKs  

collected from the DRNN feature extraction layers after the training phase. 

 

Table 1 provides samples of minor and major coloured input images of FOKs 

and their feature extractions in the DRNN. It can be seen that the batch 

normalization layer re-constructs the coloured values of FOK input images in order 

to normalize their information which results in making the DRNN works more 

efficiently. The convolutional layer produces a variety number of feature maps for 

any 2D FOK image by utilizing kernel values that are automatically generated by 

the training phase, in the table a single feature map is given for each 2D image of 

minor and major FOKs. The ReLU layer removes all negative values from any 

convolutional feature map and keeps the positive values. Subsequently, the pooling 

layer reduces the 2D sizes of ReLU feature maps and here it considers maximum 

values in determined windows of a fixed size. The cross-channel normalization 

layer re-constructs previous values, which are the values of each 2D pooling feature 

map. It is the last feature extraction layer in the suggested DRNN, and it also 

normalizes the previous values in the same spatial area, where DRNN calculations 

be more efficient. Literally, the suggested DRNN model enables efficient and 

automated extraction of FOK features.  

In the testing phase, 200 of images are employed for major and minor FOKs, 

100 images are exploited for major FOKs, and 100 images are utilized for minor 

FOKs. As mentioned, the suggested DRNN has effective feedback that can 

switches between the weights of major and minor FOKs according to the 

corresponding input image. It is pleasure to reveal that the accuracy of our 
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suggested deep learning model is benchmarked as 96% and its error is recorded as 

4%. To further assess the DRNN, comparisons are established for applying the 

verification process on only major or minor FOK by not considering the effective 

feedback which yield a Normalized Deep Learning (NDL) model similar to the one 

proposed in [16, 17]. Such comparisons are given in Tables 2-5. 

It can be investigated from these tables that the verification accuracy and error for 

using only major FOKs are reported as 80% and 20%, respectively. Furthermore, the 

verification accuracy and error for utilizing only minor FOKs are recorded as 90% 

and 10%, respectively. It is noticed that minor FOK has achieved better results than 

major FOK in our verification model. This can be due to the minor FOK patterns 

which are simpler, clearer and more stable than major FOK patterns.  

Table 2. Verification performances for major or/and minor FOKs. 

Considered FOKs Deep Learning Models Accuracies Errors 

Major FOKs NDL 80% 20% 

Minor FOKs NDL 90% 10% 

Major and minor FOKs Suggested DRNN 96% 4% 

Table 3. Confusion matrix for the verification of major FOKs. 
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Table 4. Confusion matrix for the verification of minor FOKs. 
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Table 5. Confusion matrix for the verification of  

both major and minor FOKs by the suggested DRNN. 
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Tables 3, 4 and 5 also provide useful comparisons between the true positive, 

false positive, false negative and true negative values. For the verification of major 

FOKs, the True Positive (TP) = 80, False Positive (FP) = 20, False Negative (FN) 

= 20, and True Negative (TN) = 6320. These values are improved for the 

verification of minor FOKs as the TP = 90, FP = 10, FN = 10 and TN = 8010. On 

the other hand, all values can be further enhanced for the verification of both major 

and minor FOKs by the suggested DRNN to the TP = 96, FP = 4, FN = 4 and TN 

= 9120. In other words, the DRNN can provide much better achievements of high 

verification services than using major or minor FOK patterns alone.  

The verification accuracy and error for employing both major and minor FOKs 

by the suggested DRNN are benchmarked as 96% and 4%, respectively. As a 

summary of the results, exploiting both major and minor FOKs with the suggested 

DRNN has attained the highest verification performance comparing to employing 

only major or minor FOKs with the NDL model.  

5. Conclusion  

This study concentrates on FOK recognition (verification). It exploits minor and 

major FOKs. A recurrent deep learning model named the DRNN is suggested. It 

deals with both minor and major FOK images. It includes many layers with global 

feedback. The layers are for the input image, batch normalization, convolution, 

ReLU, pooling, cross channel normalization, FC, softmax, classification and 

output. Its global feedback is important to allow switching between the weights of 

minor and major FOKs depending on the provided input image. 

The results propose that FOK verification performances can be further 

enhanced by utilizing the suggested DRNN. Error and accuracy can reach 4% and 

96%, respectively. In addition, comparisons are also provided between the 

suggested model and NDL models. That is, DNL verification of utilizing only 

major FOKs has attained: TP = 80, FP = 20, FN = 20 and TN = 6320. Furthermore, 

DNL verification of using only major FOKs has obtained: TP = 90, FP = 10, FN = 

10 and TN = 8010. On the other hand, DRNN verification of employing both major 

and minor FOKs has reported: TP = 96, FP = 4, FN = 4 and TN = 9120. The 

suggested DRNN has high ability to surpass other DNL models and achieve much 

better performances.  
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In future, it would be beneficial to consider overcoming the challenges or 

limitations of the DRNN. For example, the DRNN requires big memory size to be 

implemented and it consumes long time in training phase. Such limitations need to 

be addressed as the next challenging step. 

 

Abbreviations 

FOK Finger Outer Knuckle 

DRNN Deep Recurrent Neural Network 

IITDFK Indian Institute of Technology Delhi Finger Knuckle 

CNN Convolutional Neural Network 
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