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Abstract

This paper outlines offer the challenges implement of the modern Low Power Wide

Avrea Network (LPWAN) technologies to manage energy in the smart house to reduce
the load on the electrical distribution transformers using Long Range (LoRa)
technology. LoRa technology features are the range is Long, lower cost, low
consumed energy of the network, and it can communicate to a large number of the
sensor nodes with one LoRa gateway. LoRa technology transfers the data from the
sensor nodes that a fixed in electric meters for smart houses like the current, voltage,
and power at a bit rate low. The Adaptive Data Rate (ADR) mechanism has been
activated to choose the best value of transmitted power (PT) and spreading factor (SF)
for every end device to achieve success link with the LoRa gateway and reduce the
consumed energy for the network. The gateway gathered all the data coming from the
sensor nodes and then sent this data to a cloud server and then the applications server.
In the communication of LoRa technology, the spreading factor owns the most
influence on the consumed energy and coverage region. The influence of the SF on
throughput and Time on Air (ToA) is highlighted, as well as the influence of the
transmitted power and code rate on RSSI and collisions of packets. Simulations have
been implemented by the OMNET++ program, to cover distances with a radius of
500 m, 2500m, 5km, and 10km. After assessing the network performance from the
results obtained, we observed a reduction in the LoRa network's performance
represented in the increment of the number of collisions and increment of the
consumed energy for the 10km coverage radius region at incrementing the number of
sensor nodes from 24 to 96, as well as noted lowering the values of the power of the
RSSI signal when an increment of the distance between the sensor nodes and the
gateway for every transmitted power. Whereas improving network performance has
been observed via a reduced number of collisions by increasing the time interval of
transmitting packets for wide regions. the highest throughput per day has been get at
the employ of 24 sensor nodes with sf7 in the smallest coverage area, whereas the
least throughput value was at the use of 96 sensor nodes with sf12 in the largest
coverage region from the regions used in the simulation.

Keywords: LoRa technology, Smart electrical meter, Smart houses, The consumed
energy, Throughput.
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1. Introduction

The Things Network is a platform of open Long Range-Wide Area Network (LoRa-
WAN) that manages the network server in the applications of the Internet of Things
(1oT) [1]. 10T makes it possible to better understand how electricity is used. It indicates
the potential to improve the efficiency of use at the individual and collective levels [2].
The best loT application in rural regions is a Low Power Wide Area Network
(LPWAN) that achieves a communication range of about 10 to 20 km [3]. There are
three kinds of LPWAN technologies are Narrow Band- Internet of Things (NB-1oT),
SigFox, and Long Range (LoRa), which employ to achieve wide coverage [4].

LoRa technology is a wireless technique for long-range communication with
few bit rates and low consumed energy and uses an unlicensed band of ISM.
According to statistical data, each smart meter can send 48 packets when the packet
size is 12 bytes during a day [5]. LoRa attains communication bi-directional. Due
to the feature of low consumed energy, it employs the sensor nodes working on
batteries [6]. LoRa is a technology improved by Semtech and has two layers: the
physical layer that employs modulation of Chirp Spread Spectrum (CSS) and the
MAC layer is LoRa-WAN protocol [7]. The CSS modulation advantages are
bandwidth scalability, Doppler effect resistance, reduce multipath fading and
interference, and enhancement network range [1]. The LoRa-WAN network is the
topology of star kind, LoRa-WAN architecture is composed of an end-device, LoRa
gateway, network server, and applications server [8].

Waliyi [9] advocated constructing a smart home to lower energy usage with
Network Simulator 3 (NS3) program by LoRa technology. He assessed the LoRa
network performance for an ideal urban scenario. Adebayo received 95 percent of
packets successfully through administering one gateway for 15,000 sensor nodes.
Cheng et al. [5] offered the smart metering system, which permits Substation
Automation Systems (SAS) to smart meter reading remotely and at a suitable time.
They highlighted the risks of cyberattacks on the meter’s system. They suggested a
safe smart metering system implementation according to LoRa technology. Once the
data collector has acquired the meter reading, establish communication to SAS that
employs symmetric cryptography to safeguard communication between the smart
meter and the SAS. Tomé et al. [2] studied the possibilities of wireless technology as
low-power consumed, long-range, with few restrictions. Therefore, they choose the
technology of LoRa that corresponds to these features, to implement smart meters in
electricity networks and send the typical amount of the consumed energy, which their
households during a specific time, then employ this methodology to assess the
coverage of LoRa. Shah and Sundar [10] decided to overcome the issue of 3G/4G
GSM technology's consumed power. As a result, they employed loT-based LoRa
technology, which can be able to communicate bidirectional having a great range and
minimal energy consumption. Shah and Sundar constructed an electric prepaid smart
meter that includes a LoRa module. All information about the meters as current,
voltage, power, etc. delivered to a LoRa gateway after that, it is uploaded to a public
network's cloud, which is accessible from any location. They demonstrated the
effectiveness of the Lora module to transfer messages over a 5-kilometer distance.

Loyola etal. [11] displayed a project composed of an electric meter that features
a system for detecting and alerting theft, as well as an energy consumption
monitoring device, to measure and display the consumed energy by the family.
Sending meter data with LoRa-WAN technology, to reduce instances of energy
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theft in the Philippines. They demonstrated the success of the electricity meter in
discovery: unlawful meter skipping and tapping and informing the customer and
distribution customer of the theft right away. Sanchez-Sutil et al. [4] declare
designed and put into use two devices: GREMNL for electricity metering in houses
and EVMDHL residential electrical variable measurement apparatus. They
employed LoRa technology to make the construction of network smart meters
possible to gather data from houses. They accomplished their aims like lower the
consumption of electricity, operating security, defect detection, and price reduction.
They are successful at fusing data from residences in less than 0.5 seconds. Kumari
et al. [12] envisaged transferring the readings of a smart meter from clients to an
operator through the stated time frame by smart metering's least consumption
amount of power. As a result, connected each device in a home to a smart meter is
attached to the edge device and LoRa. Transmitting the processed smart meter
readings has been successful with little time and consumed energy.

The comparison between my paper's advantages with the related works in
coverage, the paper objective, and the achieved paper project:

This paper achieved coverage of 20 km?, the paper's objective is to reduce the
load on the electrical distribution transformers, and the achieved paper project is to
simulate connecting the smart energy meters of residential homes.

Tomé et al. [2] achieved coverage of 2 km?, the paper's objective is to achieve
successful communication with low power consumption, and the achieved paper
project is to implementation of smart meters in the electricity network to deliver
the typical amount of energy consumed to homes.

Shah and Sundar [10] achieved coverage of 5 km?, the paper's objective is to
achieve bidirectional communication, and the achieved paper project is to build a
prepaid smart electric meter.

Loyola et al. [11] achieved small coverage where the maximum distance
between the sensor nodes and the gateway is 601 m, the paper's objective is to
reduce the situation of energy theft in the Philippines, and the achieved paper
project is an electric meter with a theft detection alarm system.

To achieve this purpose, the architecture of LoRa-WAN has been embodiment
in Fig. 1 to highlight how connected the smart electrical meter in smart houses using
LoRa technology [8].
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Fig. 1. LoRa-WAN architecture in the smart house [8].
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2.The LoRa Technology Overview
2.1. LoRa technology properties

The following are the main characteristics of the LoRa-WAN:

Applications in the fields of industry, science, and medicine (ISM) use the LoRa
transmission radio spectrum without a license, with the actual frequency spectrum
determined by the region. For example, 868 MHz is used throughout Europe.
Furthermore, in the frequency band, LoRa communication is defined by many
factors: carrier frequency (FC), transmission power (PT), bandwidth (BW), the
spreading factor (SF), and code rate (CR) [13].

e BW are the frequencies that LoRa's chirps are spread in a range of probable
values that are 125 kHz, 250 kHz, and 500 kHz.

o SF specifies the number of chirps transmitted by each symbol. The range of
SF's possible values is 7 up to12.

e A LoRa radio's (TP) could be changed from 2 dBm until 20 dBm, with a one
percent duty cycle.

o CR creates correction of forwarding errors through the data's encoding of 4-bit
using bits n=1, 2, 3, 4. CR is defined by Eq. (1) shown below [13]:

R=— (1)

- (4+n)

Choosing transmission-related parameters has a significant influence on the
performance of communication and the end device's consumed energy. For
instance, a high SF indicates a lower data rate, greater sensitivity, and a more long-
range, nonetheless, it lengthens the transmission time of packets [14].

Decoding mistakes are reduced with a higher CR, however, lengthens the
transmission time of packets. A data rate's higher is denoted at employs a higher
BW but reduces the communication range and sensitivity of the receiver.
Additionally, the duration needed for one symbol to be transmitted (also known as
symbol duration (TS)) is dependent on BW and SF parameters as the following in
Eg. (2) [15].

2SF

)

As a result, the bitrate may be computed precisely for each spreading factor as
stated in Eq. (3) [16].

Tsymbol = BW

, _ w 4
Ry (bit/sec) = SF X —z X (4+CR) o

where that, BW: Bandwidth (Hz), CR: Code Rate (1- 4), and SF: Spreading Factor
(7-12), Table 1.

Table 1. Spreading factor for LoRa technology when the BW=125 kHz [17, 18].

Spreading Factor 7 8 9 10 11 12
SNR -7.5 -10 -125  -15 -17.5 -20
Symbols/sec 976 488 244 122 61 30
Sensitivity -123 -126 -129  -132  -1345  -137
Bit rate (bit/s) 5468 3125 1757 976 537 293
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2.2. Network energy consumption (NEC)

Energy Consumption for the Network is the proportion of the overall consumed
energy through LoRa sensor nodes to the total number of packets received
successfully across the network server. The effectiveness of the network performance
rises at the lower measure of the consumed energy for the network [19].

2.3. Time on-air

Time on-Air (ToA) is the amount of time required for a signal to transfer from its
source to its destination. It is influenced by packet size, BW, SF, and Fc. It is
significant to compute the ToA to manage the design limitations of the system and
administer the sensitivity in the receiver. Time on Air, also known as packet
duration, represents the sum of the total time transmitting the preamble field and
the payload field's transmission time as in Eq. (4) [20].

ToA :Tpacket = Tpreamble + Tp«?yload (4)

where, ToA: Time on Air, TPacket: Transmission time of packets, TPreamble:
Preamble duration, TPayload: Payload duration.

Preamble duration is described in Eq. (5) as the following [20]:

Tpreamble = (npreamble + 425) : Tsymbol (5)

where: npreamsie are the preamble symbols numbers that were programmed, T symbol:
Symbol duration.

In the EU868 region, which involves Europe, npreamble is (8). During the
payload duration, the number of payload symbols, and the total number of symbols
in payload nPL is computed by Eq. (6) [20]:

. 8PL—4SF+28+16—20H
Tostoad = Tmbol [8 + max [ceil (LRSI (CR + 4), 0]] 6)

Depending on the following [20]:
e PL is the payload length in bytes,

e H = 0 when the enabled header, it conceders explicit, and H = 1 when no
presence of the header (disable), it conceders implicit.

DE =1 as soon as low data rate optimization is activated and DE = 0 when the
low data rate is inactive.

CRis a coding rate and has four values 1, 2, 3, and 4 (usually in LoRa CR =1).

Max is a function in the C++ programming language that chooses the largest
value of its contents.

Ceil is a function in the C++ programming language, rounding its content
number to the largest integer.

2.4. Results and Discussion

Throughput (4;) indicates a rate of messages delivered successfully across channels
of communication and is measured in packets per second (p/s) [21].
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A includes the whole of the packets that each LoRa sensor node has sent to the
network within a coverage area, hence, we simply rewrite A as Eq. (7) [9]:

A=N-A ©)

where A;= represents one sensor node's throughput during the simulated period (1
day), and N= how many sensor nodes are in the coverage area.

2.5. Received signal strength indication (RSSI)

Received signal strength indication (RSSI) is the received packet's signal strength at a
certain gateway which is transmitted from the sensor node, which took into account the
transmitted power (Prx), the gain of the antenna (Ganenna), l0sses in the environment
during the transmitting called Path Loss (L) that demonstrate in Eq. (8) [22].

RSSI = PTX + Gantenna — Lpl (8)

The RSSI of the packets should be greater than the sensitivity of the receiver, to
properly demodulate the packets. The receiver sensitivity depends on SF and BW. As
a result, we can write an Eq. (9) for the receiver sensitivity in a unit dBm [20].

S = —174 + 10log,, (BW) + NF + SNR 9)

where:"-174" is computed by The thermal noise at a bandwidth of 1 Hz in Eq. (9),
S (dB): Sensitivity, the link budget required for transmission decoding, NF is the
reception noise figure and depends on employing hardware, which is 6dB in LoRa
technology, and SNR is a signal-to-noise ratio.

3.Simulation Schemes
LoRa technology simulation methodology

LoRa technology employs the electric smart meter that is linked with the sensor
nodes and has been simulated by the OMNeT++ simulation program, a modular
system built on a C++ simulation library. Alongside a LoRa, The FLoRa
framework was installed. That is a free and open-source's framework and contains
the physical layer and the MAC layer. Network equipment includes servers,
gateways, and sensor nodes. Regional parameters of Europe for LoRa of the
physical layer have been employed according to Table 2.

Table 2. Simulation parameters.

Parameters Value
Simulation time lday
Transmitted packet interval 600 s
Number of the sensor nodes 24, 48, 72, and 96
The transmitted power (2-14) dBm
Packet size 12 Byte
Carrier frequency 868 MHz
Spreading factor 7to 12
Bandwidth (BW) 125 kHz
Code Rate 4/5

Figure 2 displays a screenshot of the LoRa window to simulate the 96 the sensor
nodes, which were evenly spread in three circles. With the central gateway placed
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in deployment areas. The influence of different parameter settings on the RSSI,
ToA, throughput, number of collisions, and the network consumed energy are the
subjects in this paper interesting.
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Fig. 2. Simulation for the Flora window in a screenshot, with (96) sensor
nodes and one gateway connected over the wireless network to the server.

4.Simulation Scenarios and Discussion Result

This paper provides five scenarios to assess LoRa networks' performance. The
mechanism of the adaptive data rate (ADR) has been enabled on the network server,
to assign the best value for the transmit power and spreading factor, thus estimating
each packet's link budget. This performs to network capacity wider and increments
battery life.

The LoRa network employs various regions (1,5,10,20) km? to coverage areas
that radius (500m, 2500m, 5km, and 10km) respectively, which exemplify urban,
suburban, rural, and line of sight regions, and one gateway positioned at the center
of each network with the 96 the sensor nodes distributed regularly in three circles
in each simulation network. The distance between two sensor nodes simulates the
distance between the two houses. The simulation period lasted for one day.

Each smart meter was represented by a sensor node in the simulation
environment, the sensor nodes’ data were collected and sent to the gateway and
then to the network server via the Ethernet network. The network server controls
the type of application that the user can set the parameter values and data
transmission period for each sensor node to simulate the control of smart meters.
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To achieve the best performance in LoRa technology, the network performance
must be improved by reducing the power consumed by the network and the number
of packet collisions by reducing the number of sensor nodes, achieving high
throughput and the least transmission time (ToA) by controlling in spreading factor
values, the effect of the distance between sensor nodes and the gateway must be
studied on the strength of the received signal, The reduction in the number of packet
collisions should be highlighted by increasing the packets transmission interval for
different network sizes, and finally the quality of the connection must be ensured
to achieve high efficiency in data transfer for the range maximum permit, so the
packet delivery ratio (PDR) was measured for different network sizes.

(&) The scenario of the impact number of the sensor nodes on the network
performance:

Simulations have been presented to display the influence of the consumed energy
of the network and the number of collisions in the gateway on the LoRa network
performance. After assessing the network performance, we observed a decline in
the LoRa network's performance. Due to the increment of the consumed energy and
increment in the number of collisions when incrementing code rate and
incrementing the number of sensor nodes from 24 to 96 for a 10km coverage radius
area as illustrated in Figs. 3 and 4.

The Consumed Energy ofNetwork (mJ)
B Code Rate =4/5 W Code Rate =4/6 M Code Rate =4/7 M Code Rate =4/8

900
850
800

854
813
769

750
700 64 662
650 617
600 590
550
500 441
450 405 409 427
400
350
;(5)8 1a( 240 248 260

=11l

200

Number of the sensor nodes for an area radius 10km

Fig. 3. The consumed energy of network vs. number of the sensor nodes.
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Number of Collisions

300 B Code Rate =4/5 B Code Rate =4/8

285
280 265
260
240
220
200
180 164
160 146
140
120
100 7 7
80
60
40 2
20
 mn
24 48 72 96

Number of sensor nodes for an area radius 10km

Fig. 4. Number of collisions vs. number of the sensor nodes.

(b) The scenario of the impact of spreading factor values on the throughput
of the network:

LoRa technology employed many network regions with area radius of 500m,
2500m, 5km, and 10km. The values of transmitted packets’ time intervals have
been assigned based on radius areas: 150 sec for a radius area of 500 m. and 300
sec,450 sec, and 600 sec employed for radius areas of 2500 m,5km, and 10km
respectively. Various spreading factors have been employed according to the
number of sensor nodes. Where employed SF7 when the number of sensor nodes
was 24 in any network, also used SF9, SF10, and SF12 when the number of sensor
nodes was 48,72, and 96 respectively in any network of simulation. This simulation
evaluated the network performance by observing the throughput during the day.
Where get the highest throughput values during the day at the use of 24 sensor
nodes with sf7 in the smallest coverage area, while the least throughput value per
day has been got at the use of 96 sensor nodes with sf12 for the largest coverage
area, as shown in Fig. 5.

(c) The scenario of the impact of spreading factor values on the Time on Air
(ToA) of the network:

This scenario employed various values of packet sizes and the various spreading
factors in LoRa technology, to record the time of the packet in the air before it’s
received in the receiver device. The network performance has been enhanced
through the reduction of the ToA of transmitting packets by setting the best values
for the spreading factor and the packet size. The best value of ToA has been
obtained at SF7 and packet size 10 Byte, as denoted in Fig. 6.
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Throughput (packets/day) per sensor node

B Coverage radius (500m) B Coverage radius (2500m)
100 m Coverage radius (Skm) m Coverage radius (10km)
91
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70 G o8 67
62 60 60
60 28 56
54 54
. I I I I I I
40

SF7 (for 24 nodes) SF9 (for 48 nodes)SF10 (for 72 nodes SF12 (for 96 nodes)
Spreading Factor

Fig. 5. The throughput during the day vs. spreading factor.
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Fig. 6. The time on air vs. spreading factor.

(d) The scenario of the impact of distance between the gateway and the
sensor nodes on the network performance:

The effect of the various distances between the gateway and the sensor nodes has
been analysed on the Relative Signal Strength Indicator (RSSI). A comparison has
been introduced between the smallest and largest simulation areas of radius are
500m and 10km respectively. The value of RSSI was recorded for these two areas,
the RSSI has been observed to acquire the highest value for the received power
signal at the receiver device. The displayed results in the Figs. 7 and 8 show the
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LoRa network's declining performance and a gradual reduction of the power of the
RSSI signal when an increment of the distance between the gateway and the sensor
nodes for every transmitted power.

Distance between the gateway and the sensor nodes
100m 200m 300m 400m

-50
-52
.54
-56 55
-58 57
-60 59
-62 61 61
-64 63 63
-66 65 65 -65
-68 67 67 67 67
-70 -69 69 69
71 =71 =71
73 73 73
75 7
77 77
79

EPt=2dm ®Pt=4dm = Pt=6dm ®Pt=8dm ®=Pt=10dm ®Pt=12dm ®Pt=14dm
RSSI (dBm) for an area radius 500 m

Fig. 7. The RSSI vs. Distance between the gateway
and the sensor nodes for an area radius of 500 m.
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82 3 1I I
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-103 -10
-105
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-102

-104

-106

-108

B Pt =2dm B Pt=4dm B Pt=6dm B Pt=8dm M Pt=10dm B Pt=12dm ® Pt=14dm
RSSI (dBm) for an area radius 10km

Fig. 8. The RSSI vs. Distance between the gateway
and the sensor nodes for an area radius of 10 km.
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(e) The scenario of the impact of transmitted packets’ time interval on the
network performance:

In this scenario, the number of collisions at the gateway has been noticed influenced by
an increment of the time interval for transmitted packets. All simulation regions with
various radii were used to study the network performance. the network performance has
been enhanced through a reduced number of collisions by incrementing the time
interval of transmitted packets for wide areas as offered in Fig. 9.

Number of Collisions

®mThe area radius (500m) ® The area radius (2500m) ™ The area radius (5km) ™ The area radius (10km)
900 854

350 830
800
750
700 671
650 607
571
2(5)8 532 528
482 500
500 466 460
450
400 361 374
350
300 I I 289 292 265
250 l l
200 .
150 300 450 600

Transmitted packets time interval (sec)
Fig. 9. The number of collisions vs. transmitted packets time interval.

(f) The packet delivery ratio (PDR) is an important metric to measure the
quality of service, PDR is used to check the maximum range without
disconnect occurring in the communication link.

PDR is calculated as a percentage of all packets received at the network server to the
total number of packets sent from each sensor node in the network [19] (Fig. 10).

Packet Delivery Ratio (%0)

100 92

90 87

80

70

60 54

50

40

30 25

20

10 l
0

500m 2500m 5km 10km
The Network Radius

Fig. 10. The packet delivery ratio vs. the network radius.

Journal of Engineering Science and Technology April 2023, Vol. 18(2)



1234 A. A. Fadhil and A. O. Al janaby

5. Conclusions

This work evaluated one of the LPWAN technologies, that are promising loT-based
LoRa technology, which features a low energy consumption, long-range, low data
rates, and achieved communication bi-directional with an unlicensed spectrum. LoRa
provides safe Infrastructure for smart metering in houses.

o The simulation offered the opportunity of covering urban, suburban, rural, and
LoS regions. The simulation investigated network performance through
analysed the influence of transmission parameters (SF, BW, PT, Fc, and CR),
the distance between LoRa sensor nodes and the gateway, size of network areas,
number of the sensor nodes, and transmitted packets' time interval on
communication performance such as the number of collisions, ToA, throughput,
RSSI, and the consumed energy for the network, the packet delivery ratio.

o The obtained results match the expectations of the theoretical. Based on these
outcomes, it can say that the increment in the CR value would increment
energy consumption and the number of collisions. Using LoRa devices, a
network became able to achieve high throughput, due to utilizing the
orthogonality between different SFs. This attribute enables LoRa networks to
scale successfully. The network assessment presented an enhancement in
reducing the number of packet collisions, improving the throughput, and
ultimately lowering the consumed energy of the network.

e The measured data is efficiently and easily in real-time obtained in the cloud.
All of this indicates the LoRa equipment's possible to simulate implement
smart meter applications in smart grids.

e Future work will focus on hardware-based tests and the validation of the
simulation that has been given. Additionally, an estimate of values for the
consumed energy for various geographical regions to support 10T applications.

Abbreviations

ADR Adaptive data rate

BW Bandwidth

CR Code rate

CSsS Chirp spreading spectrum

FC Carrier frequency

Flora Framework LoRa

loT Internet of things

ISM Industrial Scientific and Medical
LoRa Long Range

LoRa-WAN  Long Range- Wide Area Network
LoS Line of Sight

LPWAN Low Power Wide Area Network
MAC Media Access Control

NB-loT Narrow Band- Internet of Things
PL path-loss

Pr Transmitted power

RSSI Received Signal Strength Indicator
ToA Time on air

TTN The things network
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