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Abstract

Radio frequency identification (RFID) technology is an eminent wireless system
that functions with the help of a reader and a tag. Implementing this technology
could lead to developing a sustainable student attendance system. Therefore, this
paper vividly captures the fact that the development of student recognition and
registration system based on RFID technology and the embedded system can
deliver tangible benefits to globalisation and environmental sustainability. The
design of the attendance system based on RFID technology verifies the students’
identification, venue, time and date upon receiving the transmitted information
from the respective RFID tag embedded into the student card. The implemented
system includes the embedded board Arduino Mega 2560, RFID reader
MFRC522, time-keeper DS3231 Real Time Clock (RTC) Module, 20x4 LCD
with 12C, network adapter Arduino Ethernet Shield R3 and 9V AC/DC power
adapter 0910. The modern software tools adopted are Arduino Integrated
Development Environment (IDE), XAMPP, Apache HTTP Server, MySQL and
PHP MyAdmin. The proposed system is developed and tested in the institution,
and the users of the system consist of admin staff, lecturers and students. The
proposed system provides a robust and automatic attendance system that deals
with the problems of the traditional attendance system. The results show that the
developed method is practical, efficient, ready-to-deploy, and error-free as a
100% success rate is achieved. The interfacing device can synchronise its time
with the webserver and send attendance verification requests successfully
without any error.

Keywords: Arduino Mega 2560, Attendance system, Embedded system, Radio
frequency identification, System verifications.
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1. Introduction

Globalisation and technological advancements are the key factors that drive our
current times and affect the future of education learning approaches [1]. There has
been a boost in the development of technologies that could project a significant
impact on society and the environment in today's digital world [2]. Biometrics
approaches such as face recognition, fingerprint, Bluetooth, Near-Field
Communication (NFC) and Radio Frequency ldentification (RFID) have been
adopted to reduce the administrative complexity and cost of the traditional
attendance system and increase its efficiency [3, 4]. However, among the many
options available in the market, the combination of RFID and microcontroller is
one of the approaches that can reduce system cost and human error in an automated
recognition and registration management system. The RFID technology is widely
used in a diverse array of applications. RFID is a part of the Automatic
Identification and Data Capture (AIDC) technologies family, which is proven to be
fast, reliable and accurate in object identification [5].

The RFID technology operates in various frequency bands, including the low
frequency (LF) band, high frequency (HF) band and ultra-high frequency (UHF)
band that covers different frequency ranges [6]. The RFID reader is responsible for
transmitting a radio wave pulse to the RFID tag that falls within its coverage and
anticipates response [7]. The integrated RFID reader, which has a built-in antenna
and an additional antenna port, is the common subset of the fixed readers [8]. The
number of extra antennas connected to the reader depends on the coverage area
required for the RFID application [9]. The mobile RFID readers are flexible,
portable, handheld devices that enable the user to switch locations according to
their needs. The mobile readers are categorized into two categories; Mobile
Computing devices (connected to an on-board computer) and Sleds (connected
wirelessly to a smart device or tablet via Bluetooth or using an Auxiliary
connection) [10, 11]. The RFID tag comprises two parts: the antenna and an RFID
chip. The antenna receives radio waves signals and transmits signals back to the
reader as a response. At the same time, the RFID chip, an integrated circuit, is
responsible for storing the identification (ID) of the tag and other relevant
information that is needed [12, 13].

Kong et al. designed a student attendance system that uses an RC522 RFID
reader, Visual C++ as the development tool and MySQL as the database [14]. Every
attendance information received from the reader will be saved and stored in the
real-time database without human interference. Sharma et al. proposed an
automated attendance monitoring system using the cloud using RFID and the
Internet of Things (1oT) [15]. This operation will enable the authorized users to
access the data anytime, anywhere to reduce the cost of consumption compared to
the use of computers in maintenance and the purchasing price. The RFID
technology also has been used based on employee attendance system using VB.Net
language [16], CSS, HTML and PHP language [17], Python and MySQL.ite3 [18],
C# and VB.Net incorporated with Microsoft Access database [19]. There are
various applications, including developing an intelligent attendance system based
on a frequency distribution algorithm with passive RFID tags [20], a smart mobile
interfaced RFID-based attendance system [21], an loT-based smart attendance
system using RFID [22], RFID attendance system with face detection using
validation Viola-Jones and local binary pattern histogram method [23], MQTT
based 10T-RFID attendance system [24], telemonitoring attendance system using
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RFID and Photo-Cell [25] and RFID based attendance system using temperature
and sanitiser [26]. As more attention has been brought to the development of RFID,
this device has tremendously improved processing speed, memory capacities and
reading range. Therefore, this paper proposes a design of students’ attendance
system based on RFID technology that verifies the students’ identification, venue,
time and date upon receiving the transmitted information from the respective RFID
tag embedded into the student card.

This paper highlights the importance of verifying the identification of the
attendee. Referring to the related works presented, many researchers focused on the
attendance system and neglected the check-in verification process as they only
concentrated on accepting the information transmitted to the reader. The method of
verifying if an attendance request from the interfacing device is valid at the server-
side begins with the four essential parameters sent along with the request. Student
identification (ID) number, venue, date, and time are needed to check if a class is
going on in the classroom. When the server has received the request with these four
parameters, it will first check if there is a match found in the table venue_detail, then
retrieve the corresponding ongoing lecture’s course code if there is a match, else echo
“0” to the client (interfacing device). The last important parameter is the Student ID
which is needed to ensure that the student has taken the subject. The server will check
for it by searching the table subjects_student. If all the criteria are met, the system
will mark the student’s attendance and echo “1” to the client. Else echo “0”.

2. Design Framework and Implementation
2.1.System architecture

This recognition and registration system's development and design comprise
hardware and software aspects. The hardware uses six components, including the
embedded board Arduino Mega 2560, RFID reader MFRC522, time-keeper
DS3231 Real Time Clock (RTC) Module, 20x4 LCD with 12C, network adapter
Arduino Ethernet Shield R3, and 9V AC/DC power adapter 0910. Arduino Mega
has been selected because of its larger RAM and flash memory capacity and has
more digital pins than other Arduino boards. The RFID reader MFRC522 operates
at 13.56 MHz and supports ISO/IEC 14443 communication standard. These two
crucial specifications determine what type of RFID tag will be used in this system.

The time-keeper DS3231 Real Time Clock (RTC) Module is preferred as a
solution for time-keeping as a high-frequency oscillator is needed to keep time
accurate. The module for DS3231 RTC has a local EEPROM, power supply and
battery, which means that the time is still running even when the Arduino Mega is
power-off. Moreover, a simple LCD with a matrix display of 4 rows and 20
columns is used to display time and other necessary information for its user. The
Arduino Ethernet Shield R3 is selected as the network adapter for communication
with the webserver. It has an RJ45 port connecting with an Ethernet cable and an
SD card reader. The AC/DC power adapter 0910 has been selected as a power
source for the Arduino board. On the other hand, in the aspect of the software, the
Arduino Integrated Development Environment (IDE) is used for writing Arduino
code. It is a cross-platform application written in functions from C and C++
programming languages. The Arduino IDE is applied to write and upload programs
to the Arduino Mega 2560. Besides, the free and open-source cross-platform web
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server software was used to design the web server, XAMPP, Apache HTTP Server,
MySQL and PHPMyAdmin.

Figure 1 shows the block diagram of the overall system architecture. The
webserver stores essential data such as students’ attendance, classroom schedules,
time, and other necessary information for the check-in verification process. The
verification process is a task that the webserver will carry out to verify if an
attendance request sent from the interfacing device is valid. The framework of the
webserver can be divided into backend and frontend. The backend framework deals
with the database and server-side software.

INTERFACING DEVICE
WEBSERVER
Embedded RTC
Board Clock
DATABASE NETOWRKING
N DEVICE
BACK END
SERVER SIDE | | Router ':;20"V"r"k LCD RFID
SOFTWARE apie READTR
CLIENT SIDE BN T USERS
INT END
SOFTWARE | |FRONTENE
\

Student

Fig. 1. System architecture. Red lines indicate external
communication. Blue lines indicate internal communication.

Student 1D

RFID tag

The database is responsible for storing the critical data, while the server-side
software deals with the backend process from the frontend request. The frontend
framework is a web-based application that provides a graphical user interface to
interact with the system. At the same time, the client-side software is used to build
the frontend framework.

The interfacing device is responsible for displaying date and time, reading
student ID cards, and sending requests to the webserver for verification or time
synchronization. The interfacing device consists of four peripherals connected to
an embedded board. The embedded board is a controller that will instruct the
peripherals on what to do. RFID tag stores the information of students’ ID for the
check-in process. The external modules adopted in developing the interfacing
device are a real-time clock module (RTC), RFID reader, network adapter, and
liquid-crystal display (LCD). The function of the RTC is to store the date and time
accurately, while the RFID reader functions to read student ID cards. The network
adapter acts as a network connection interface, while the LCD displays the date,
time, and system message. The interfacing device does not require any graphical
user interface, so it does not need to run any web browser. All it needs is the
Ethernet shield that can send HTTP requests to the webserver and receive
information from it.

The networking device acts like an agent connecting the interfacing device and
users to the webserver. The router's job here is to connect the webserver, interfacing
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device, and users to the network and route the packets to the proper destination.
Figure 2 shows a simple diagram of the check-in process. When a student scans the
ID card on the interfacing device, the interfacing device will retrieve the
information on the card and send an attendance request and the information to the
server through the router. Then, the webserver will process the attendance request
by comparing and searching data in the database to determine if the request is valid.
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Fig. 2. Check-in process.

After the verification process, the webserver echoes a response to the
interfacing device when attendance has been marked. If the attendance request is
valid, the student is notified of the class at the right place and time. The only way
to set the time on the interfacing device's internal clock module is by synchronizing
it with the webserver. The synchronization is done on every start-up of the
interfacing device. Theoretically, the interfacing device and web server time should
be the same, but time drift is always on both sides. Thus, the verification process
uses the date and time on the interfacing device instead of the webserver time. The
verification ensures fairness to the students as the webserver time may be a few
seconds off from the interfacing device time.

2.2.Webserver

The webserver’s framework comprises backend and frontend, further divided into
two parts. The first part is the database, while the second part is the server-side
software. On the other hand, the frontend framework only consists of client-side
software. XAMPP has been chosen to run the webserver as it is free, open-source,
easy-to-use and has every tool and software needed. Apache is an HTTP web server
software included in the XAMPP package. Apache establishes a connection
between a server and a client, while HTTP is the protocol used to communicate
between the server and the client.

The database is constructed with MySQL and managed by PHPMyAdmin. The
database stores the users’ credentials, student attendance, and other necessary
information to verify attendance requests received from the interfacing device. The
server-side software is a collection of PHP scripts that will handle the requests from
the client-side. The scripts are all processed on the server, while the client-side
software is responsible for taking the client request and formatting the webpage
display layout. The client-side software is written entirely in HTML. However, the
client-side software could also add CSS and Java scripts. Figure 3 illustrates the
webserver’s structure and the tools and languages for each part.
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WEBSERVER SOFTWARE:
APACHE

BACKEND

DATABASE: MySQL with
phpMyAdmin

XAMPP SERVER SIDE

SOFTWARE: php scripting]

FRONTEND

CLIENT SIDE
SOFTWARE:
html (mostly), ess, java

Fig. 3. Webserver structure overview
and its corresponding tools and languages.

The login page is developed using an HTML script. When the user submits the
ID and password to the web server, the corresponding PHP scripts are executed to
check the correct credentials. The PHP scripts will go to the database and search
for a match. Assume that the user has submitted a valid ID and password. The PHP
scripts will tell the server to direct the user's page to the user's home page. Most of
the files are a mixture of HTML and PHP scripts. The server processed PHP scripts,
and the client-side processed the HTML scripts. Figure 4 illustrates the process of

the system logging in.

HOME

Welcome

T —
Password ::]

> e Page
Login Page Home Page

MySQlL
Databasc

-\

*Scripts and database are stored in the server

php Script

Web Server

Fig. 4. Simple log in process.

2.3.Webserver users’ system

There are two user levels: database-level user and end-level user. The database-
level user is directly connected to the database. The database can configure the type
of user. For example, a user at the database level can configure to add data to tables,
edit the attendance, add on the number of students or classes and view the
attendance record. The user at the database level is further categorized into two
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types of users: admin and regular users. Admin is granted full privileges to the
database, whereas normal users can only view what is inside the database.
Developers can create, manage, and edit the users’ profiles at this level through
PHPMyAdmin. The other group of users is the end-level user. This level of users
has no direct access to the database. To access the database from the end-user level,
developers must connect end-user level accounts to the database level. There are
four different types of end-level users shown in Fig. 5.

Database Normal
Level User
End Admin | |Student
Level
Interfacing
Device

Fig. 5. Types of user at database level and the end level.

Admin is the only person granted the authority to add classes, alter and view
the attendance record, and view courses and timetables. The lecturers and students
can only view course names, timetables, and attendance records.

2.4.Frontend and backend framework

The design and construction of the backend framework will begin with the database.
There are a few parameters to be fixed before further details about the database. The
selected parameters are 30 students, ten lecturers, four administrators, six classrooms,
and six subjects. Specifying these parameters simplifies the system's complexity yet
achieves what is needed for the design of this system. The server-side software and
frontend framework contain many files containing HTML scripts, PHP scripts, or
both. The frontend framework deals with how the users interact with the system. The
design of the frontend framework is about translating the designed web pages into
codes. The website's home page has three selections for login, and each section will
direct the user to the respective login page.

The webpage redirects to the admin home page with three selections when the
admin has successfully logged into the account. The first selection is to view all the
available subjects, and clicking on the first selection directs the admin to the subject
page. For each subject, the admin can view the subject's registered student,
timetable, and attendance. In fact, on the timetable page, the admin can add or drop
classes. The second selection on the admin home page shows the student's and
lecturer's credentials. Clicking the second selection directs the admin to the student
and lecturer page. On this page, the admin can select to view all student's and
lecturers' credentials. When students have successfully logged into their accounts,
the webpage redirects to their home page with two selections. Students may view
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their timetable and attendance of enrolled subjects based on the selection. On the
other hand, when lecturers have successfully logged into their accounts, the
webpage redirects to their home page, which has two choices. The lecturer may
then view the timetable and attendance of enrolled subjects based on the selection.

2.5. Verifying attendance requests

The process of verifying if an attendance request from the interfacing device is
valid at the server-side begins with the four essential parameters sent along with
the request; venue, date, time, and student ID. VVenue, date, and time are needed to
check if a class is going on in the classroom. When the server receives the request
with these four parameters, it will check if a match is found in the table venue_detail
and then retrieve the corresponding ongoing lecture’s course code. Suppose there
is a match, echo “0” to the client (interfacing device). The last important parameter
is the Student ID needed to ensure that the student has taken the subject. The server
will check for it by searching the table subjects_student. If all the criteria are met,
the system will mark the student’s attendance and echo “1” to the client. Else quote
“0” where “1” represents the success in recording the respective student’s
attendance. In contrast, “0” means failing to record the individual student’s
attendance. The flowchart in Fig. 6 illustrates the overall process of verifying
students’ attendance requests.

find match for
venue,
dale & time
in venus_detail?

Get subject course
coda in venue_delsil

—i echo 0

nd match fo
course_code
and shudent 1D in
subjeels_
studant?

Mark the
correspending
siudent atendance in|
subjects_atlendance

Fig. 6. Flowchart of verifying student’s attendance request.
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In addition, the process can add features of checking the request. The system
recognizes if a student is late to class. For instance, the institution may enforce the
regulations on not allowing students to be late to class for more than 30 minutes. The
system should allow students to mark their attendance if they are early to the class. If
the procedure only allows check-in on time, it would be an issue for a class with many
students because it is vital to take note of students queuing up to scan their respective
student cards on the interfacing device. Thus, the system should allow early check-in
for students to mark their attendance. In the development of this system, there is a
time tolerance that enables students to check in 10 minutes earlier.

2.6. System networking

The network applied to this system is the Local Area Network (LAN) which grants
access within the selected network. There are a few ways to connect the interfacing
device to the webserver. The development of this system focuses on a small scale by
implementing two interfacing devices per classroom, with an assumption of 30 students
per session. There is an option to select either a router or switch to connect the
interfacing device to the webserver. In this work, the router is in this system because it
has wireless connectivity. The primary network protocol used in the system is called
Hypertext Transfer Protocol (HTTP). In this system, the interfacing device uses HTTP
to communicate with the web server by sending an HTTP request. The interfacing
device has two different HTTP requests sent to the webserver. One of the HTTP
requests is used to synchronize the webserver date and time with the interfacing device,
while the other request is used for check-in purposes. Figure 7 shows the network setup
and configuration of the system using the format of IPv4 class C. The default gateway
address is not essential for the system because this network is LAN and should not
communicate with the external network. In subnetting, a network can be subdivided
into multiple logical networks, but prior knowledge of which Internet protocol (IP)
addresses is required. The IP address is a unique identification address on an IP network,
and the address is 32 bits long and is separated into four parts by a period. There are
two versions of IP addresses which are IPv4 and IPv6; however, this attendance system
only involves the IPv4 address.

Users
IP address - from 192.168.0.100
USEI‘S to 192,168.0.199
Port 80 Subnet Mask  : 2552552550
Default Gateway : 192.168.0.1
| Interfacing
\\/ Device
——
Host Router Interfacing Device
IPaddress 192,168,010 1P address  : 192,168.0.1 IP address < from 192.168.0.100
Subnet Mask: 2552552550 Subnet Mask: 255.255.255.0 10 192.168.0.199
Default Gateway: 192.168.0.1
Subnet Mask 1 255,255.255.0
Default Gateway : 192.168,0.1
[octet ] 1 2 [ 3 4
|bit lol1Ja2]3a[s[e[7]ofs[2[safs[e[7]ofa[23[a[s[e[7[ofa[2]a[afs5]6]7]|
|valu [1l1]e] 21 bits | 8bits (node ID) |
€ Network ID >

Fig. 7. Network setup, configuration of the system, and 1Pv4 class C format.
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Each part is called an octet with a decimal value from 0 to 255. An example of
a specific IP address assigned to a device in a home network is represented as
192.168.0.157. There are five IP address classes, but only one class is concerned in
this system, class C. The first three bits are fixed to 110, which means the first IP
address must be 192.0.0.0. The subsequent 21 bits are used to identify the network
ID, while the last 8 bits are used for the node. For IPv4 class C, the subnet mask is
255.255.255.0. Applying the subnet mask on the IP address is essentially an
“AND” operation. The results are compared using the subnet mask on the IP
addresses to determine if the IP addresses are on the same network. Identical results
mean they are on the same network, and different results suggest they are on
another logical network.

The router’s IP address is recorded as 192.168.0.1 by default and directly applied
in the system. The subnet mask for this LAN is 255.255.255.0, meaning there can
only be 255 devices at maximum within this network. Having a static IP address for
the host is crucial because the interfacing device uses it to reference the destination
address when sending requests to the server. If the IP address is changed over time,
the interfacing device would not know the new IP address assigned to the host. Thus,
the interfacing device cannot send any request to the server. The host’s IP address is
192.168.0.10, while port 80 is the port number for the HTTP communication between
the web server and interfacing device. The IP address of the interfacing device is
assigned manually, which is done during the setup phase of the interfacing device.

Manual assignment of the IP address to the interfacing device means that the
interfacing device will have a dedicated IP address. The router should reserve the
IP address for the interfacing device to prevent IP collision. The Media Access
Control (MAC) address is the other important aspect that must be assigned to the
interfacing device. The MAC unique address is used as the device within the LAN.
The interfacing device uses Arduino Ethernet Shield R3 as the network adapter and
has no MAC address. The MAC address format is 00:00:00:00:00:00 in
hexadecimal. Users’ devices’ MAC address is not a concern here since the devices
should have their own MAC address assigned by the devices’ manufacturers.

2.7. Interfacing devices

The apparatus and components that have been adopted in the development of this
attendance system are listed in Table 1. The components used for the interfacing
device to develop this system and the circuit diagram for the attendance system are
presented. Besides, the setup, looping stage, system flowchart of the interfacing
device, and coding for the embedded board are also illustrated. The interfacing device
is responsible for reading student ID cards, storing dates and times accurately,
displaying necessary information on a Liquid Crystal Display (LCD), and
communicating with the webserver. This device is essentially an embedded system.

Arduino board has two stages; the first stage is a setup stage where the Arduino
will only run the tasks once and for all, while the second stage is a forever-loop. In
this loop, the Arduino will execute the tasks repetitively. Figures 8 and 9 show the
system’s flowchart. Multiple microcontroller technologies, such as the Raspberry
Pi, are implemented in various applications, including mobile robots for
surveillance [27]. However, this paper employed the Arduino Mega 2560 as it is
sufficient to fulfil this research's purpose due to its larger capacity in both RAM
and flash memory and adequate digital pins.
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Table 1. List of the main components that are used for the interfacing device.

Device/Component Name/Model Functionality
Controls the

Embedded Board Arduclno Migbal 2560 peripherals and make
(Compatible) decisions

RFID Reader MFRC522 Reads student ID cards

DS3231 Real Time Clock
Time-Keeper (RTC) Module (included with Stores date and time
battery)

LCD Display 20x4 LCD Display with 12C Displays information

Network Adapter Arduino Etherngt Shield R3 For net\_Nor_k
(Compatible) communication

9V AC/DC Power 0910 Supplies DC voltage to

Adapter the Arduino board

/snnr

'QEJF

Indiakze
LCO
Display &
MFRC522

Aszsign IP address
pateway address. end
subnet mask

(=)
2)

No

RTC Clock Module'
Present ?

ric_ciock =0

Server acho
date and time
10 the device ?

Update device
date and time

Send HTTP request
to server to updats
device date and
ftime

Connection
maintain 7

Fig. 8. Flowchart of the system setup.
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Fig. 9. Looping flowchart of the system setup

2.8.RFID Tag

Mifare Classic 1K has been chosen as the student RFID tag for this attendance
system. The 1024 bytes of memory are divided into 16 sectors whereby each has
four blocks, and each block is 16 bytes long. The three first blocks of every sector
are used for storing data except for the first sector. The first block in the first
sector has 4 bytes reserved for a non-unique identifier (NUID), and the rest of the
bytes are data written by the manufacturer. The data blocks can be configured as
either read/write or value blocks. The read/write block provides storing and
reading functions, meaning the user may write or read any bytes on that block.
Value block is relatively more complicated and is used for electronic purse
functions, error detection and correction, and backup management. The user may
define each block and trailer for reading or writing purposes and if key A or B is
needed for authentication.

Both key A and B are set to FFFFFFFFFFFF (12 “F”) in hexadecimal at chip
delivery. The values may change to some desired values. Key B is unique; if it is
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not used, it may apply for storing data. Only one piece of information needs to be
written on the student ID card, which is the student ID. Note that the student 1D
here is not a unique identifier for the card but for the students. The total length of
the student ID is ten. The first three characters are uppercase letters; the rest are
digits ranging from 0 to 9. The ten characters of the student ID are stored in the
tag’s first ten bytes of the first block in the zeroth sector. The configuration of data
blocks, access conditions, and authentication keys are based on the default settings.
The data block where the student ID is located is a type of read/write. The data
block’s access condition where student ID is found read and write if either key A
or B is authenticated. Key A remains unchanged at FFFFFFFFFFFF (12 “F”) in
hexadecimal. Figure 10 is an example of a tag with student ID “EEE 1804286

Default Access Bi
Setting for

Student ID in ASCTI etting for the Blocks Default Key B
i Authentication

o ig
hexadecimal: EEE1804286 entication Value ;
Sector Block 0 1 2 3 4 5 6 7 § 9 10 11 J, 12 13 14 15 Access Bits

0 3 L 00 00 00 00 00 00[FF 07 80 69][FF FF FF FF EFF FFLJ

2 00 00 00 0O 00 00 OO OO 00 0O 00 OO 0O 00 00 00
1 L[5 45 25 31 38 30 34 3238 3€][20 2020 20 20 20]

0 [FA 08 AA 1A] [42 08 04 00 62 63 64 65 €6 671 68 €9]

NUID

Manufacturer
Data

Fig. 10. Result of the data inside sector 0 of a written tag.

3. Results and Discussion

This section presents the performance evaluation of the proposed system from the
aspect of the interfacing device and the webserver. The system’s performance is
evaluated based on the results shown on the web pages and displayed on the LCD
of the interfacing device and the data being sent through the serial monitor. Five
volunteers from the institution participated in the test. Three students’ information
was registered into the attendance system database in interfacing device evaluation.
All three students are responsible for attending their respective classes based on the
given timetable that emphasize the specific classroom (venue), time, date and
subject. Compared to the Arduino Uno in the aspect of storage space, dynamic
memory and digital input/output pins, an issue may arise related to the bottleneck
of dynamic memory. Referring to the Arduino IDE software, the compilation of
code on the Arduino Mega has only utilised 10% of program storage space and
21% of dynamic memory, while the compilation of code on the Arduino Uno has
used 79% of program storage space and 84% of dynamic memory. It is important
to note that the proposed system is ready to be deployed and adopted as a feasible
attendance system in the university. The RAM of the Arduino Mega is less
concerned as the codes are stored in the server rather than the microcontroller itself.
The employment of multiple slaves (receiver) applies in multiple classrooms with
only one master. Figure 11 shows the messages printed on LCD during the setup
phase. Figure 11(a) shows the successful synchronisation using the server. Figure
11(b) illustrates the date and time on the LCD, at which during this stage, the
interfacing device is in the looping phase when a card is tapped onto the interfacing
device and the connection to the server is established. The student identification
number and device status are displayed on the LCD of the interfacing device when
a student taps a valid card.

Journal of Engineering Science and Technology February 2023, Vol. 18(1)



270 W. C. C. Choe et al.

(a) Successful initialisation (b) Time synchronisation message

Fig. 11. LCD of the interfacing device.

Figure 12(a) illustrates the date and time on the LCD. During this stage, the
interfacing device is in the looping phase, where no card is detected. Figure 12(b)
shows the messages printed on the LCD when a valid card is tapped onto the
interfacing device and the connection to the server is established. The respective
student identification number and device status are displayed on the LCD. Figure
13(a) shows the message printed on the LCD when the attendance of the respective
student has been successfully recorded. In contrast, Fig. 13(b) shows a failure case
when the student attended the wrong subject or the wrong classroom (venue).

(a) Date and time. (b) Student ID and device status.
Fig. 12. LCD of the interfacing device.

m
|
|
'

(a) Successful attendance record. (b) Failure attendance record.
Fig. 13. LCD of the interfacing device.

Figure 14 shows the serial monitor information sent from the interfacing device
during the setup phase. The entire system was tested 35 times repetitively by
tapping the tag onto the reader and creating and deleting multiple accounts. The
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testing phase showed no errors proves that the proposed attendance system has a
100% accuracy and success rate in recording the attendance of the students and the
development of the webserver. Figure 15(a) shows the messages sent from the
interfacing device to the serial monitor when the attendance is successfully
recorded, whereas Fig. 15(b) shows the unsuccessful attendance record.

S coms, - o0 x

sond

.| Network Configuration

Time and date retrieved
from server

- Successful time sync message

Indicates end of setup

response: 4%

(a) Successful attendance record. (b) Failure attendance record.

Fig. 15. Messages sent from interfacing device.

Timing analysis

The system’s processing time to mark a student’s attendance is crucial to pay
attention to, as an extended processing time may end up in a long queue for
scanning students’ cards on the interfacing device. There will be some delays in
each stage of checking in. There are two types of delays in the system; processing
delay and programmable delay. Each processing delay might not be significant
enough to be realized, but those tiny seconds that add up might become significant.

Processing delay is inherent in the system. Programmable delay is controlled
by the super users in the Arduino coding. The delay () function in Arduino coding
tells the Arduino board not to do anything for how long. There are two reasons why
such a delay is needed. The first reason is that the interfacing device has an LCD
to display necessary information to the students.

The LCD has a minimal size of characters to be displayed. At idle, the LCD
shows the date and time, which would take up most of the space on the LCD. The
other reason to delay the Arduino coding is to wait for the server’s response.
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A request sent to the server will need some time to travel along with the network
to the webserver, and processing at the webserver takes time. Thus, the response
from the server is not immediate and needs a delay in the coding.

Based on the flowchart in Fig. 9, a successful check-in would have two
necessary different information displayed and one request to the webserver. Set the
delay for waiting for the server’s response as 0.5 s and assume the overall
processing delay is 1 s at maximum. Then, the total programmable delay for
successful check-in progress is based on Eq. (1):

Time for attendance marking = (Time of each information on LCD X
Number of information) + (Delay set for waiting server’s respond) +
(Other processing delay) 1)

This makes the time taken for the developed attendance marking:
Time for attendance marking = (1 x2)+05+1=35s

Based on these assumptions, one student would take 3.5s to complete checking
in on the system, given that there is no error. Imagine that n students are lining up
to scan their student cards on the interfacing device for check-in. When the first
one is done, the entire line moves forward and takes one second. Then, the total
time for these n students to mark their attendance is based on Eq. (2).

Total time for n students = (Time each attendance marking X n) + (n — 1) 2)

This makes the total time taken for n number of students of the developed
attendance marking:

Total time n students attendance marking=4.5n - 1s

4., Conclusion

This paper proposed developing a student attendance system based on RFID
technology. Students can mark their attendance by tapping their ID card embedded
with an RFID tag onto the RFID scanner. When students tap their ID card, the
webserver will verify certain information to ensure they are in the right classroom
and right time for the class. The main contributions proposed to fill the research
gap is the verification of time, date, venue, and identification. The development of
this attendance system focuses on three significant aspects, including the web
server, network connection, and interfacing device. The web server stores data in a
database and is responsible for processing the HTTP request from the interfacing
device. Besides, the webserver is applied to host a website that allows users to
access the database. The network connection connects users and interfacing devices
to the webserver. The interfacing device retrieves information from the student ID
card, sends it to the webserver, keeps real-time data locally, and displays
information on the LCD screen. The interfacing device synchronises its time with
the webserver and sends attendance verification requests successfully. This work
proves that the proposed approach is practical, ready-to-deploy, and efficient, as no
error occurred when experimenting with 30 students attending a lecture. The RFID-
based student attendance system fulfils the idea of the “Green Campus” concept to
reduce wastage, breed a greener environment, and simplify usage. A sustainable
attendance system that uses the current resources available in the university is
developed to promote the act of reusing and reducing.
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Nomenclatures

n Number of students

Abbreviations

AC Alternating Current

AIDC Automatic Identification and Data Capture

CSsSs Cascading Style Sheets

DC Direct Current

EEPROM electrically erasable programmable read-only memory

HF high frequency

HTML Hypertext Markup Language

HTTP HyperText Transfer Protocol

ID Identification

IDE Integrated Development Environment

IEC International Electrotechnical Commission

loT Internet of Things

IP Internet protocol

ISO International Organization for Standardization

LCD Liquid Crystal Display

LF low frequency

MAC Media Access Control

MHz mega hertz

MySQL My Structured Query Language

NFC Near-Field Communication

NUID non-unique identifier

PHP Hypertext Pre-processor

RFID Radio Frequency Identification

RTC Real Time Clock

SD Secure Digital

UHF ultra-high frequency

VB.Net Visual Basic .Net

XAMPP cross-platform, Apache, MySQL, PHP and Perl
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