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Abstract

Ensuring integrity and authentication for data transfer are essential security goals that
will be achieved using cryptography. In this context, the cryptographic hash algorithm
was employed in many cryptographic applications and protocols such as digital
signature, message authentication code, data source authentication, Secure Socket
Layer and Pretty Good Privacy. An efficient security algorithm requires continuous
maintenance to fix the vulnerability exploited by an attacker to launch an actualized
threat. The prefix collision attack was a successful attack against SHA-1 that took
place in January 2020 which exploited the weak point in the algorithm design. As a
consequence of this attack, some authentication protocols rejected the certificates that
were signed with SHA-1. This paper introduces a randomization principle to control
the threats against SHA-1. Randomization is achieved by a pseudo-random sequence
generator which consists of Linear Feed Back Register and Best Resilient Function.
The pseudo-random sequence operation of the improved algorithm receives an input
binary sequence of length 128-bit and produces an arbitrary binary output with good
randomness properties. The proposed algorithm works in two modes. The SHA1-
Tight in which the proposed operation is utilized in the message expansion stage, and
the compression function. While in the SHA1-Light, the SRS is implemented in the
message expansion step only. In the test scenarios, SHA1-Tight passes tests with the
optimal value and demonstrates the algorithm efficiency for signing a certificate on
the authentication protocol. The SHA1-Light passes tests with a result close to the
optimal value and ensures message integrity. On the other hand, the obtained results
from SHA-1 are disappointing. The proposed works imply the effectiveness of
utilizing randomness in designing hash algorithms to provide collision resistance.

Keywords: Authentication protocol, Best resilient function, Collision Attack,
LFSR, Pseudo-random generator, SHA-1, SSL Certificate.
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1. Introduction

The incremental growth of information sharing on the web raises privacy and
integrity requirements for private and privileged data, such as passwords, user 1D,
and encryption keys [1]. The SHA gives computers a way to quickly authenticate
and decrypt specific shared information, such as the SSL certificates. SHA creates
a unique digest of a certificate and its signature such that fraud people cannot
expose the private data [2]. The family of SHA includes different versions of hash
algorithms like SHAO, SHA1, SHA2, and others. The SHA-1 is considered the
most basic version of the hash which provides a shorter code with fewer
possibilities for unique combinations. Whilst SHA-2 or SHA-256 creates a longer
and thus more complex hash [2].

Several trials were issued to break down the SHA-1. These attempts depended on
the inheritance weakness of the design since the SHA-1 was a modified version of
SHA-0. The first attempt attacked the message expansion step because of a linear
function employed, bitwise shift. Exclusive OR (XOR) operations imply constructing
the whole expanded message given any consecutive words. Later, the reconstructed
block was considered a principle to suggest a more sophisticated effort to find a local
collision in the algorithm. Successful collision attacks require the construction of a
collision vector or disturbance vector in reasonable time complexity. Up to now,
several studies [3-15] had demonstrated that the SHA-1 was not collision-resistant.
In 2015, new SSL certificates with SHA-1 were phased out. By 2016, it became
mandatory for SHA-2 to be used for all new certificates. However, some old
certificates remain, which is why SHA-1 is still being used to this day [1].

It is not unrealistic for a particular hashing algorithm to remain secure for a
decade for example; a valid SHA-2 signature-less secure in 2020 because attacks
against cryptography will improve, and computer processing power will become
cheaper. For this reason, improvements to the algorithm become necessary to
prevent compromising security. The research questions here are, firstly, is the SRS
operation will countermeasure the collision attack in the SHA-1 such that the
improved algorithm passes the required test and proves the resistance against
collision, secondly, can we consider pseudo-random sequence as a new design
principle in developing the hash algorithm. This work aims to fix a weak point in
the SHA-1 for better performance as SHA-2. Therefore, it can be used securely for
signing certificates in the authentication protocol.

The following contribution had been made by the proposed work:

¢ Develop a pseudo-random sequence operation called SRS, which is a high non-
linear operation based on 6-LFSRs and a cryptographic Boolean function called
BRF with good randomness properties. The SRS operation is considered as a
general design feature that can be employed efficiently in the SHA-1 as required.

e Employ the SRS operation in the SHA-1 to get high non-linearity in (i)
message expansion step and (ii) compression function step for updating the
internal buffer and initialization keys regularly before using them. The second
step is a new proposed step.

o Implement two modes for the proposed algorithm according to the use of the
SRS operation. The SHA1-Light in which just step 1 is applied, and the SHA1-
Tight that employees both steps.
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o Test and evaluate the suggested algorithm together with SHA-1, SHA-2 using
several evaluation measures to prove their efficiency and discover flaws of SHA-1.

2.Background Material

This section discusses the material have been used with the necessary measurements.

2.1.Description of SHA-1

The hash algorithm accepts an input message of arbitrary length and produces fixed
output called the message digest. Besides producing a fixed output, the hash
function has to satisfy the requirements of irreversible and collision-free. Hence,
this is why called a secure hash algorithm [2]. The SHA-1 works on arbitrary
message length and produces a 160-bit message digest. The message is converted
to a 512-bit block and each block has to process using mainly two steps. Firstly, the
message expansion step where the 512-bit block fragmented into 16-words each
with 32-bit length. Then these words are used to construct another 64-word to get
finally 80-words (W(0), ..., W(79)) [1] as shown in Fig. 1. Secondly, the
compression function step where the 80-word proceed using 4-internal logical
operations (F'1, F2, F3, F4) with the assistance of 4-keys (k1, k2, k3, k4) to produce
5-variable each of 32-bit called (4, B, C, D, E) that are forwarded to the next block
[2]. Figure 2 shows the compression function process.
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Fig. 1. The message expansion step in the SHA-1 for single block.
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Fig. 2. The block diagram of the compression
function operation in SHA-1 (single block).
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2.2. Attacks on SHA-1

The most common attack on the hash algorithm is the collision attack in which the
attacker seeks to find a fabricated message that has the equivalent message digest for
the current input message. In other words, Horiginal = H fabricare- S0, the attacker looks
for the weak points in the algorithm and exploits them to lunch actualized threats.

The first attack was launched on the message expansion stage of SHA-1 in [3-
4] following that several trials on collision attacks announced by authors as listed
in Table 1. This work aims to prevent the aforementioned attacks.

Table 1. List of collision attacks on SHA-1.

Ref. Attack type Complexity
[S] Collision on reduced version of SHA-1 <280
[6] Collision on full version of SHA-1 < ¥
[71 Collision on full version of SHA-1 263
[81 Two-block collision for 64 rounds 2=
[9] Collision for full SHA-1, withdraw 251257

paper because wrong estimation

[10] Collision for full SHA-1, withdraw s

paper because wrong estimation

[11] Free-start collision 2047
[12] Free-start collision P
[13] Chosen -prefix -collision 2771
[14] Chosen -prefix -collision Pl
[15] Chosen -prefix -collision 2034

2.3.Confusion and diffusion

Message repetition has been observed as a weakness in the practical cipher-like
hash function because the attacker uses them to conclude the original message. The
diffusion and confusion principles proposed by Shannon are widely employed to
address this problem. The purpose of diffusion is to hide the statistical arrangement
of the input plain text, and this can be achieved by scattering out every bit in the
input message along with the output message. On the other hand, confusion
disturbed the relationship of the statistics of ciphertext on the statistics of plaintext
and was performed by transformation function like substitution [2].

2.4.Pseudo-random sequence generation

The pseudo-random sequence is defined as a series of semi-random bits generated
according to an algorithm and widely used in the asymmetric cryptographic
algorithm for encryption key generation. The pseudo sequence is produced using a
pseudo-random generator that uses a cryptographic Boolean function that satisfies
cryptographic properties such as high nonlinearity, high algebraic degree,
balancedness, and high order of correlation immunity to generate the stream [16].
Among available cryptographic functions, the BRF is considered as an optimal
choice since it exhibits a high nonlinearity level compared to a small algebraic
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degree besides other features like correlation immune and blandness. In other
words, BRF is a single Boolean function that can provide necessary cryptographic
properties for the pseudo-random number sequence generation [17]. The pseudo
generator uses the LFSR for its ease of implementation in hardware and software
as a source to transmit a binary input to the Boolean function where the latter
evaluate it and produces a 1-bit output. As the name implies, the LFSR calculates
an input bit based on its previous state using a linear feedback function then shifts
the content of the register right to output the last bit [18] as shown in Fig. 3. The
number of employed LFSR in the generator is equal to the number of variables in
the Boolean function. The n-variable Boolean function requires n-LFSR to feed the
input. For instance, if the Boolean function has the ANF = x;x,+xi, then the
generator uses 2-LFSR, one for each variable.

Feedback bit Output bit

Lo [-a |—~;.

Ny e Currentstate= 01101

New state=00110

Fig. 3. The simple LFSR.

Figure 4 shows a block diagram of a pseudo-random sequence generator. In this
paper, the pseudo-random sequence generation principle is used to develop an extra
one-way operation for a hash function called SRS operation, such that it will be
employed in the design when necessary.

LF5R1

LF5R2

Fig. 4. The block diagram for pseudo-random sequence generator.

2.5. Evaluation measures

To answer the research questions that are related to the suggested SRS operation,
the following group of measures was used to test the output digest and prove the
collision resistance [19].

Journal of Engineering Science and Technology August 2022, Vol. 17(4)



2882 A. A. Yousufand T. S. Atia

2.5.1. Hamming distance test

The randomness test measures the number of changed bits between two messages
digests as follow [19]:

HD =M, @ M; (1)

2.5.2. Bit variance

The bit variance test involves measuring the frequency distribution of 0’s and 1°s
in a given message digest. The purpose of this test is to estimate the effect on the
output digest when changing one bit in the input message. For optimal distribution,
the probability P(1) = P(0) = 1/2 for all bits in the message digest which means that
the bits are uniformly distributed [19].

2.5.3. Confusion and diffusion test

The optimal confusion is related to the optimal hamming distance that is greater
than or equal to the message digest over 2. The ideal diffusion effect for the
message digest is a 50% probability of changing bits on the output for any tiny
changes in initial conditions Eq. 2 (average Hamming distance) and Eq. 3 (mean
change probability) were used to measure the confusion and diffusion respectively.
Stability of the confusion and diffusion is considered as a critical factor to prove
the collision resistance and measured by standard deviation. Standard deviation is
a statistical term that measures the amount of variability around an average. The
lower variability in data (means results very close to the mean) is the smaller
standard deviation. The optimal value for this measure is bounded between [-2, 2]
which indicates high stability. Eq. 4 (standard deviation for average Hamming
distance) and Eq. 5 (standard deviation for mean change probability) were used to
evaluate the stability of confusion and diffusion.

The average Hamming distance is given as [19]:

AHD = <Y HDi 2)
The mean change probability is formed as [19]:

Pb = (AHD/160) x 100% 3)
The standard division for AHD is [19]:

1 .
AAHD = \/EZ?LI(HDL — AHD)? (4)

The standard deviation for mean change probability is [19]:

APb = \/ﬁZﬁ‘Ll(HDi/MO — Pb)* % 100% )

2.5.4. Collision resistance test

Collision-free is considered as a primary design property for a one-way encryption
algorithm. It is implied that the message digest is unique for an input message. In
this test, the message digest converted to ASCII characters, and the Hamming
distance measured between the original and modified input message.
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3.The Improved Hash Algorithm

The improvement to the SHA-1 focuses on using the pseudo-random sequence
generator to provide a high non-linearity level in the algorithm design such that the
output from specific stages in the algorithm is uncorrelated to its input making the
collision attack infeasible. Figure 5 illustrates the proposed non-linear SRS
operation. As shown a pseudo-random sequence generator was developed
consisting of 6-LFSRs with different cell sizes combined with a BRF. The design
satisfies the requirement of pseudo-randomness where the GCD (LFSRi, LFSRj) =
1, and the combiner function was passed the test of a cryptographic Boolean
function. The generator was workings on 128-binary input and could produce any
desired binary length.

LESR1

™~ X1

LESR2 P s
LESR3 — X3 — Rk X —>
LESR4 0
X5
LESRS e
LESR6

Fig. 5. The block diagram for proposed SRS generator.

Table 2 summarizes the employed polynomials function. The best resilient
Boolean function has 6-variables with a degree equal to 3, the correlation immune
= 2, and non-linearity = 24, and they computed using the specific rule and pass the
required test (the computation rule and test are out of the work scope, here only the
proved unction employed for the design), the function given by [17]:

(Xy ey Xg) = XpXgXs + X1 Xy + XpXs + X3Xs + X1 + Xy + X5 + X (6)

The design goal for SRS is not preventing the active attacks that focus on reveal
the LFSR's initial state but to increase the difficulty in guessing it. The attacker will
try 2128 to recover the initial states for the generator. The SRS operation is utilized
in the improved algorithm for two purposes:

Table 2. List of LFSR with feedback functions.

LFSR Size ANF

LFSR; 3 X+X2+1

LFSR; 5 Xo+X3+X2+X+1

LFSR; 23 XB+X X0 XXX+ X X0+

LFSR;y 29 XU X274 X264 X254 18- x4 x5 ¥9 X0+ X5+ X2+ X1

LFSRs; 31 X X7 X204 X2+ X184 Y144 Y34 X0+ YO+ X5+ X2+ X+ 1

LFSRs 37 X7 X314 X304 X264 X251 X244 y214 xA64 x154 X4 X134 X7+ X0+ X2+1

Journal of Engineering Science and Technology August 2022, Vol. 17(4)



2884 A. A. Yousufand T. S. Atia

3.1. Modify the message expansion stage

In this step, the XOR operation switched to concatenation such that the final string
length equal to 128 that fed to the proposed SRS function, then the required 32-bit
word size was generated as shown in Fig. 6. The purpose of this modification was
to convert the process of producing the remaining 32-bit words from linear to non-
linear, raising the resistance level to the differential trail attack, and other attacks
use the linearity of this step as a base to construct a collide message. This step
would be executed once for each input 512-bit block.

N —V
\ W(O)‘ \ W(2) \ | W(8)| \ W(14)| |w(16) \ W(17) | \ \ \ \ \W(m)\
.Sz-hit 32-bit 52-bilt 52-Ihit
L ! I ! : Next word
128-bit SRS: Pseudo Random Sequence Operation
32-bit —J

Fig. 6. The modified message expansion stage for improved algorithm.

3.2.Scattering and substitution stage

The purpose of the substitution and scattering operations is to provide confusion
and diffusion through a high uncorrelated sequence. SRS is a one-to-one function
that worked with 128-bits and is distributed equally (32-bit) among B, C, D, and Kt.
This operation would be executed four times for each input 512-bit block for
ensuring a new value for B, C, D, and Kt up to 20-iterations. Figure 7 illustrates the
operation inside the compression function after modification.

W(0)...w (19) W(20)...w(39) W (40)...w (59) W (60)...w (79)

Ini-Key I T
N B = ,_lL/)
e 5%

— = N

o lsls 5w o ke >
= ES 5 > R
S P ot [ RS 5—> = F4 —>| Round
1] s —s [5>

/

Fig. 7. The block diagram for substitution and scattering operation.

The proposed SRS operation was flexible, which means it could be incorporated
as needed in the algorithm and feeding the input in different ways, besides using
the different configurations for LFSR functions; the RBF function. Two-mode of
implementation were suggested the tight mode that employs step a, and b, and
the light mode that implements step a. Finally, the positions of the operation, the
mode of implementation, and input construction for the SRS operation were
considered a secret implementation parameter, which in turn hardening the attack
on the algorithm. The algorithm below summarizes the steps of the improved
SHA1-Tight algorithm.

Journal of Engineering Science and Technology August 2022, Vol. 17(4)



Collision Resistance Secure Hash Algorithm Based on a Pseudo- . . .. 2885

Improved SHA1-Tight
Input: message with arbitrary length M

Output: 160-bit message digest D

Begin

Stepl: convert message to binary M

Step2: add padding block to M

Step3: divide M into blocks each of 512-bit length
Step3: for r=1 to number of blocks

Step4: Divide M(r) into 16 words W(0), W(1), ..., W(15), “where W(0) is the
left-most word”.
Step 5: Fort =16 to 79 let
5.1 W(t) = SRS(W(t-3) W(-8) || W(t-14) || W(¢-16))).
Step6: Let A = HO, B=HI1, C = H2, D = H3, E = H4, Begin=0, Finish=19
Step7: Fort=1to4 do
7.1 For j= begin to finish do
7.2 B’,C’,D’,Kt’=SRS(B||C||D||k:)” SRS is Pseudo random Sequence
operation

5
7.3 TEMP =S (A) + GB,C\D) + E+ W)+ K gu i a0

times
T4E=D;D=C;C= S3O(B); B =A4; 4 =TEMP.
7.5 Begin =begint+20
7.6  Finish =finish +20
Next j
Next i

Next r” next block from message

Step8: Let HO = HO+A, Hl =Hl+B, H2=H2+ C H3=H3+D, H4 = H4 +
E.

Step 9: D= HO||H1||H1||H3||H4||H5

Step:10 return D

End

4.Result and Discussions

As mentioned in the literature review, collision attacks were successfully on a hash
algorithm due to the weakness inherited in the design represented in the message
expansion step and the compression function. It was hypothesized that using SRS
could control the actualized collision threats. Concerning the research questions,
the measures introduced in Section 2.4 were implemented between original and
modified message digest. The modification was achieved by flipping a random bit
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in the original input message to yield a modified message. This process continues
for N time as required by a specific test.

Table 3 gives the obtained results of implementing Hamming distance test when
N equals 512. For this test, the optimal HD for the message digest of length 160
should be 80 based on Eq. 1. Four clusters are found relative to the minimum and
maximum value gained and identified as low where HD < 69, a middle where
(70>HD > 79), optimal where HD =80, and very optimal where HD > 81.

Table 3. HD test results.

. Range Percentage
Algorithm  Cluster of HgD Frequent (frequent /Sng)%
SHA1- low 65 to 69 37 7.22
Tight middle 70 to 79 235 45.89

optimal 80 30 5.85

v.optimal 81 to 97 210 41.01

SHA1- low 61 to 69 113 22.07
Light middle 70 to 79 264 51.65
optimal 80 33 6.44

v.optimal 81 to 89 102 19.92

SHA-1 low 50 to 69 278 54.29
middle 70 to 79 209 40.82

optimal 80 15 2.92

v.optimal 81 to 83 10 1.95

From Table 3, we can note one interesting finding is that the SHA1-Tight scores
the best HD for v. optimal cluster = 41.01. Another important result is that SHA1-
Tight gains the smallest HD for low cluster = 7.22 which means flipping one bit in
the input message will produce an uncorrelated message digest. The results of
SHA1-Light indicate that this algorithm performed better than SHAI in cluster
middle, optimal, and v.optimal. One unanticipated finding is that SHA1 obtained
the smallest number of D on optimal and v.optimal clusters. Also, it scores the
largest hit ratio for the low cluster. These findings indicate the dependability
between input message and output digest.

Table 4 gives the calculated frequency distribution for all versions of SHA when
N=1024.

Table 4. Bit variance results.
Expected Frequency distribution of 1’s 1024/2= 512
SHA1-Tight = 550
SHAT1-Light = 500
SHA-1= 290

Calculated Frequency
Distribution of 1’s

The clear finding to emerge from this test is that the avalanche effect for
SHAT1-Tight is 53.71 out of 50%. This result implies one-bit modification in the
input message would be reflected in the output digest halves of the times caused
low collision possibility. Contrary to expectations, this test did not find a
significant result for SHA1 = 28.38 out of 50 %. This test demonstrates that the
output digests are unchanged for 21.26% in any modification which increases the
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collision possibility. Referring to Table 4, comparing SHA1-Light with SHA1
shows that the avalanche effect for SHA1-Light = 48.82 which is out of 50% better
than SHAT1.

Table 5 summarizes the confusion and diffusion test for N equal 512, 1024, and
2048 messages. In three cases of this test, the SHA1-Tight gains a mean AHD
=79.88 (close to 80%), and Pb = 49.89% (close to 50%). These results imply a
valuable transformation function that disturbed the relationship of the statistics of
input message on the statistics of the message digest. In addition, an adequate
scattering function was performed of every bit in the input message along with the
output message. The SHA finding is unexpected (mean of AHD =61.11 and mean
Pb=38.81) and suggests a relatively high correlation between input message and
output digest caused by weak substitution and permutation function. Considering
the value for AAHD and APb in SHA1-Tight are < 2 while in SHA are > 2. These
findings indicate the distribution of HD is very close in value to the mean AHD and
mean Ph for SHA-Tight and thus demonstrate the stability of confusion and
diffusion. While SHA 1 demonstrates more variance in the spread of HD around the
mean AHD and Pb around mean Pb and that indicates instability. Figure 8 shows
the standard deviations for these algorithms.

Table 5. Confusion and Diffusion results.

N 512 1024 2048 Mean

Alg. T L SH T L SH T L SH T L SH

AHD 79.01 7236 58.14 80.22 7391 60.87 8042 7536 6732 7991 73.87 62.11

Pb 49.30 4522 36.33 50.13 46.19 38.04 50.26 47.1 42.07 49.89 46.17 38.81
AAHD 1.67 270 4.64 155 256 49 146 270 440 156 265 4.64
APb 1.88 285 472 190 276 406 196 285 417 191 282 43l

A A ™~
M\ T\
fot A {0 B / 1 \
| \ f 1\ |
/ [ s
f \ / \
\
/ \ / \
/ \ / Y
%
y / \ // \\
/ "\‘ f/ | \\ / 1 \\
S T R A . Sagm sl e onet o —— e o
-2 7991 2 -3 7387 3 -4 62.11 4
MAHD IV1AHD MAHD
SHAL-Tight SHA1-Light S

Fig. 8. The stability of confusion and diffusion for SHA versions.

Figure 9 shows the collision value for the collision resistance test for the 2048
message. As shown in the above-mentioned figure, SHA1-Tight has a minimum
collision number which is less than 2 (maximum collision for SHA-Tight in Fig. 9)
that implies the sensitivity level changes which is greater than or equal to 80%
(computed as (ASCII digest length - number of collisions)/100) for changing the
input. The SHA1 collision is 10 which mean 50% of the message digests are fixed
between the original and modified message. The SHAI result indicates that the
sensitivity level is less than or equal to 50.
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Fig. 9. Collision frequencies.

The findings for the improved algorithms in the Hamming distance test, bit
variance test, confusion/diffusion test, and collision resistance test are explained by
the fact using SRS operation in the message expansion step. It randomizes the
generated 80-words and eliminates dependability between the input message and
output word. Also, SRS operation utilizes in the compression function strengthens
the transformation and scattering features that yield valuable substitutions and
permutations process. A possible explanation for SHA1 results may be the lack of
adequate randomization in the message expansion. On the other hand, the
compression function is weak in providing substitution and permutation. These
results support the hypothesis that pseudo-random sequence generation is a
valuable randomization method that eliminates the correlation between input and
output. So, this finding has important implications for developing a hash algorithm
with this principle.

The last test applied was time analysis. The time that the algorithm consumes
to produce the message digest reflects the efficiency of the algorithm. However,
the implementation is platform-dependent. The obtained results that are illustrated
in Table 6 were observed when the implemented algorithm was run on an Intel Core
15 CPU with 2.50 GHz and 6 GB of RAM for different file sizes.

Table 6. The proposed algorithm execution time.

File Size Time in sec  Time in sec for Time in sec for
for SHA-1 SHAI1-Light SHA1-Tight
1K 0.245 0.292 0.386
3K 0.289 0.557 0.577
5K 0.323 0.704 1.160
10K 0.396 1.456 1.880
15K 0.450 1.731 2.671
25K 1.212 1.911 2.906
50K 1.865 2.353 3.574
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Table 6 gives the execution time for the algorithm on text files from 1K to 50
K to support the hypothesis about the trade-off between complexity in design and
execution time for providing a higher security level. In this test, for 1K and 3K,
SHA1-Tight exhibits a longer execution time which is one and half times compared
to SHA1. However, the observed difference between them is not significant if we
consider the approved security measure.

Furthermore, using computing resources with higher computation capability
can overcome this challenge. Surprisingly, no big differences are found in
execution time when file size was doubled. The time difference is 0.23 and stable
at 0.17 (these values were computed by dividing the execution time by the file size
for all samples) and this finding is unexpected and suggested that there is a small
overhead in computing resources when file size becomes larger.

Finally, Table 7 shows the evaluation results of the previous tests for the
improved algorithms with the current best solution (SHA-256). The obtained
comparisons of the findings from Table 7 with those of SHA-256 confirm that the
proposed algorithm performs well.

Table 7. Comparison to the best current solution.

Bit Confusion

Algorithm PercentageHD Variance and diffusion Collision
SHA1-

Tight 49.21 546 80.12 1
SHA1-

Light 41.32 478 77.54 4
SHA-256 51.41 590 82.1 0

5.Conclusion and Suggestions for Future Works

In this paper, an improved version for SHA-1 is proposed. The improvement involves
embedding a pseudo-random sequence operation formed based on LFSR and BRF
into the original SHA-1 design.

Two modes of implementation are suggested; the first one is the light consisted
of use modified rule message expansion and the second is tight employs an
augmented step to change the constant value for internal buffers and initialization
key. The proposed operation is considered flexible and can be applied to different
configurations for increasing the immunity level.

Six evaluation tests were applied to a different number of messages to assess the
improved algorithm. Test results established that the SHA1-Tight mode was very
efficient, where it passed the test with optimal condition value when it was compared
to SHA-1 tailgated by the SHAI1-Light. However, there is a slight difference in
execution time for SHA-Tight as a result of the new operation.

We recommended using the improved SHA in a tight mode for authentication
protocol and certificate generation while the light mode might be used to secure a
large file size. The main suggestion for future works involves the use of a nonlinear
feedback shift register or carries feedback shift register in forming the pseudo-random
sequence operation, also utilizing these operations in different stages in the algorithm
with different configurations.
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Nomenclatures

AHD Average Hamming distance
AAHD Standard division for AHD

HD Hamming distance

My Original message

M; i" modified message

N Sample number

P Probability

Pb Mean change probability

APD The standard deviation for mean change probability
Abbreviations

ANF Algebraic Normal form

BRF Best resilient function

LFSR Linear feedback shift register
NLFSR  Nonlinear feedback shift register

SHA Secure hash algorithm
SRS Pseudo-random sequence
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