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Abstract

The moving process of a running virtual machine between specific hosts with no
client recognized interruption called live VM migration. In cloud computing
environment, clients cannot notice live migrations nor prevent it from happening.
Many advantages come out from live VM migration process such as workload
balancing, fault takeover, hardware maintenance, and high availability. However,
it can lead to many security vulnerabilities through migration. In this paper, we
propose a lightweight encryption technique combined with securely key
exchange and authentication mechanism to face security vulnerabilities through
live VM migration. Furthermore, we investigate active attacks on virtual cloud
environment that can lead to increase energy consumption, and we prove that by
using our proposed technique, energy can be reduced comparing to the situation
of system under attacks. Implementation and effectiveness prove of the proposed
technique is achieved using CloudSim toolkit. Our experimental results show that
our presented work can secure data migrated in cloud not on the account of
energy consumption. The end results will be produced by comparing the energy
consumption with security, without security and with attacks probabilities.

Keywords: Light weight cryptography, Live VM migration, Power consumption,
VM migration security, VM migration vulnerabilities.
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1. Introduction

In IT industry, cloud computing as an emerging technology has been grew rapidly due
to the benefits of different sub-technologies and concepts such as distributed
networks, processing power, virtualization, sharing, connectivity, and storage [1].
Recently, enterprises and users have been provided with unlimited storage areas
and on demand services via cloud-based services which make the cloud very
preferable technology [1].

Despite the significant advantages of the cloud technology, there are several
critical issues that could impact the efficiency and reliability of this modernistic
ongoing technology [2]. Load balancing and power consumption are two of these
critical concerns that affect cloud environment efficiency [3, 4]. Some researchers
tried to solve these issues using virtual machine (VM) migration [5-7]. VM
migration service is defined as the moving process of a VM from an under-loaded
or overloaded host machine to another one to improve load balancing or resources
and power consumption reduction [8]. Non live migration and live migration are
two used techniques of VM migration [9].

Non-live migration is migration of a switch off VM [10]. This migration suffers
from some drawbacks such as losing VM status and interrupting user service [10].
To avoid this drawback, minimize down time and improve migration performance,
live VM migration is used [11]. VM live migration allows migrating the running
VM or application from a specific physical host to other eliminating application or
client disconnection [12]. Live VM migration is commonly used to balance the
work of PMs, provide better sharing of infrastructure, elastic scaling, better fault
tolerance and ease hardware maintenance [13].

However, when VM contents are migrated, the migrated data can be exposed to
many security and integrity issues due to the connectivity network [14]. In addition,
even the VM code can be vulnerable to various attacks [15]. As a result, the attacker
can have the ability to compromise the migration module where the VM can be
relocated to a compromised server or controlled by a compromised hypervisor [14].
Therefore, live VM migration is a serious process that requires being achieved
securely [15]. To protect the migrated VM, some investigators suggested VLAN
[16], CoM [17], IPSec [18] and Role based migration [19]. The main issues of these
approaches are the growing in administrative costs and complexity since the VM
population grows [20].

On the other hand, encryption algorithms as a security solution for live VM
migration can eliminate the demands for further hardware or even dedicated
networks. Moreover, it can be employed in various networks such as local area
network (LAN), metropolitan area networks (MAN), campus area networks
(CAN), and wide area networks (WAN) [20]. Therefore, it seems that encryption
could be an attractive solution to secure data through live VM migration. However,
some researchers claimed that different security models can consume energy with
different percentages depending on model complexity (hardware and software),
authentication technique and transaction size [21]. Even cryptography methods can
consume energy with different percentages depending on key size, processing time
and migrated data size [22]. This can create a confliction with one of the reasons of
using live migration which is reducing power consumption.
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In this paper, we propose a lightweight encryption algorithm combined with
DHKE and Blind signature to secure data migrated through live VM migration.
Lightweight encryption technique is a sort of symmetric cryptographic algorithms
designed to be implemented in restricted environments such as health-care devices,
contactless smart cards, sensors, RFID tags, and so on. The percentage of energy
consumption and chip size are two significant measures that used to evaluate the
properties of lightweight technique in hardware applications. Whereas in software
applications, RAM size and smaller code are utilized for the evaluation [23].

Generally, block cipher and stream cipher are the two main classification of
lightweight encryption technique. In block cipher, a fixed plaintext block size is
encrypted while a byte of plaintext is encrypted at a time in lightweight stream
cipher. Comparing to stream cipher, block is more commonly employed to encrypt
computer communications [24]. We prove that our proposed lightweight not only
secure the live VM migration but can also conserve energy when the system is
under attack.

Specifically, our contributions include: (1) investigating active attacks on
virtual cloud environment that can lead to increase energy consumption; (2)
discussing current security techniques that have been proposed to counter these
threats and discuss its advantages and drawbacks; (3) proposing a new secure
method including lightweight encryption algorithm, which not only reduces the
probability of live VM attack, but also satisfies the power consumption constraints;
(4) testing the live migration phase by investigating the parameters system
performance, migration downtime, energy consumed in migration without
suggested security model, with suggested security model, on attack without
security model and with security model; and (5) implementing and verifying the
effectiveness of our new policy using CloudSim simulation.

2. Literature Review

Workloads balancing, VM consolidation, online system maintenance, and fault
tolerance are all benefits gained via employing live migration [25]. Unfortunately,
the disclosed vulnerabilities of VM live migration caused serious security concerns.
In industry, these concerns impact on utilizing this technology for sensitive
implementations [26]. The research achieved by former investigators on live
migration do not take in consider or concentrate on its security issue. There are
several security challenges are discovered when implementing the technique of VM
live migration in Xen, VMware, etc. [27].

Lack of data migrated encryption by the migration protocol could be the most
significant security challenge in VM live migration. The whole VM data are
migrated as a clear text including kernel memory, sensitive information like
passwords and keys, current state of running implementations. Based on that, the
migrated data is considered exposed and hence can be accessible by attackers [28].
Oberheide et al. [29] proved empirically that live VM migration is prone to passive
and active attacks. These attacks are classified based on the causes that let them
occur to improper access control plan, unsecure migration channel, and loopholes
in migration module.
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2.1. Improper access control plan

An improper access control plan allows an unauthorized user initiating a VM
migration and termination process. Besides, this plan is responsible for making
decisions related to sharing resource, accessing hypervisor (VMM), isolating
among VMs located on the same PM, etc. [1]. Lax security arrangements can assist
an attacker in performing the following attacks:

* Inter VM attack
 False resource sharing
* Guest VM attack
 Internal attacks

» Denial of service attack

The operations of VMM including initiating and managing live VM migration
need to be resistant against tampering and authenticated [30].

2.2. Unsecure migration channel

Generally, in migration process, memory contents including application data and
kernel states are migrated from one PM to another. The unsecure migration channel
can be an issue due to the used migration protocol. The data migrated over the
networks employs a migration protocol that does not encrypt the migrated VM
contents which make them vulnerable to be attacked [31].

DNS and ARP spoofing can be utilized by the attacker to launch man in the
middle attack (MITM) over unprotected communication network. Based on this,
passive and active attacks can be produced during the migration. Comparing to
active attack, which is a serious issue, passive attacks give the attacker the ability
to secretly read the migrated data which can contains sensitive information such as
keys and passwords or capture the genuine packets and reply it later. Thus, to
reduce tampering and snooping tries on migrated data, the used channel should be
protected and secure [32].

2.3. Loopholes in migration module

The functionality of VM migration is implemented via software component
defined as a migration module. In migration module, there are several loopholes
that can be exploited by the attacker including stack, heap, and integer overflow
etc. They can be utilized for injecting malicious code, compromising VMM, or
even stopping the migration [33].

3. Attack Identified

Some of the attacks are identified at virtualization layer. Below is a description for
some of the attacks occur during live migration process.

3.1. Man in middle attack

During dynamic consolidation of VMs in cloud data centres, VMs are migrated
from one host to another according to their current resource requirements. To
perform MITA, attacker may logically locate himself in the transit path of VM
migration utilizing some mechanisms like route hijacking, DNS poisoning, and
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ARP spoofing. Figure 1 shows how an attacker can modify the original VM with

malicious VM during live migration [34].
| Attacked VM
*

Target Host

Migrated VM

Source Host
Unencrypted
Migrated Data

Modify VM by Malicious One

MITA [

Fig. 1. Man in middle attack in VM live migration.

3.2. Co-residence attack

In co-resident attack, a side channel is built in by an attacker to extract sensitive
information from VMs co-located on the same server or different server especially
through VM placement [35]. Potential loopholes in live migration can be exploited by the
attacker to increase their co-locating probability with the target. The attacker in this type
of attack can exploit timing information or power consumption to attack the system [36].

3.3. Attack between VMs or between VMs and VMM

Most important feature of virtualization is isolation, which means that any guest
VM is not able to access more resources than it has been granted. If this feature is
not deployed carefully by VMM, then it can become loophole for an attacker [37].
Improper configurations within host allows attacker to break out the isolation,
which further allows attacker to perform [38]:

 Denial of service: Attacker can modify VM to acquire all resources (storage,
CPU cycles, and memory) of the host and preventing other VMs to execute
their task units.

« System halt: Attacker can introduce an instruction which can force the
hypervisor or VM to crash.

* VM escape: Attacker takeover complete control over another VM. Attacker
can access memory of other VMs or of host and can execute its malicious
content on takeover system.

3.4. VM sprawl

In a virtual environment, the improper managing of VMs causes VM sprawling.
The main reason behind back to the continuous growth of VMs number where most
of them are idle or cannot recovered from sleep mode. As a result, the host machine
(HM) resources can be wasted [39].

3.5. VM controlled by host machine

HM controls the VM management, thus it is crucial to protect it from being
attacked. HM is responsible for starting, shutting down, and restarting the VMs
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running within a host, observing, and observing resources according to VMs
requirements, viewing and modifying VM images, and in some cases monitoring
applications or tasks running inside VMs. Thus, if HM gets attacked, attacker can
breach any of the above responsibility of HM [40].

3.6. Denial of service attack

In virtual environments, denial of service attack (DoS) is a serious VMs threat.
This attack may occur due to VMM misconfiguration that allows a specified VM
consuming all the available resources. Thus, all other VMs running on the same
PM can be suffered from starving. Hence, the network hosts can be functioned
inappropriately because of the shortage of hardware resources [41]. Distributed
Denial of Service (DDoS) attack can occur when multiple VMs compromise the
system [42].

4. Computer Security Requirements for VM Migration

In cloud environment, there are some main security requirements that need to be
presented to get secure live VM migration and incorporated in it. These
requirements are explained and formulated in this section [32, 43].

4.1. Authentication

In migration process, ARP poisoning and route hijacking mechanisms
are employed by the attacker to launch MITM attack. Avoiding MITM attack
can be achieved by allowing the VM source and target to authenticate each
other mutually.

4.2. Platform integrity verification

For trust establishment, the VM destination should identify itself cryptographically
to the VM source.

4.3. Integrity and confidentiality of VMs during migration

To immune an attacker from gaining any VM contents during migration besides
detecting any improper attempts to modify these contents, an encrypted channel
must be utilized. Based on this, some active and passive attacks can be avoided
involving memory manipulation and sensitive information leakage.

4.4. Authorization

To protect the process of live VM migration, a proper access control policy should
be presented. By employing access control list (ACL's) in VMM, unauthorized
actions can be prohibited.

4.5. Source non-repudiation

Source host cannot deny from the operation of VM migration. Public key certificate
can be utilized to achieve this feature.
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4.6. Replay resistance

In VM migration, data migrated can be captured by the attacker and replayed latter
to gain authentication. Thus, the process of live VM migration should be replayed
resistant. Preventing replay attack can be accomplished via utilizing Nonce's.

In next section, an analysis of existing security solutions is surveyed with
respect to previous security requirements.

5. Secure Live Migration: Suggested Solutions

There are many approaches that suggested by authors to protect live VM
migration in cloud datacentres. Some of these approaches and its limitations
are studied in this section.

5.1.Isolating the migration traffic

One of the common solutions employed to protect the migration process is isolating the
traffic of the migration. This can be achieved via creating a mini VMSs group or only
one VM to its own host-based virtual local area network (VLAN). In migration process,
a secure transmission channel can be defined by utilizing an isolating and segmentation
tool VLAN. In addition, the defined traffic can be isolated from another network traffic
[16]. However, this solution can face an issue related to the administrative cost and
complication growth is the growth due to the growing of VM population [44].

5.2. Network security engine-hypervisor

The concept of enclosing the hypervisor with the security engines of a network as
a way for intrusions uprooting is employed by the network security engine-
hypervisor approach (NSE)-VMM. In virtual environment, security can be
achieved by providing multiple components such as firewall, intrusion detection
and prevention system, and intelligent packet processing capability which all
included in NSE. For each migrated packet, the security context (SC) can be
maintained by NSE. In addition, based on the packet contents and SC, decisions
can be constructed [17]. The issue with this technique is in the transmission phase
where the execution context (EC) is encapsulated, but not SC. Thus, the VM can
be rejected at destination due to missing or not matching the demanded SC [45].

Figure 2 explains the framework architecture of live migration based on NSE-
VMM which proposed by Xiangin et al. [17] and defined as CoM architecture. The
framework consists of VM migration agent (VMMA), SC migration agent
(SCMA), live migration coordinator (LMC), NSE, and hypervisor core. VMMA is
an agent that interacts with the target machine VMM to provide it with the VM
encapsulated states. SCMA is employed to encapsulate and transmit the related SC
set directly via a dedicated channel. LMC is a coordinator works directly with
destination hypervisors LMC to perform the migration task parallelly.

Based on this framework, the traditional mechanisms of security (e.g., IDS and
firewall) can be applied effectively in the migration process. However, NSE-VMM
does not support all the security requirements mentioned in previous section.
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Fig. 2. Architecture of CoM framework.

5.3. Role based migration

This method depends on utilizing Intel vPro and TPM hardware to protect
migration process which is also called secure VM-vTPM. Figure 3 shows the
method high level architecture. According to this architecture, some components
should be involved [46, 47]:

« Attestation Service: This module is employed to establish a secure session for
subsequent communication by allowing the running VMM to introduce itself
cryptographically to the distention VMM. For verifying the integrity of the
system, the source performs a remote attestation after establishing a secure and
authenticated channel.

« Seal Storage: This module employed to insist storing role-based policies and
private key. The private key is utilized to encrypt the data responsible on
attestation. The hash of the booted relied OS is incorporated with the encrypted
data in which only a relied OS with the same hash is allowed to unseal it.

« Policy Service: To manage policies of VM migration decisions such as from
which host the VM should be migrated and which one has the power to receive
it, policy service is used.

« Migration Service: The remote server can employ the migration service to
check if the target machine meets the migration security requirements before
taken the migration decision. Thus, attestation requests are used to initiate the
remote server.

» Secure Hypervisor: Protecting the process of guest OS requires this module
to utilize the memory measurement at runtime.

However, this security method cannot be integrated with current deployed
infrastructure due to required changes at hardware and software stages. In addition,
the VTPM keys are located outside the TPM. Thus, they are vulnerable to
unauthorized modification and leakage. Besides, the migration time can be
increased which causes system overhead as the vVTPM state is also migrated.
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Fig. 3. Role based migration architecture.

5.4. 1PSec tunnel

Another live migration security method can be achieved via initiating an internet
protocol security (IPSec) tunnel. IPSec is a protocol used to protect the internet
traffic. Each migrated packet is encrypted and authenticated when pass via the
tunnel. Thus, using this method can secure the migrated data and make it difficult
to be traced. However, employing IPSec tunnel to provide secure transmission
increases the VM downtime due to further required processing and overhead which
can cause a longer duration service disruption [18].

5.5. VM mobility using SSH tunnel

Another solution proposed by authors of [48]. They presented a framework
involves an inter cloud proxies; secure channel connected these proxies, and virtual
network migration with non-shared storage. Accesses to inter cloud VM mobility
hosts can be restricted by employing inter cloud proxies. To provide a secure
migration, SSH tunnel is utilized among proxies where the VM state and memory
are also migrated. However, this method does not support authorization
requirements. In addition, a forwarding port is required on firewalls.

5.6. Trusted cloud security level (TCSL)

This technique presented a new framework for the cloud environment with set of
policies to customize zones. In cloud, VMs can be united logically, and trusted zones
can be isolated based on VM security requirements by utilizing TCSL. In trusted cloud,
each trusted zone has a level of security and each VM migrated is managed via using a
module of reliable migration. This module includes cloud and central security
management, security attributes and migration layers waiting queue [49]. In cloud
trusted zone, VMs can be also isolated using TCSL based on their security level.

This method faces an issue that it does not have the ability to be integrated with
the existing cloud infrastructures. Thus, some cloud platform modifications are
required to achieve secure and reliable features which can cost the system.
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5.7. RSA with SSL

To protect the data migrated through migration process, some investigators
proposed RSA with SSL technique [50]. This technique includes three main stages.
First is calculating the PM load. Second, employing RSA with SSL technique to
get encryption and authentication requirements besides providing a privacy and
protection for memory contents. Eventually, pre-copy or post-copy mechanisms are
utilized to migrate the data from the source to the target machine. In migration
process, to get authentication, this method is required the public keys of all VMMs
which adds extra difficulty to manage them.

5.8. Trusted token (TT)

Another proposed method is Trusted Token (TT) which includes a set of policies
such as migration implementing and auditing. For VM migration, user's policy
involves the acceptable Trust Assurance Level (TAL) value of the target cloud
platform. TT is a trust credential that includes TAL value initiated by platform trust
assurance authority (PTTA) based on the platform software and hardware
components. The migration process is achieved when TAL value of the target
platform is acceptable against the one of user migration policy. TPM-based bind
key pair is utilized for VM encryption [51].

The complexity in this method can be grown due to users' number that performs
the migration simultaneously. In addition, TAL value is dependent upon on the
platform software and hardware components. Thus, a little platform modification
requires new TAL value signed by PTTA. Besides, the performance can be
degraded due to TPM bottleneck.

5.9. Encryption algorithms

Extra hardware and dedicated networks requirement can be avoided by using
encryption techniques. In addition, it can be employed to secure the migration
process in various sorts of networks such as LAN, MAN, CAN, and WAN.

A drawback of encryption is that it may slow down the VM migration in high-
bandwidth low-delay networks if the processing of encryption/decryption is slow.
For instance, it is an open question whether the fastest VM migration approach
without encryption will remain the fastest approach with encryption [52].

6. Proposed Method

The objective of our proposed work is to secure data migrated through live
migration process while preserving energy consumption level. Lightweight
encryption algorithm combined with DHKE and blind signature is proposed to
secure the key, authenticate the VM destination and protect the migrated data.
Moreover, specified attacks applied on the system to prove its security and make a
comparison regarding to system performance and consumed energy. Downtime is
also calculated with and without security system.

6.1. Security model

Consider VM source Vs and VM destination Vg are two VMs in the cloud computing
that the data migrated from Vs to Vq. In our proposed architecture, we are utilizing
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three protection techniques scheme. DHKE is used to exchange keys and generate
secret key. For authentication, blind signature is used; thereafter AES encryption
algorithm used to encrypt data migrated. The procedure of protecting data migrated
from Vs to Vg using authenticated DHKE combined with AES is described as below:

Guaranteeing high security implementation requires a prime number p to be
higher than 128 bits as it considers a shared public key. In addition, private keys (a)
and (b) must be big enough for strong exponential hard problem. Both VMs generate
their own private key (a) and (b). Vs calculates public key A signs A to A' then delivers
it to Va. Vg signs blindly A' using its private key b and delivers the result S' back to
Vs. Vs verify S'to check if Vyis a valid VM not an attacker. Vs uses r in verifying S'. r
is a random value which is relatively prime to N where gcd (r,N)=1. N is a public
modulus. If the verification is correct, then V; delivers its public key to Vg to calculate
shared key K using Vs public key and its private key b. Same time V; also calculates
K using delivered Vg4 public key B and Vs private key a. Finally, shared secret key K
employed as AES symmetric key to encrypt migrated data M to M'. Thus, to
guarantee a strong data encryption of AES, p must be a big prime number. Figure 4
describes the proposed security model through live migration process.

Generate (a) Private Key [ Generate (b) Private Key ]

[ Compute A=g® mod p
A
-

Sign A= A*r" mod N S=A' "mod N ]
S=8*rimodN
Compute a
- J
: Verify #t=r mod N, ) A
Compute B=g"mod p
S=S'. r1=(A)brl=Abpbrl
\_ =Alrr'=A" mod N ) B Compute K= g*"8mod p ]
Compute K= g*F mod p
M’
[ Compute M=AES, (M) ]—’[ Compute M=AES ", (M) ]

Fig. 4. Live migration: security model.

6.2. Migration attacks

As mentioned earlier in previous section, there are some attack types that can not only
affect system security, but also increase system energy consumption. In our work,
two attacks are chosen to check the effectiveness of the proposed security model.
These attacks are chosen regarding to its popularities in attacking migration process
and its disastrous effects on the system as a security and energy consumption issues
[53, 54]. These two attacks are MIMA and co-resident attack through live migration.

Both types of these attacks, the attacker pretend or co- locate to be a valid VM.
Obviously, the attacker needs to use or co-locate with many destinations by
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minimum number of VMs. Therefore, attacked system performance P; can be
considered as the gains divided by the costs. It is equal the VMs number where
attackers are co-located with at least one of the destinations D, divided by the total
VMs number produced by the malicious.
Suc VM (a,t)

VM (a,t)

Pt(VM(a,t)) = 1)
where VM (a,t) is the VMs set launched by (a) malicious in an attack time (t) and (Suc
VM (a,t)) isa VM (a,t) subset co-located with at least one of the VM destinations D.

6.3. Comparison of downtime and system performance

During live VM migration process, the system performance can be evaluated using
two significant parameters. The duration of the whole live migration process which
is called total migration time and the service interruption time of the running
migrated VM which is knows as migration downtime.

In addition, migration bandwidth and the rate dirty pages are two factors than
can impact the performance. The rate of dirty pages relies on the migrated VM
workload where it cannot be changed. Thus, improving the performance depends
on allocating appropriate migration bandwidth.

Let N be the total VM pages number. N; (i > 1) refers to the pages number that
migrated in i-th round of the pre-copy phase. B, defines the migration bandwidth
evaluated by the unit pages/second. B, and k is the maximum bandwidth and the
total iterations number in the phase. T: and Tq refers to the total migration time
and migration downtime. In pre-copy phase, Tt and T4 can be obtained as:

T, = Ny +1/Bm 2
Ty = (B Ni/Bp) + Ty (3)

To evaluate the characteristics of system performance during migration process,
Ta, Tt, and the amount of migrated data are utilized. As Ty represents the migrated
VM suspend time, the VM availability can be measured during the migration. On the
other hand, the whole duration started from initiating the migration request till the
whole migrated VM contents reach the target machine is defined by T:. Finally, the
total migrated memory pages number is clarified by the amount of migrated data.

6.4. Comparison of power consumption

Power consumption by computing nodes in data centres is generally dictated by the
CPU, memory, and storage capacity and communication link. In live migration,
power is consumed by migration a VM server from the original PM server to the
target one. Migration power cost is evaluated via calculating two parameters: the
power utilized by the original PM server to initiate the migration process, and the
one utilized by the target server. Increasing the resources used during migration can
be the main cause behind the cost including storage (e.g., disk, memory),
computational (e.g., CPU), and 1/O resources (e.g., network).

Two metrics are used to calculate power utilization through migration process.
Total power consumed by the data centre through migration process Py and Total
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power consumed by cloud physical equipment P.. By taking the division of these
two metrics as shown in Eq. (4), total system power utilization Py, is calculated.

po="m/p @

Two other power utilization values will be calculated in this section which are
power consumed in case of system attacked P: and power consumed in case of
suggested security system applied Ps in Egs. (5) and (6) respectively.

Put = (Pm +Pt)/Pe (5)
Pus = (Pm * PS)/Pe (6)

We tried in this paper to prove that P is less comparing to P, and preserving
the value of Py.

7. Experimental Simulation

For evaluating the performance of the algorithms, we perform a simulation. In our
project, we have chosen the CloudSim Toolkit as a simulating environment. We
have also added some settings into the CloudSim Toolkit when we conduct the
experiment. In addition, the framework is extended to allow estimating the energy
consumed through migration. Besides, a security model is incorporated to ensure
VM security during migration. The settings at the designed data centre have 100
hosts. The CPU core processor speeds are equivalent to 1000, 1500, 3000 MIPS
etc. The amount of RAM is 40GB and storage capacity is 11TB.

An experimental testbed is developed to examine the effects of the attacks on
the energy consumption. The model topology includes Vs, Vp and VMatacked €ntities.
Vs and Vp are two VVMs engaged through migration process as part from allocation
process. The migrated data could be sensitive such as sensitive information, private
data, and security codes. Under this transmission channel, the aim of a malicious
user is breaking any existing security wall and stealing the migrated data or
destroying the transmission.

7.1. Communication model

In the first stage of the experiment, the data are migrated from Vs to Vp without added
security mechanisms so as minimum amount of energy is consumed. When the data
are started to be migrated, if the migrated data does not reach the destination, the
system would raise the power level to override the issue. However, this cannot solve
the issue totally as the attacker may apply severe jamming attack, or the
communication channel could be occupied by another transmission or migration.

Based on that, the system usually employs an energy detection to discover the
channel that is energy free. However, the detected channel could be found out by the
attacker in case he exists. Then, the new channel is started to be jammed by the attacker.
This process can be dangerous in case no security mechanism exist as the migrated data
can be vulnerable to eavesdropping. Thus, the security model is presented between the
two VMs. The required computational power to encrypt and decrypt migrated data may
assist in delaying the migration process. Based on this, the time required to migrate the
same data can be greater which impacts on growing the demanded amount of energy.
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In some cases, the attacker can have the ability to perform jamming attack where the
migrated data can be dropped if the migrated data cannot be decoded due to the security
mechanism. Increasing the power level and detecting a new channel procedure will
have to be performed once more to override the attack.

7.2. Attacker model

The attacker aim is breaking any security constraints between Vs and Vp. The
VMatacked CaN start by identifying the migration channel scanning for the available
ones till finding the specified one. Then, the migration data is subjected to several
attempts of decoding. In this case, two scenarios could be happened. Firstly, if the
migration process does not involve security model, then the attacker can easily
decode the migration data. On the other hand, if the security model is employed,
then the only way available for the attacker is jamming attack as he cannot steal the
key as it transferred securely combined with authentication method. Finally, the
attacker always has the ability to apply jamming attack independently whether a
security model included or not.

8. Simulation Results

In this section, the results are evaluated in term of security risk, system
performance, and energy consumption. Various scenarios are employed where the
consumed energy is calculated. The basic idea involves migrating data between two
VMs under security model or without it. Three various tests are applied to
investigate the vulnerabilities based on the energy consumption of attack model.
The migrated data length used is 102 bytes. Then, the test is applied on 1000
migrated packets each 102 bytes. Simulation parameters is illustrated in Table 1.

Table 1. Simulation parameters.

Parameters Value
Migrated Packets 1000 packets
Migrated Data Length 102 bytes
Number of task 3

Migration time 0-35ec

8.1. Migration without security

The first case tests the migration process without any security concentrating on
system performance and the consumed energy. Based on successful migrations, an
energy consumption and migration performance investigations are carried out as is
depicted in Figs. 5, 6, and 7, respectively. This situation is applied to present the
basic migration model. In this scenario, the attacker has the ability to decode the
migrated data as discussed in previous section. Even if the system spends the
minimum amount of energy and no migration downtime which increases the
performance efficiency in this situation, the migration involves many privacy and
security issues. If these issues are existed, then the energy and performance
efficiency will be impacted as shown in section 8.3.
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8.2. Migration with security

The second discussed case is when the migration process subjects to the security
model. The migrated data is decoded using AES-128. In addition, the encryption keys
are transferred securely by utilizing DHKE and the data are authenticated using blind
signature. The migrated data in this situation reaches the destination with a small
amount of delay time due to the security model processing. Figures 5 and 7 show the
percentage of energy consumption in this scenario and the migration time.

The demanded time to migrate the same data is 36% greater when security
model is activated. Besides, the percentage of energy will be increased in minimal
amount due to the computational power of security process. On the other hand, the
migration data is immune to attack by MITM attack or co-located as it cannot be
eavesdropped or decode the data due to encryption mechanism and secure key
exchange. Even VMatacker Cannot pretend to be Vp due to the authentication process
performed by blind signature.

8.3. Migration on attack

In final scenario, two situations are discussed: without security and with security.
In case there is no security model, the data can be stolen easily by MITA or co-
located VMagacker- These two attacks can increase the energy consumption by
employing fake VMs which should not be part of the system or even if they manage
to get the migrated data, the system may first realize that there is a dropped packet
due to interference caused by external transmission.

The reason behind could be jamming attack or the channel is already occupied.
Multiple trails will be done in this case to re-migrate the data. In case the issue
continues happening, an energy detection would be performed to find the most
convenient channel in term of energy. When the specified channel is allocated, the
level of the power is reduced to its minimum value. The piecemeal power growth
and channel detection process would have an impact on raising the consumption of
energy. Finally, if the system detects that there is an attack, then the affected VMs
or even host will be shutdown which leads to performance degradation. The
attacker can notice that there is no migration on the previous channel and a new
one is assigned. Therefore, his next step is detecting and attacking the new specified
channel and the procedure will be repeated.

On the other hand, if the security mechanism is activated as mentioned in
previous section, then it will be difficult for the attacker to decode or even listen to
the migrated data as it is encoded. Thus, the best attacker scenario will be
destroying the communication channel such as jamming attack. In this situation,
the procedure will be the same as in previous paragraph, yet more delay is added
through migration due to the security model computation time.

Figure 5 demonstrates the energy consumption comparison among the three
scenarios. When the security model is enabled, there is an increment of 25%
compared with the migration without it. However, when the system is attacked, the
increase on the energy consumption is more than 43% compared to the migration
free of attack. Thus, energy consumption on system under attack is increased to
more than 18% comparing to one under security model.
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Fig. 5. Comparison of energy consumption.

Figures 6 and 7 present the comparison of migration downtime total migration
time, respectively. It can be noticed that system combined with the security
mechanisms increases the downtime and the total migration time due to the
encoding, key exchange, and authentication process. In addition, with each
increasing in the amount of migrated data, the computational process of the security
mechanism takes more time. However, this can be solved by providing a fast
processor dedicated for security computation and by increasing the percentage of
the migrated data per second. Finally, this increment in migration time due to
activating security mechanism considers accepted comparing to system under
attack where the migrated data can be stolen or never reach the specified
destination. Moreover, it will cost the system extra time and energy to re-migrate
the data or even trying to recover after attack.
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Fig. 6. Comparison of migration downtime.
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Fig. 7. Comparison of total migration time.
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Depends on that the device typically uses an energy detection system to discover
the energy-free channel with security mechanism. And if it exists, the detected channel
may be discovered by the attacker using security parameters. Then the attacker begins
to jam a new channel securely. In the event that no security mechanism exists, this
method can be risky as the migrated data can be vulnerable to eavesdropping.
Therefore, between two VMs, the security model is presented. The necessary
computational power to encrypt and decrypt migrated data can help to delay the process
of migration. Based on this it is possible to increase the time required to migrate the
same data, which has an effect on increasing the required amount of energy. Figure 8
shows the attributes of security level with existing and proposed methods.
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Fig. 8. Attributes of security

9. Conclusions and Future work

In this paper, a security model including a lightweight encryption algorithm,
authentication mechanism, and secure key transferring method is proposed. The
purpose of presenting this method is protecting the data transferred through VM
migration in cloud computing environment. Using a lightweight encryption
algorithm can assist in consuming less amount of the system energy comparing to
system under attack. Moreover, some of the proposed security techniques may
require providing dedicated network or extra hardware. However, using lightweight
encryption can avoid these extra requirements that can consume more energy. In
addition, the proposed lightweight is supported by a blind signature mechanism to
provide more authentications to the proposed model and secure key exchange
method. Finally, it has been proven that migration downtime and total time can be
affected by algorithm complexity and the size of the migrated data. By experiment,
the lightweight encryption can consume extra time to migrate the data, but it
considers accepted comparing if the system exposes to attack.

In future, advanced securely key exchange and authentication mechanisms has been
used to face security vulnerabilities over live VM migration.
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Nomenclatures

Private keys

Public key

Signed A

Maximum bandwidth
Migration bandwidth
Total iteration

Migrated data

Signed M

Public modulus

Total VM pages number
Pages number that migrated in i-th round of the pre-copy phase
Prime number

Total power consumed by the data centre through migration
process

Power consumed in case of suggested security system applied
Attack system performance

Power consumed in case of system attacked

Power utilization

Total power consumed by cloud physical equipment
Power utilization in case of security system

Power utilization in case system attack

Random value

Result of A'® mod N

Attack time

Migration downtime

Total migration time

VM destination

Malicious in VM

VM source

Abbreviations

Access control list

Advance encryption standard
Address resolution protocol
Campus area network
Component Object Model
Central processing unit
Distributed denial of service
Diffie-Helman key exchange
Domain name system

Denial of service

Execution context

Host machine

Intrusion detection system
Internet protocol security
Local area network

Live migration coordination
Metropolitan area network
Man in the middle attack
Network security engine-hypervisor approach

Operating system
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PM Physical machine
PTTA Platform trust assurance authority
RAM Random access memory
RFID Radio frequency identification
RSA Ron Rivest, Adi Shamir, and Leonard Adleman
SC Security context
SCMA SC migration agent
SSL Secure socket layer
TAL Trust assurance level
TCSL Trusted cloud security level
TPM Trusted platform module
TT Trusted token
VLAN Virtual local aera network
VM Virtual machine
VMM Virtual machine migration
vPro Validated platform
WAN Wide area network
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