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Abstract 

Auditing in the public sector is done regularly to ensure efficiency and integrity 
of the government machinery’s operations and financial management. The data 
collected during the audit process can be analysed using big data analytic 
approaches to produce better audit outcomes. This will benefit the government in 
improving its services to the citizens as well as preventing any unwanted excesses 
from occurring. Some issues related to this are identified in a case study by 
interviewing officers at the National Audit Department: the need for adopting big 
data analytics, technology, training and organisation. These issues can be 
patterned against the Technology-Organisation-Environment framework and can 
guide the government to implement big data analytics in a better way for the 
public sector auditing activities. 

Keywords: Auditing, Big data analytics, Government, Public sector auditing, 
Technology-Organisation-Environment framework. 
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1.  Introduction 
Governments conduct regular audits of their departments and agencies to ensure 
efficiency and integrity in its operations and spending of public funds. Auditing in 
the public sector helps to ensure suitable conditions and reinforce expectations that 
the public sector entities and government servants will perform their functions 
effectively, efficiently, ethically and in accordance with the applicable laws and 
regulations [1]. The process of auditing in the public sector involves amassing large 
amounts of data that requires careful analysis. Conventional approaches of data 
analysis have its shortcomings in terms of its limitations in the volume of data that 
can be analysed. Therefore, only selected number of government departments and 
agencies are audited and reported for every audit cycle. The selection of the sample 
departments and agencies to be audited is usually random, although some 
departments may be purposefully selected due to their importance. Nevertheless, this 
leaves out other departments and agencies that are not audited which in can have an 
effect on knowing the overall performance of the government. 

2.  Big Data Analytics and Auditing 
The use of computer aided auditing has been in practice for some time to assist 
auditors in conducting auditing activities. For example, tools like electronic 
spreadsheets are seen as a basic software tool for auditors. Generally, the term 
Computer Assisted Audit Techniques and Tools (CAATTs) refers to the technology 
and different software tools for auditors to access, analyse and interpret data [2]. 

With the use of latest data analytic approaches, for example big data analytics [3], 
the auditing process in the public sector can be further enhanced. Big data refers to 
the nature in which data used by on organisation has grown in terms of its volume 
(the amount of data), velocity (the speed in which data is processed and becomes 
accessible), variety (different types and forms of data, including unstructured data), 
variability (changes in the meaning of the data), veracity (accuracy of the data), 
visualisation (visualisation of large amounts of complex data), and value ( value 
derived from the data) [4]. Panimalar et al. [5] had reviewed different sources to list 
down a combined 15 characteristics of big data (14 Vs + 1C), and proposed and 
additional three Vs which are listed in the following Table 1 (elucidation was not 
provided by the authors for the three new proposed characteristics): 

Table 1. 17 Vs +1 C of big data (Adapted from Panimalar et al. [5]) 

No. Big Data 
Characteristics Elucidation Description 

1 Volume Size of Data Quantity of collected and stored data. 
Data size is in TB 

2 Velocity Speed of 
Data 

The transfer rate of data between 
source and destination 

3 Value Importance of 
Data 

It represents the business value to be 
derived from big data 

4 Variety Type of Data 
Different type of data like pictures, 
videos and audio arrives at the 
receiving end 

5 Veracity Data Quality Accurate analysis of captured data is 
virtually worthless if it’s not accurate 

6 Validity Data 
Authenticity 

Correctness or accuracy of data used to 
extract result in the form of information 
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7 Volatility Duration of 
Usefulness 

Big data volatility means the stored 
data and how long is useful to the user 

8 Visualization Data Act/ Data 
Process It is a process of representing abstract 

9 Virality Spreading 
Speed 

It is defined as the rate at which the 
data is broadcast /spread by a user and 
received by different users for their use 

10 Viscosity Lag of Event It is a time difference the event 
occurred, and the event being described 

11 Variability Data 
Differentiation 

Data arrives constantly from different 
sources and how efficiently it 
differentiates between noisy data or 
important data 

12 Venue Different 
Platform 

Various types of data arrived from 
different sources via different platforms 
like personnel system and private & 
public cloud 

13 Vocabulary Data 
Terminology 

Data terminology likes data model and 
data structures 

14 Vagueness 
Indistinctness of 

existence in a 
Data 

Vagueness concerns the reality in 
information that suggested little or no 
thought about what each might convey 

15 Verbosity - The redundancy of the information 
available at different sources. 

16 Voluntariness - The will full availability of big data to 
be used according to the context.” 

17 Versatility - 
The ability of big data to be flexible 
enough to be used differently for 
different context.” 

18 Complexity Correlation of 
Data 

Data comes from different sources, and 
it is necessary to figure out the changes 
whether 

   
small or large in data with respect to 
the previously arrived data so that 
information can get quickly 

According to IBM, big data analytics is “the use of advanced analytic 
techniques against very large, diverse big data sets that include structured, semi-
structured and unstructured data, from different sources, and in different sizes from 
terabytes to zettabytes” [6]. The aim of big data analytics is to uncover hidden 
patterns and connections that might otherwise be unseen within the vastness of the 
data. New data analytics technologies and sophisticated software tools are used for 
big data analytics [7]. 

With regards to big data analytics for public sector auditing, it is now possible to 
analyse data from a bigger number of sample closer to the population rather than just 
from few selected government departments. This will benefit the government by 
providing a better picture of its performance, which in turn will lead to further 
enhancements to improve its services to the citizens.  

Some issues can be identified for the implementation of data analytics in the 
public sector auditing. The scenario of auditing in the public sector may have 
some differences as compared to the private sector or corporate setting [1]. This 
paper looks into these issues by obtaining input from individuals involved in 
auditing activities in the public sector. By identifying the issues, further action 
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can be taken by governments in preparing the national audit agency to implement 
data analytic approaches. 

3.  Case Study on the National Audit Department of Malaysia 
The National Audit Department of Malaysia (NAD) is the central agency for auditing 
of the federal government of Malaysia. It is considered the Supreme Audit Institution 
(SAI) of the nation. According to World Bank [8], SAI is described as the national 
agency responsible for auditing government revenue and spending. NAD is led by 
the Auditor General. As the central auditing agency of the government, it is 
responsible to audit the performance and financial management of all ministries, 
agencies and departments under the government. The findings from the audit are 
published annually in the Auditor General’s Report. From the findings, 
recommendations and suggestions are made, as well as mention of achievements of 
good performance by the agencies and departments that are audited. As with any audit 
process, reliance on the data is crucial in order to perform the auditing. Based on the 
sheer volume of the data that is audited by the NAD, the data can be considered as 
big data. Therefore, the use of big data analytics is seen as needed by the NAD. 

A qualitative case study was conducted to get an in-depth insight of the situation 
at NAD regarding big data analytics. Big data analytics at the NAD is still at its early 
stages with some general direction given by the top management and few initiatives 
taken by the auditors to embark on a few projects with the technology and human 
resource currently available at the department. Within this context, a quantitative 
approach will not be possible as the number of potential respondents is very small. 
Therefore, an in-depth study utilising qualitative methods would be more appropriate.  

Semi-structured interviews were conducted to obtain responses from the relevant 
officers at the NAD. These interview informants were selected based on their 
involvement and knowledge on big data analytics approaches at the NAD. For this 
study, three informants were selected. This study can be considered as an exploratory 
study due to the number of informants. Their profile are as follows: 

Informant 1: Director, ICT Audit Division 

Informant 2: Chief Assistant Director, ICT Audit Division 

Informant 3: Assistant Audit Director, Performance Audit Division. 

Several leading questions were posed to the participants and as the interview 
progressed some further questions were asked according to the development of the 
discussion and responses from the interview participant. The questions asked are 
as follows: 

a) How long have you been dealing with big data analytics in audit data analytics? 

b) Could you explain your understanding of big data? 

c) What is the difference between big data and big data analytics? 

d) In what context is big data related to your organisation? 

e) What is the difference between analytical tools now and the ones you used in 
the past? 
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f) What are the key developments of big data analytics in the National Audit 
Department? 

g) What are the opportunities/ challenges associated with using big data analytics? 

h) What are the factors influencing the big data analytics usage in the organisation?  

i) How is big data related to auditing? 

j) Are there changes in the National Audit Department in relation to big data or 
big data analytics? 

k) Is the National Audit Department still relevant in a data driven environment?   

l) Is the environment of where National Audit Department operating now affected 
by the elements of new advancement of technology? 

m) How do you see the management’s role in encouraging use of big data analytics? 

n) Is all the data needed to use data analytics accessible for auditors? 

o) What are the data types needed for auditing and how the administration of these 
types of data for audit is done?  

p) Any issues or challenges pertaining to the data needed / data sources for auditing?  

q) Is there any training provided for upskilling / reskilling the auditors to use data 
analytics in their job performance? 

r) Does the training provide modules on big data analytics to increase knowledge 
& skill of the auditors to apply in the audit work? 

Each interview lasted on average one and a half hours. The interview was 
recorded using an audio recorder and later transcribed. The transcripts were analysed 
by the researcher in several steps. The first step involved reading of each transcript 
and identifying key sentences mentioned by the participants. Next, the researcher 
reviewed the key sentences to identify key terms that form the main idea of the 
sentences. These main ideas were then listed down according to each interview and 
then cross referred with other main ideas form other interviews. Similar main ideas 
were grouped together and a certain theme is given to each group. These themes 
represent the major issues concerning the big data analytics approaches at the NAD, 
and the main ideas under each theme are the sub-issues under each of the major issues. 

4.  Findings and Discussion 
Based on the analysis conducted, the following major issues are identified concerning 
big data analytics approaches at the NAD. 

4.1. Need for adopting big data analytics 
There is apparently a need for big data analytics for the public sector auditing even 
though it is still at its early stages [9]. Data handled by the NAD is considered big 
data. This is because the data comes from multiple sources: numerous government 
departments and agencies at various levels have their own systems that can provide 
data for a particular aspect that needs to be audited [9, 10].  
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“What is important, we must change. Because now, the data is 
already there. Big data. The data will drive us into new 
auditing.” [10]. 

For example, the auditing might involve analysing data from the Ministry of 
Finance, Customs Department and several other agencies that will provide data that is 
obtained through various channels on a frequent basis [11]. This data needs to be 
analysed in detail and in a timely manner. This will provide to the government the 
relevant information that is needed to check for any leakages or discrepancies. As a 
result, swift action can be taken to overcome any problems. This can be seen when data 
regarding land revenue was analysed. Since land administration falls under the state 
government, data needs to be obtained not only from federal government departments, 
but also from those at the state level. When the data was audited, certain discrepancies 
were identified [9, 10]. With the amount of data to be analysed and the speedy analysis 
required, NAD will be needing to employ big data analytics to face such situations. 

With big data analytics, it will be possible to analyse a bigger sample of data or 
even 100% of the data [9-11]. The technology and available tools make it possible to 
achieve this. Therefore, the results will be more comprehensive compared to 
analysing a smaller sample of data. 

“The only thing, in the end he can access everything. That is 
what is great about it, where NAD has the authority to get the 
data, digitally. So, we have challenges and we have 
opportunities. So, information that is not complete can become 
complete because we get 100% of the data. Time taken is 
shortened.” [9]. 

“Because we give a solution to the government, what, the 
reason, when dan what will happen. We have data history so 
we can predict.” [9]. 

“If you use big data analytics it’s definitely 100%.” [11]. 

In addition to this, certain agencies have already started to use big data analytics, 
for example the Ministry of Communication [11], therefore they would require that 
the NAD also do the same when auditing them. The central ICT agency of the 
government, Malaysian Administrative Modernisation and Management Planning 
Unit (MAMPU), has already embarked on implementing big data analytics initiatives 
across the government, therefore other departments including the NAD should be 
prepared to follow suit and take advantage of the initiatives being done [9]. 

4.2. Technology 
The latest tools need to be used by the auditors for data analytics. For example, 
visualisation of the large volume of data can be done with data analytics tools [9, 11]. This 
can help to produce graphical representation of the data that is to be published in the annual 
Auditor General’s Report. The auditors at NAD would need to keep up-to-date with the 
latest tools and approaches in data analytics, or else they would be left behind. 

“We have to adopt. The way to adopt maybe there are new 
things that we say we can, we are willing to do it, we have 
the knowledge about it.” [10]. 
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“Need to do a lot of awareness, change management. We 
need to show. Like just now we want to make the dashboard. 
We have to produce the dashboard ourselves so that they can 
see.” [10]. 

“We will face a lot of problems. If we don’t change know. 
We do not move in sync with the changes in technology. We 
don’t improve the way we conduct audit we’ll definitely 
have problems later.” [11]. 

Besides the use of latest tools, the technology infrastructure is also another issue 
being raised. The present hardware, i.e. servers, as well as network capacity is seen 
as inadequate to cater for the present auditing activities, especially in dealing with 
increased amounts of data. Therefore, in order to make use of big data analytics, the 
technology infrastructure needs to be upgraded by the government in order to cater 
for the increasing amount of data that will be accessed and processed by the NAD. 
NAD will also face problems if other agencies have already used the latest version of 
software, or the current hardware cannot support the latest software. 

“Which agency have already used the latest version. For 
example, they will say, for this version if don’t update all…. 
sometimes there will be technical error when they update the 
version by themselves.” [11]. 

“Now when we invest, ok our contract is two years. Within 
those two years ok you update but when want to update they 
say your server cannot support, it’s on the hardware itself. Ok 
on software…. we already have the contract. So, within two 
years when there is a new version, they will update but, on the 
hardware, if you don’t change hardware, it cannot support the 
software.” [11]. 

4.3.  Training 
Auditors need to be equipped with the knowledge and skills of the tools for data 
analytics since all government data resides in information systems. This data can be 
extracted and analysed with the appropriate tools. Therefore, training is an important 
issue for implementing data analytics among the auditors [10, 11].  

“Of course. With new things, new technology will come out. 
So, like it or not knowledge, that thing we have to learn.” [10]. 

Total reliance on IT personnel stationed at the NAD can impose a risk as there is 
a possibility that these personnel be transferred to other departments as their postings 
are not permanent to one department or agency only. This is according to the policy 
of the Public Service Department. Even amongst the IT personnel, the skills required 
for big data analytics may not be present. It depends on the attitude or interest of the 
person to join training courses that are provided.  

“Only thing is that now what I see it’s based on individual, if the 
individual has an attitude to want to learn, he will learn.” [11]. 

Hence, the auditors would have to take the initiative to ensure that they are 
knowledgeable and skilled for big data analytics implementation at the NAD [9, 11] 
Age is seen as a factor in this regard. 
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“The younger ones, fresh from the university, they are more 
interested in this system. For the older ones, they resist a bit.” [10]. 

“The limitation is actually on our own officers. From the 
human side. Because, logically, the technology is already 
there. The person, whether he wants to change or not.” [10]. 

“Data, data on government procurement, is in the procurement 
system. So, by hook or by crook actually auditors have to 
move to data analytics by using technology.” [11]. 

4.4.  Organization 
The buy-in by management is important for successful implementation of big data 
analytics at the NAD. So far this has been encouraging. Based on the statements made 
by two previous Auditor Generals, the vision for NAD to move towards big data 
analytics is already in place. One Auditor General mentioned that the auditing done 
by the auditors needs to be “water tight” by obtaining data from multiple agencies 
when auditing a certain area. Another Auditor General who replaced the one 
mentioned in the previous sentence, mentioned that auditors need to “deep dive” into 
the data by joining data from different sources in order to produce a more solid 
analysis and outcome [11]. 

Management would need to take the first step by sending their staff for training. 
This relates to the issue of training mentioned before. The management should not 
just leave it to the subordinates to decide whether to go for training or not, based on 
their personal interest or attitude to upskill themselves. Rather, the management need 
to have a proper plan in place for developing the human resource to be capable of 
implementing big data analytics at the NAD. 

“Meaning that, we give the training we can already see this 
person is capable. So, we will expand further. They will be 
posted at the branches.” [10]. 

“Those who want to improve themselves we put them in the 
team. But we also mix with those that are not so inclined so 
they can change.” [10]. 

“So is it possible if we ask to have training, ok, he said no 
problem, ok you can do it this and this time, so commitment 
of the superior officer to let go of his staff to involve there is 
no problem.” [10]. 

The management would need to push and facilitate the subordinates to implement 
big data analytics. For staff that has gone for training and equipped with the skills, if 
it is not used by them in the auditing work, they would lose the expertise and 
eventually need to be retrained. Unfortunately, this has been the case. 

“So by hook or by crook actually all auditors have exposure 
on audit tools, on data analytics and all that but when back at 
the office they don’t use it so in the end that thing is technical 
right, need to always use it only then we can be expert.” [11]. 

Therefore, management at the NAD will need to create the need for the staff to 
use big data analytic approaches in their auditing work.  
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Streamlining data from different agencies and different levels of government is 
also an issue. Certain agencies might not be willing to share data with other 
agencies. Sharing between federal and state does not happen real time because of 
the difference of authority between the federal and state governments. Data is sent 
by state-level departments in batches based on certain time frames [11]. Another 
situation is the existence of multiple systems that relates to the same data but are 
not ‘speaking’ to each other.  

“One ministry has tens, … of systems which are stand alone. 
So, when we want to do auditing actually, auditor is 
responsible or working to match their data.” [11]. 

“…it means they, between the systems at the ministry are not 
talking to each other.” [11]. 

For example, a schoolteacher might have to key-in the same data into four 
different systems that are isolated from each other. These different systems are under 
the district and state education departments [11]. This poses a challenge for big data 
analytics that would prefer to have lesser number of sources for the data for better 
efficiency. This situation can be overcome by mandating different forms of co-
operations between the different agencies and between federal and state level 
departments as accorded by law [9, 10]. 

“…maybe in the beginning it will be a bit difficult to accept 
but how we want to convince them what we are doing is 
actually to help them. Not to trouble them” [10]. 

The major issues identified through this study are seen to be consistent with the 
Technology-Organisation-Environment (TOE) framework of adoption of 
technological innovation by organisations. The TOE framework was proposed by 
Tornatzky and Fleischer [12]. Within the study of auditing, the TOE framework is 
also used. For example, Widuri [13] chose the TOE framework when exploring the 
CAATTs adoption among auditors in Indonesia. The TOE framework is chosen on 
the premise the TOE theory provides insights into the different dimensions of the 
audit organisation, such as management support, human resource competency and 
financial resources.  

The technological context refers to internal existing technologies within the 
organisation and external technologies that are useful to improve the organization’s 
productivity. In this study, it refers to the existing data analytics tools within the NAD 
as shows in Table 2 and the existing IT infrastructure of the government. External 
technologies would be the data analytics tools in the market yet to be used by the 
auditors and upgrades of the IT infrastructure that can be done by the government to 
support the implementation of big data analytics. This is all with the aim to improve 
the auditing process. 

The organizational context refers to the organisation’s size and scope, managerial 
structure and financial resources. It also involves interorganizational environment. 
These characteristics of the organisation would facilitate or hamper the adoption of 
technological innovations [12]. From the study, the role of management was 
highlighted in giving direction for adopting big data analytics, whether in terms of 
the vision set by the top management, or the role of middle management in terms of 
operations and human resource planning.  Complexity of the structure of the 
government in terms of numerous agencies and different levels (federal, state) with 
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their multiple systems underscores the organisational context for adopting big data 
analytics in public sector auditing. 

Table 2. Issues of big data implementation at NAD  
Major Issue Sub-issue 
Need for adopting 
big data analytics 

• existence of big data in the government 
• possibility to produce better audit 

outcomes 
• big data analytics initiatives undertaken by 

other agencies  
Technology • need to use latest technology for data 

analytics 
• upgrading of present IT infrastructure 

Training • training the auditors and IT personnel with 
the relevant knowledge and skills 

Organisation • buy-in from top management 
• planning for training of human resource 
• planning by management to implement big 

data analytics 
• streamlining data from different levels and 

multiple systems 

The environment context refers to the environment in which organisations 
conduct business in terms of external pressure, external support, and regulatory 
environment that they are subject to. Referring to the study, the external pressure 
would be the need to use big data analytics in order to be seen as up-to-date by 
external parties especially the citizens. External pressure is also in the forms of certain 
agencies already begin to adopt big data analytics, as well as the big data initiatives 
undertaken by MAMPU as the central IT agency of the government. External support 
exists in terms of training and facilities provided by MAMPU. Regulatory 
environment exists are in the form of compliance to the relevant laws [9]. 

With regards to training, Lee et al. [14] mentioned that the training of individuals 
is a determining factor in the adoption and use of ICT in an organisation. In the audit 
setting, training is a factor that influence the skills of an auditor [15]. Since big data 
analytics is still at its early stages at the NAD, training is highlighted as an important 
issue that needs to be addressed. In relation to this, training can be considered to be 
included together with the TOE framework to explain the adoption of technological 
innovation at the organisational level. This may require further studies. 

5.  Conclusions 
Auditors need to keep to keep up-to-date with the latest technology [16]. This is in a 
way a step to not only improve the auditing process, but for public sector auditing, is 
also do away with the stigma of government machinery having the image of being 
archaic and not making use of newer and better approaches. 

The different issues relating to the adoption of big data analytics by the NAD are 
initially identified in this study. This study is planned to be further expanded to 
involve a higher number of informants in order to gain a better understanding of big 
data analytics at the NAD. This will hopefully lead to a more holistic insight on how 
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big data analytics can be implemented in public sector auditing and the government 
setting in general. 

“The journey might take time. Limitation may be budget, 
manpower. But it will succeed.” [10]. 
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