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Abstract 
Traditional visual secret sharing (VSS) generates non-expressive and noisy shares 
which incur problem in share management when dealing with multiple shares, as it 
converts secret into several shares, keeping track of which shares belong to which 
secret becomes challenging. Further, while these meaningless shares are 
transmitted, it provokes qualms to a potential intruder. Expressive share VSS is 
suggested in this paper to fix the mentioned problem, which generates expressive 
shares. These expressive shares created by embedding noisy shares into a cover 
image using transformed based steganography that is easy to manage. Thus, 
expressive shares are less likely to provoke qualms to the intruder as these are of 
high quality, i.e., very much identical to cover image. 

Keywords: Expressive visual secret sharing, Meaningful shares, Meaningful visual 
cryptography. 
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1. Introduction 
Digital data must turn out to be part of every body's life in various forms like text, 
image, audio, and video. People transmit this data over the internet to meet there 
need for information exchange. As the internet is an insecure medium due to its 
openness, intruders may catch the data being transmitted over such a 
communication channel and may intercept or delete the same. In the last decade, 
there was a rapid growth in online application development, which has 
exponentially increased the flow of data over the internet, emphasizing the need for 
data security. Cryptography is the way to provide data security in which the data is 
encrypted in such a way that the encrypted data provoke qualms to the potential 
intruder as it fails to hide the presence of the secret data [1]. So, to overcome this 
data security issue Steganography plays a vital role by hiding the secret data into 
an innocent-looking cover object which can be text, image, audio, or video [1-6]. 
As the cover object is expressive, it does not provoke qualms to a potential intruder. 
Hence, the intruder will not attempt to extract the secret from the cover object. The 
main issue with Cryptography and Steganography is that the entire secured data is 
available at one place, which is vulnerable to attacks like Ransomware by 
Youngblood [7]. So, there is a need for a data security mechanism which solves 
these two problems of encrypting the data in such a way that encrypted data can be 
stored at multiple locations such that all part or some part of it is capable of 
regenerating the original secret and the encrypted data should be expressive. 

Visual secret sharing (VSS) is the way to encrypt the data into two or more 
number of transparencies known as shares [8]. It is the secret-sharing method that 
decodes the secret by using the Human Vision System. As compared to the traditional 
way of cryptography such as Advance encryption standard (AES) [9] and Data 
Encryption Standard (DES) [10], Visual Secret Sharing provides fast decryption 
without involving any complex computation. VSS encodes one secret image into ‘n’ 
transparencies known as shares such that ‘k’ shares or more than that will reveal the 
secret image, but anything less than ‘k’ shares will fail even partially to reveal the 
secret, generally referred as “(k, n) visual secret sharing” [8]. Traditional VSS yields 
noisy and meaningless shares, which becomes challenging when more than one share 
is needed to be stored. Share management becomes difficult, as secrets are converted 
into several shares, keeping track of which shares belong to which secret becomes 
challenging. Additionally, during the transmission over the network, meaningless 
shares provoke qualms for potential attackers. An extended visual secret sharing 
(EVSS) is proposed in [8], which creates meaningful shares using a cover image 
known as a tag image. It is easier to store and manage shares with tag images. This 
approach acts likes steganography which hides the presence of secret shares being 
hidden in innocent-looking cover images know as tag images. Hence the share in 
EVSS minimize the provoke of qualms if the quality of the meaningful share is 
sufficiently high. In the past basic EVSS [8], user-friendly random grid-based EVSS 
[11], halftone VSS via error diffusion [12], and pixel swapping algorithm for EVSS 
are proposed, which generates meaningful share with somewhat like the tag image. 
The paper proposes a method based on Discrete Cosine Transform (DCT) to generate 
meaningful shares with better quality. 

The rest of the paper is structured as, Section 2 provides with the walkthrough 
of the traditional and extended VSS with particularizing about the EVSS using the 
basic approach, user-friendly random grid, halftone VSS via error diffusion and 
pixel expansion. Section 3 states the proposed EVSS system which outperforms the 
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four existing EVSS systems mentioned in Section 2. Section 4 details the tools used 
for experimentation, data set, and the performance evaluation parameter. Section 5 
discusses the comparative result of the existing system and proposed system. 
Finally, Section 6 concluded the paper with a concluding statement stating the 
proposed system outperforms the similarly existing considered systems. 

2.  Literature Review 
VSS is a technique of attaining data security [8] in which the encrypted secret is 
decoded using a human visual system. In VSS, the secret gets encoded in ‘n’ shares; 
that may be handed over to ‘n’ number of participants. Individually no participant 
can retrieve any amount of secret form their share. To extract the secret, at least ‘k’ 
participants should superimpose their shares, any number less than ‘k’ will not 
reveal any amount of secret. This scheme is referred to as ‘(k,n) VSS’ scheme, 
which very useful when there is a lack of computation power during the decryption 
process [13]. The retrieve secret is low on contrast because the black pixel is 
recovered as black, the white pixel is recovered as the combination of a black and 
white. When ‘k’ or more numbers of shares are superimposed to recover the secret, 
the contrast in the recovered secret is heavily dependent on the number of shares 
participating in superimposition. This was one of the pioneering research in the 
field of VSS in the early ‘90s, and later other authors focused on the issue of low 
contrast in binary images that is the relative difference between the hamming 
weights obtained by the superimposing of a black and white pixel in secret [14-18]. 

Further, these schemes were extended to gray and colour images VSS [19-21]. In 
[22], the author proposed a system for binary, gray, and colour secret images, which 
could decrypt the secret using traditional VSS to its original size and quality. All the 
discussed approaches had a common issue of generating a meaningless share which 
provoked qualms to the intruder when the shares are transmitted over the open network 
and made the embedded secret vulnerable to attack or deletion. Therefore, there is a 
need for a VSS system that is capable of generating meaningful shares, various 
approaches by different authors showed how meaningful shares could be generate, 
where these shares are friendly and less noticeable [23-29]. Hypergraph colouring was 
use in [29] to generate meaningful shares for binary images. Yamaguchi [23] extended 
this method to natural images which take two cover images and one secret image and 
generate two meaningful shares. The secret is reconstructed by superimposing two 
meaningful shares. A system to generate an Expressive share of gray secret image is 
proposed by Yue and Chiang in [25] using Artificial Neural Network. Halftone VSS 
proposed in [26] generated shares with meaning which were negative of each other, and 
the quality of the shares was improved in [12, 27]. 

2.1.  Basic extended VSS [8] 
Naor and Shamir [8] proposed the first extended VSS which consists of a secret image 
‘S’ and two covers images ‘C1’ and ‘C2’. Two shares ‘S1’ and ‘S2’ having presence 
alike ‘C1’ and ‘C2’ are generated by dividing the secret image ‘S’. Every pixel from 
the secret image is converted to a pixel block of size 2×2. Let S(i,j) be the pixel from 
secret and ‘c1’,’c2’ be the corresponding pixel from two cover images. The pixel S(i,j) 
= 0 is encoded by the four basis matrices is shown in equation (1): 

𝑀𝑀00
0 = �0 0 1 1

1 0 1 0�, 𝑀𝑀01
0 = �0 0 1 1

1 0 1 1�, (1) 
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𝑀𝑀10
0 = �1 0 1 1

0 0 1 1� ,𝑀𝑀11
0 = �1 0 1 1

1 0 1 1� 

Similarly, the pixel S(i,j) = 1 is encoded by four basis matrices is shown in equation (2): 

𝑀𝑀00
1 = �0 0 1 1

1 1 0 0�, 𝑀𝑀01
1 = �0 0 1 1

1 1 1 0�, (2) 
𝑀𝑀10
1 = �1 1 1 0

0 0 1 1� ,𝑀𝑀11
1 = �0 1 1 1

1 1 1 0� 

where in 𝑀𝑀𝑐𝑐1𝑐𝑐2
𝑠𝑠 , s is the secret pixel, and ‘c1’ and ‘c2’ corresponds to the pixel in 

cover image ‘C1’ and ‘C2’. After the selection of the basis matrix 𝑀𝑀𝑐𝑐1𝑐𝑐2
𝑠𝑠  its 

columns are permuted. Then each row is converted to 2×2 block, the first block is 
assigned to share ‘S1’ and the second block is assigned to share ‘S2’. Blackness is 
3 if two rows of 𝑀𝑀𝑐𝑐1𝑐𝑐2

0  are stacked and blackness is 4 if two rows of 𝑀𝑀𝑐𝑐1𝑐𝑐2
1  are 

stacked. Hence the resultant superimposed image will reveal the secret. Further, if 
ci=0, ith row in Ms consists of 2 black pixels, and if ci =1, ith row in Ms consists of 
3 black pixels, which makes the shares look-alike the respective cover image. 

2.2. User-friendly random grid VSS [11] 
Basic Extended VSS [8] is not size-invariant, its size is quadruple of the secret size 
and cover images. So, the random grid-based VSS is proposed by Chen and Tsao 
[11] which is size-invariant. Friendly random grid VSS is a probabilistic approach 
that determines what pixel on the share will carry secret image pixel and what pixel 
will carry the pixel of the cover image pixel. For the probability β, the share 
carrying the secret pixel split into share pixels using a random grid approach. For 
probability (1-β)/2 the share carries a cover image pixel, and for one of the share 
pixels the shared pixel will be the cover image pixel is taken directly and the other 
share will be black; for ensuring the superimposition of these as black. The quality 
of the reconstructed secret is governed by factor 0 < β < 1. With a smaller value of 
β, a smaller number of secret pixels and many cover image pixels are incorporate 
in shares, which yield better quality shares but do affect the reconstructed secret 
quality. This is the drawback of VSS with random grid [11]. 

2.3. Pixel swapping VSS [30] 
Lou et al. [30] proposed a system to boost the quality of shares. The system follows 
a block-based approach and improves the quality of the reconstructed image by 
rearranging the location of the black pixel in each block. For a secret with black 
block, among both the shares, we select the block with more black pixels to be 
modified. It is modified by rearranging the black pixels such that the reconstructed 
block contains a greater number of black pixels. Similarly, in the case of the secret 
being white block, then among the two shares, the share with a greater number of 
black pixels in the block is modified by rearranging the black pixel such that the 
reconstructed block contains a greater number of white pixels. This rearranging of 
pixels results in partial reconstruction of the secret. As the pixels are just block 
shuffled, and the amount of black pixel is not modified, the constructed shares are 
of good quality. Though secret block with black and white pixels was attempt for 
regeneration with the best effort, the intervention from the cover image in a 
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reconstructed secret image might be observe, affecting the quality of reconstructed 
secret largely. 

2.4. Error-diffusion based VSS [12] 
In this approach, the author uses small blocks and improves the quality of share by 
the concept of error diffusion [12, 26]. The pixels in this approach classified as SIP 
(Secret Information Pixel), CIP (Cover Information Pixel), and ABP (Auxiliary 
Black Pixel). 

• SIP are the pixels that carry pixels from a secret image and split into shares using 
traditional binary VSS. 
• CIP are the pixels that carry pixels from a cover image. 
• ABP are the pixels that are black so that the reconstructed pixel is black. 

The CIP and ABP pixels are refer to as non-SIP because they do not carry any 
secret. This grouping of pixels is done to achieve two contradictory goals as higher 
visual quality (goal a) and non-resemblance to the secret (goal b): 
goal a: Each share should be of high quality i.e., it must be visually like cover 
image. 
goal b: The reconstructed secret should be free from intervention from shares i.e., 
it should be free from any resemblance from the cover image. 

According to the first goal, shares should carry the minimum number of pixels from 
SIPs, and the remaining pixels should be from non-SIPs i.e., CIPs and ABPs [12]. And 
as per the second goal, non-SIPs must be superimposed with black pixels so that the 
resultant pixel will have no intervention from cover image and will appear black. It must 
be assured that for a given pixel on shares at least one pixel must be black. This is 
achieved by complementing the position of ABPs on two shares in such a way that after 
superimposing the resultant pixels black. So, these CIP on a pixel position on a given 
share is observed, then the same pixel position on the other share should hold ABP. So, 
in this extended VSS system first, the ABPs are identified to achieve the (goal b), and 
then the secret pixels are embedded into SIPs. Lastly, controlled error diffusion is 
achieved for approaching (goal a). The quality of extracted secret and quality deteriorate 
of the cover image are the challenges here. 

3. Proposed Expressive Shares VSS using DCT for improved 
extracted secret quality 

The proposed VSS consists of a secret Binary / Halftone image ‘S’ and two cover 
images ‘C1’ and ‘C2’ which are halftone images. The secret ‘S’ is fragmented in 
two meaningless shares ‘S1’, ‘S2’ using conventional VSS [8]. As these shares are 
meaningless, transmitting such shares over an open network provokes qualms to a 
potential intruder. So, to avoid such a situation, two cover images are used to embed 
the meaningless share to make them appear meaningful, which will prevent qualms 
to a potential intruder. In the process of generation of meaningful shares, DCT [31] 
is applied on cover images that transform the cover images from spatial domain to 
frequency domain. In the frequency domain, 25% of high frequency is exploited 
and is replaced by secret share ‘S1’ in cover image ‘C1’ and secret share ‘S2’ in 
cover image ‘C2’ respectively. Then inverse DCT is applied on secret embedded 
cover image ‘C1’ and ‘C2’ which results in an innocent-looking meaningful share 
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as described in Fig. 1, which when transmitted over an open network will not 
provoke qualms to a potential intruder. While recovering the secret DCT is applied 
on innocent-looking meaningful shares. ‘S1’ and ‘S2’ embedded in them are 
extracted and are superimposed to reconstruct the original secret ‘S’ which can be 
easily perceived by Human Vision System as described in Fig. 2. 

 
Fig. 1. Encryption process for the generation of meaningful shares. 

 
Fig. 2. Decryption process for extracting of 
embedded secret from meaningful shares. 
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4. Experimentation Environment  
MATLAB as a tool is used for the experimentation of Expressive Share VSS using 
DCT for improved extracted secret quality. Data set used in this experimentation 
are cover image data set of images with size 512×512 as shown in Fig. 3 and secret 
image data set of images (each of size 256×256) as represented in Fig. 4. 

In Proposed Expressive Share VSS, Basic Extended VSS [8], User-Friendly 
Random Grid VSS [11], Pixel Swapping VSS [30], Error Diffusion Based VSS 
[12], quality of reassembled secret differs from that of the original secret depending 
on the encryption process. Performance evaluation for quality of a reconstructed 
secret image is evaluated using Mean Squared Error (MSE) [32], Peak Signal to 
Noise Ratio (PSNR)[33], and Structural Similarity Index (SSIM) [34]. 

  

Fig. 3. Cover image data set. 

 
Fig. 4. Secret image data set. 
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The error matrix MSE and PSNR was use for evaluating the quality between two 
images. The MSE is used as the measure for comparison of reconstructed secret quality 
with reference to the original secret. A lower value of MSE corresponds to a better 
quality of the reconstructed secret image. MSE is expressed as in equation (3) 

𝑀𝑀𝑀𝑀𝑀𝑀 =
1
𝐴𝐴𝐴𝐴

��[𝑅𝑅(𝑢𝑢, 𝑣𝑣) − 𝑅𝑅′(𝑢𝑢, 𝑣𝑣)]2
𝑎𝑎

𝑢𝑢=1

𝑏𝑏

𝑣𝑣=1

      (3) 

where: R (u,v) = initial secret image, R’(u,v) = recovered secret image and A, B = 
dimension of the image. 

PSNR is used to evaluate peak noise. In this ‘signal' is the initial secret, and the 
‘noise' is inaccuracy in the recovered secret image. PSNR is a function of MSE and 
is expressed as in equation (4). 

𝑃𝑃𝑀𝑀𝑃𝑃𝑅𝑅 = 20 × 𝑙𝑙𝑙𝑙𝑙𝑙 �
𝑀𝑀𝐴𝐴𝑀𝑀𝐼𝐼
√𝑀𝑀𝑀𝑀𝑀𝑀

�    (4) 

where: MAXI is the maximum possible pixel value of the image  

SSIM measures the visual difference between the two images. This metric 
quantifies the degradation of image quality caused due to image processing. In this 
experimentation, the reconstructed secret image is compared with the original 
secret image for structural similarity. A minimum value of SSIM = ‘0’ corresponds 
to no visual resemblance among the initial secret and recovered secret and SSIM = 
‘1’ corresponds to cent percent visually identical initial secret and recovered secret. 
SSIM is represent as in equation (5). 

𝑀𝑀𝑀𝑀𝑆𝑆𝑀𝑀(𝑥𝑥, 𝑦𝑦) =
�2𝜇𝜇𝑥𝑥𝜇𝜇𝑦𝑦 + 𝑐𝑐1��2𝜎𝜎𝑥𝑥𝑦𝑦 + 𝑐𝑐2�

�𝜇𝜇𝑥𝑥2 + 𝜇𝜇𝑦𝑦2 + 𝑐𝑐1��𝜎𝜎𝑥𝑥2 + 𝜎𝜎𝑦𝑦2 + 𝑐𝑐2�
    (5) 

where:  𝜇𝜇𝑥𝑥 = average of xi,  𝜇𝜇𝑦𝑦 = average of yi 

𝜎𝜎𝑥𝑥2 = variance of x,  𝜎𝜎𝑦𝑦2 = variance of y, 𝜎𝜎𝑥𝑥𝑦𝑦 = covariance of x and y 

c1 = (k1L)2 , c2 = (k2L)2 variables to stabilize the division with weak denominator 

L = dynamic range of the pixel values (2 bits per pixel -1) 

k1 = 0.01 and k2 = 0.03 default values 

5.  Results and Discussion 

This experimentation uses two images as a cover image, as shown in Fig. 3 and 20 
images as a secret image, as shown in Fig. 4. The major requirement of Expressive 
share VSS are High-Quality Meaningful Shares, and Reconstructed secret should 
be almost like the original secret. Figure 5 shows the cover image ‘C1’, and ‘C2’ 
and a secret sample image ‘S’. Figure 6 shows the visual difference of Meaningful 
shares embedded with secret share ‘S1’ and ‘S2’ and Reconstructed Secret between 
Proposed Expressive Share VSS using DCT, Basic Extended VSS [8], User-
Friendly Random Grid VSS [11], Pixel Swapping VSS [30], and Error Diffusion 
Based VSS [12]. Basic Extended VSS generate visually lowest quality of 
meaningful shares, and the best quality of meaningful shares are generated using 
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Pixel Swapping VSS as in Fig. 6. And others, including the proposed expressive 
share VSS generates the intermediate quality of meaningful shares. But if closely 
observed the reconstructed secret of Pixel Swapping it gives the lowest quality of 
reconstructed secret because of the watermarking effect of the cover image on it. 
Proposed Expressive Share VSS displays the best result for reconstructed secret 
with good visual quality as in Fig. 6. The proposed expressive share VSS using 
DCT gives the acceptable quality of meaningful shares. 

 
Fig. 5. Cover image ‘C1’ and ‘C2’ used to embed 

‘share 1’ and ‘share 2’ of the secret ‘S’. 

 

Fig. 6. Visual comparison of experimental results. 
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The performance of the implementation for the reconstructed secret is assessed using 
MSE and PSNR for quality measurement and SSIM for visual similarity. Proposed 
Expressive Shares VSS using DCT and considered existing meaningful share VSS 
methods are compared using MSE, PSNR, and SSIM. Experimental results in Table 1 
and Fig. 7 for MSE (Mean Squared Error), Table 2 and Fig. 8 for PSNR (Peak Signal to 
Noise Ratio), show that Pixel Swapping VSS gives lesser MSE and greater PSNR value 
as compared to Basic Extended VSS, User-Friendly Random Grid VSS and Error 
Diffusion Based VSS. The proposed Expressive Shares VSS gives minimum MSE and 
maximum PSNR; thus, it outperforms all the considered existing approaches. As shown 
in Table 3 and Fig. 9, the SSIM of Basic Extended VSS is greater as compared to User-
Friendly Random Grid VSS, Pixel Swapping VSS, and Error Diffusion Based VSS. 
However, when compared to the proposed Expressive Shares VSS, the proposed VSS 
gives the highest SSIM value among all five approaches. 

Table 1. The result obtained by comparing MSE between original secret and 
reconstructed secret for proposed, extended, user-friendly random grid, 
pixel swapping & error diffusion based VSS and their statistical analysis. 

 

Proposed 
Expressive 
Share VSS 

using 
DCT 

Basic 
Extended 
VSS [8] 

User-
Friendly 
Random 

Grid VSS 
[11] 

Pixel 
Swapping 
VSS [30] 

Error 
Diffusion 

Based VSS 
[12] 

MSE 
Image 1 0.1365 0.6835 0.2596 0.2538 0.2455 
Image 2 0.1347 0.6980 0.2526 0.2478 0.2418 
Image 3 0.4292 0.2933 0.8018 0.5805 0.7497 
Image 4 0.0693 0.8311 0.1295 0.1695 0.1238 
Image 5 0.4427 0.2861 0.8329 0.5968 0.7784 
Image 6 0.4378 0.3028 0.8183 0.5866 0.7656 
Image 7 0.2402 0.5122 0.4565 0.3739 0.4318 
Image 8 0.0567 0.8644 0.1040 0.1537 0.0999 
Image 9 0.1071 0.7634 0.2018 0.2215 0.1917 
Image 10 0.1182 0.7314 0.2216 0.2188 0.2093 
Image 11 0.2746 0.4657 0.5185 0.4044 0.4905 
Image 12 0.4007 0.3317 0.7480 0.5580 0.6991 
Image 13 0.3837 0.3314 0.7181 0.5272 0.6725 
Image 14 0.3794 0.3382 0.7130 0.5175 0.6690 
Image 15 0.3571 0.3556 0.6668 0.4950 0.6262 
Image 16 0.3847 0.3254 0.7242 0.5397 0.6787 
Image 17 0.4510 0.2729 0.8461 0.6125 0.7941 
Image 18 0.3226 0.4169 0.6059 0.4562 0.5670 
Image 19 0.4620 0.2843 0.8616 0.6180 0.8058 
Image 20 0.1577 0.6734 0.2949 0.2552 0.2769 
Avg. MSE 0.2873 0.4881 0.5388 0.4193 0.5059 

t-Stat 0.25x101 0.89x101 2.67x101 0.91x101 
t-Critical one-tail 0.17x101 0.17x101 0.17x101 0.17x101 
t-Critical two-tail 0.21x101 0.21x101 0.21x101 0.21x101 

P one-tail 1.0x10-2 1.58x10-8 7.70x10-17 1.18x10-8 
P two-tail 2.0x10-2 3.17x10-8 1.54x10-16 2.37x10-8 
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For statistical validation of obtained results, the proposed Expressive Share 
VSS using DCT is compared with existing methods using 2-variable t-Test 
assuming Equal Variance is defined as. 

H0: There exists no significant difference between the MSE of Proposed and 
Existing methods. 
Ha: There exists a significant difference between the MSE of Proposed and Existing methods. 

The obtained t-Stat, t-Critical and P-value are as given in Table 1. For the proposed 
method when compared with the existing method, the t-Critical for (1-tail and 2-tail) is 
less than t-Stat for α(0.05) rejecting the null hypotheses (H0) and proving that the proposed 
method is statistically significant than the other existing methods. 

 

Fig. 7. Average MSE of the original secret with a  
reconstructed secret image for proposed, extended, user- 

friendly random grid, pixel swapping & error diffusion-based VSS. 

 

Fig. 8. Average PSNR of the original secret with a  
reconstructed secret image for proposed, extended, user- 

friendly random grid, pixel swapping & error diffusion-based VSS. 
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Table 2. The result obtained by comparing PSNR  
between original secret and reconstructed secret for proposed, extended, 
user-friendly random grid, pixel swapping & error diffusion-based VSS. 

 

Proposed 
Expressive 
Share VSS 
using DCT 

Basic 
Extended 
VSS [8] 

User-
Friendly 
Random 

Grid VSS 
[11] 

Pixel 
Swapping 
VSS [30] 

Error 
Diffusion 

Based VSS 
[12] 

PSNR 
Image 1 56.7783 49.7834 53.9876 54.0854 54.2309 
Image 2 56.8375 49.6924 54.1063 54.1905 54.2964 
Image 3 51.8038 53.4583 49.0904 50.4925 49.3821 
Image 4 59.7231 48.9342 57.0072 55.8397 57.2049 
Image 5 51.6692 53.5661 48.9247 50.3724 49.2189 
Image 6 51.7184 53.3199 49.0019 50.4476 49.2907 
Image 7 54.3250 51.0366 51.5365 52.4036 51.7777 
Image 8 60.5960 48.7636 57.9597 56.2654 58.1358 
Image 9 57.8347 49.3036 55.0826 54.6763 55.3047 

Image 10 57.4043 49.4894 54.6750 54.7301 54.9238 
Image 11 53.7441 51.4497 50.9833 52.0632 51.2245 
Image 12 52.1032 52.9239 49.3917 50.6646 49.6855 
Image 13 52.2907 52.9277 49.5689 50.9107 49.8542 
Image 14 52.3402 52.8387 49.5997 50.9918 49.8766 
Image 15 52.6027 52.6209 49.8911 51.1848 50.1636 
Image 16 52.2792 53.0071 49.5324 50.8095 49.8139 
Image 17 51.5890 53.7705 48.8563 50.2598 49.1320 
Image 18 53.0439 51.9303 50.3068 51.5391 50.5946 
Image 19 51.4846 53.5929 48.7776 50.2207 49.0685 
Image 20 56.1529 49.8482 53.4343 54.0626 53.7070 

Avg. PSNR 54.3160 51.6129 51.5857 52.3105 51.8443 
t-Stat 0.35x101 0.29x101 0.25x101 0.27x101 

t-Critical one-tail 0.17x101 0.17x101 0.17x101 0.17x101 
t-Critical two-tail 0.20x101 0.20x101 0.20x101 0.20x101 

P one-tail 5.96x10-4 2.80x10-3 8.25x10-3 5.50x10-3 
P two-tail 1.19x10-3 5.60x10-3 1.65x10-2 1.10x10-2 

For statistical validation of obtained results, the proposed Expressive Share 
VSS using DCT, is compared with existing methods using 2-variable t-Test 
assuming Equal Variance is defined as. 

H0: There exists no significant difference between the PSNR of Proposed and 
Existing methods. 
Ha: There exists a significant difference between the PSNR of Proposed and 
Existing methods. 

The obtained t-Stat, t-Critical and P-value are as given in Table 2. For the 
proposed method when compared with the existing method, the t-Critical for 
(1-tail and 2-tail) is less than t-Stat for α (0.05) rejecting the null hypotheses 
(H0) and proving that the proposed method is statistically significant than the 
other existing methods. 
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Table 3. The result obtained by comparing SSIM  
between original secret and reconstructed secret for proposed, extended, 
user-friendly random grid, pixel swapping & error diffusion-based VSS. 

  

Proposed 
Expressiv
e Share 

VSS using 
DCT 

Basic 
Extended 
VSS [8] 

User-
Friendly 
Random 

Grid VSS 
[11] 

Pixel 
Swapping 
VSS [30] 

Error 
Diffusion 

Based VSS 
[12] 

SSIM 
Image 1 0.6696 0.6151 0.1891 0.6124 0.2187 
Image 2 0.6301 0.5253 0.1832 0.5183 0.2214 
Image 3 0.5905 0.1334 0.1126 0.1123 0.0477 
Image 4 0.8254 0.7856 0.0924 0.7828 0.2919 
Image 5 0.6174 0.0878 0.0538 0.0528 0.0345 
Image 6 0.6056 0.1071 0.0727 0.0720 0.0357 
Image 7 0.4639 0.3512 0.3334 0.3498 0.1704 
Image 8 0.8488 0.7962 0.0734 0.7949 0.3141 
Image 9 0.7728 0.7327 0.1495 0.7315 0.2439 
Image 10 0.7440 0.7024 0.1604 0.7009 0.2753 
Image 11 0.3806 0.3649 0.2365 0.2322 0.1413 
Image 12 0.5549 0.1894 0.1748 0.1735 0.0476 
Image 13 0.5280 0.2038 0.1529 0.1501 0.0726 
Image 14 0.5207 0.1991 0.1372 0.1349 0.0860 
Image 15 0.4876 0.2518 0.1998 0.1964 0.0916 
Image 16 0.5390 0.1833 0.1326 0.1302 0.0631 
Image 17 0.0876 0.6285 0.0268 0.0258 0.0269 
Image 18 0.4469 0.3266 0.2915 0.2905 0.1207 
Image 19 0.6390 0.0675 0.0352 0.0338 0.0259 
Image 20 0.6616 0.6347 0.2193 0.6325 0.2476 
Avg. SSIM 0.5807 0.3943 0.1514 0.3364 0.1388 

t-Stat 0.27x101 0.97x101 0.34x101 0.96x101 
t-Critical one-tail 0.17x101 0.17x101 0.17x101 0.17x101 
t-Critical two-tail 0.20x101 0.20x101 0.20x101 0.20x101 

P one-tail 5.04x10-3 7.66x10-12 8.54x10-04 9.25x10-12 
P two-tail 1.01x10-2 1.53x10-11 1.71x10-03 1.85x10-11 

For statistical validation of obtained results, the proposed Expressive Share 
VSS using DCT is compared with existing methods using 2-variable t-Test 
assuming Equal Variance is defined as. 

H0: There exists no significant difference between the SSIM of Proposed and 
Existing methods. 
Ha: There exists a significant difference between the SSIM of Proposed and 
Existing methods. 

The obtained t-Stat, t-Critical and P-value are as given in Table 3. For the 
proposed method when compared with the existing method, the t-Critical for 
(1-tail and 2-tail) is less than t-Stat for α (0.05) rejecting the null hypotheses 
(H0) and proving that the proposed method is statistically significant than the 
other existing methods. 
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Figure 9. Average SSIM of the original secret with a  

reconstructed secret image for proposed, extended, user- 
friendly random grid, pixel swapping & error diffusion-based VSS. 

6.  Conclusions 
The paper proposes Expressive Share VSS for generating meaningful shares using 
DCT. The shares created are very much identical to the original cover image, which 
reduces the qualms to intruder about the presence of secret embedded in it. For 
performance evaluation of reconstructed secret with the original secret, the 
proposed Expressive Share VSS is compared with Basic Extended VSS, User-
Friendly Random Grid VSS, Pixel Swapping VSS, and Error Diffusion Based VSS. 
It is observed that as compared to all other approaches, the proposed Expressive 
Share VSS gives minimum MSE, maximum PSNR, and maximum SSIM value. 
Using Human Visual System, Pixel Swapping VSS [30] generates the best quality 
meaningful shares as compare to Basic Extended VSS [8], User-Friendly Random 
Grid VSS [11], Error Diffusion Based VSS [12] and Proposed Expressive Shares 
VSS using DCT. The major problem with Pixel Swapping VSS approach is that it 
reconstructs low-quality secret image by having a watermark effect from cover 
images which is not soothing to the Human Vision System. So, the next best quality 
shares are generated using proposed Expressive Share VSS using DCT which is 
better than the Basic Extended VSS, User-Friendly VSS, and Error Diffusion Based 
VSS also, reconstructed secret is visually better as compared to other four existing 
approaches of Meaningful Share VSS. 
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