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Abstract 

There are diverse methods and technologies adopted by authors studied to Keep 
up with the rapid progress of big data technology in securing big data in the field 
of cryptography, and that seeks to bring the latest innovative solutions to address 
the problems related to severe threats to the security of sensitive information on 
the big data environment. Currently, this area includes many standard encryption 
algorithms to cover the part of the protection of big data in a specific environment 
as those provided an excellent performance that contributed to the progress and 
development of this area. Yet, these methods still have some major limitation 
related to its performance, throughput, execution time, and many other. Such a 
move was as a starting point for researchers to work, develop, and try to come 
out with positive results. In this paper, we studied many of these works and raised 
with our cryptographic algorithm that meets the purpose. As a result, we 
overcome most of the weaknesses which the area was faced previously and come 
up with the best results. Besides, the proposed scheme ensures a high level of 
security where its performance analysis proves the effectiveness and superiority 
in comparison, which makes a fair balance between security, time-consuming, 
and performance. Moreover, we used a pre-configured programming model of 
MapReduce to apply the proposed and deal with large amounts of data and 
encrypt them in a parallel way that ensures a shorter processing time. 

Keywords: Big data, Blowfish, Cryptography, Encryption algorithm, Security 
analysis, MapReduce. 
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1.  Introduction 
The daily extracted data in the present day are increasing unreasonably, making the 
need for the emergence of the term big data come [1]. To control and make these 
data meaningful, we dealt with them by applying a particular technical analysis 
introduced mainly to cope with such data. These data usually cannot be processed, 
stored, searched within, and analysed using conventional database management 
tools and traditional database management systems [2]. Moreover, what 
distinguishes big data techniques is its ability to deal with enormous volumes of 
structured and unstructured data that are huge [3], where we can determine its 
characteristics as the properties like Volume, Variety, Velocity, Variability, 
Complexity [4].  

Big data security includes computation and database operations for the massive 
amount of the various data placed away from the data owner's enterprise.  It 
recognizes that the purpose of the big data environment is to access and get the 
required data from different areas; this is an underlying assumption that must be 
achieved. Hence, security will play a significant role, as one of the serious problems 
and issues that must be studied well in the domain of big data and arrive at the best 
research that can cover this Imperfection [5]. 

Data security and privacy are two of the most influential aspects in the big data 
field [6], which takes care of how users authenticated to ensure more reliable 
communication, and then encrypt and send data and how to store it in a way that 
makes it difficult for hackers to access  [7]. Judging from the above, big data 
security has become a key issue as a field of research and diving to study 
vulnerabilities and try to find the best solutions [8]. In the term of information 
security, many extensible algorithms specialize in the field of encryption that has 
shown great success through its usage in the science of information and 
communication [8, 9]. Where the more significant the complexity of the encryption 
algorithm, the more excellent its resistance against hacking attempts and the 
success of the hacking attempt by hackers, which formed the rule that greater 
complexity means greater security [10]. These algorithms can be symmetric key 
algorithms that employ a single key for both encryption and decryption and are 
known as a secret key algorithm or maybe asymmetric key algorithms that uses a 
public key and private key pair which are related to each other, and this known as 
public-key algorithms [11].  

As shown in Fig. 1, several systems have proven efficient in keeping with all 
data security requirements in the field of big data encryption, such as the high data 
generation speed, the size of those data, and the level of their security. RC6, MARS, 
3DES, DES, and Blowfish are some of the symmetric encryption techniques which 
tried to offer comparatively effective solutions and enveloped most of the issues 
that emerged in the field of security. However, these algorithms are no longer 
satisfactory enough to achieve efficient results consistent with the characteristics 
required for processing big data [12] due to the challenges related to the variety of 
data and the speed of its generation and its volume, which are doubling day by day 
creating a challenging environment to handle it using traditional techniques [13]. 
For that, an important platform used for this purpose is called Hadoop. It is a well-
known and widely used open-source implementation of the MapReduce framework 
in big data [14] as it uses Hadoop distributed file system (HDFS) to stores a massive 
amount of data by dealing with MapReduce as a programming model to efficiently 
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process data by generating large data sets on a cluster with a parallel and distributed 
algorithm [9]. That is useful for large, long-running jobs that cannot handle within 
the scope of a single request. This work will be split into several blocks by a 
mapper, and the reducer will merge those blocks to get a single output. Besides, it 
produces and stores three copies of each block to ensure fault tolerance. Thus, for 
dealing with a big data environment, most of the researchers adopted Hadoop as an 
open-source framework to apply their solutions using the MapReduce 
programming model by java execution [14-16]. 

 
Fig. 1. The main categories of cryptography [17]. 

We organized the remaining parts of this paper as follows: we give a literature 
review of the current field works in Section two. In Section three, we introduce the 
proposed scheme, the present the result and discussion in Section four, the 
experiment setup presented in Section five, and finally, the conclusion drowned in 
Section six. 

2.  Literature Review  
Today's big data is a vast area for research and work because of the challenges of 
data privacy and security that is a significant concern in big data analytics, thus 
makes it occupy a large space accelerated towards researchers. Encryption, privacy, 
communication, authentication, integrity, and access are among the different levels 
of big data security. Data encryption is a significant concern concerning data 
security and privacy in a big data environment.  

After looking at many of the proposed papers, we found that one of the most 
comfortable algorithms with high efficiency than some counterparts is the blowfish 
algorithm. It considers as one of the strong and completely unbreakable encryption 
algorithms to date with a convenient design for any enhancement or modification 
in its structure [18]. It has a greater throughput than 3DES, DES, CAST-128, IDEA, 
and RC2 with better performance and efficiency for analysing 
Encryption/Decryption time and throughput and for the power consumption value 
where they concluded that blowfish. Kofahi et al. [19] show that the blowfish 
algorithm is the fastest, followed by the DES algorithm then the T-DES algorithm. 
Moreover, blowfish need the least amount of time for the file to encode and 
minimum time for text file decode compared to the AES algorithm [20]. 
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Algarad and Rama [6], proposed a novel blowfish-based algorithm, which is an 
improved algorithm of the standard blowfish algorithm, where they ensured a high 
level of security. Their proposed used a pre-configured programming model of 
MapReduce to deal with a large amount of data and encrypt them in a parallel way, 
then proved its efficiency by achieving shorter processing time. As we observed, 
the scheme's results to encrypt and decrypt data increased the power and safe 
consumption by about more than 50%, where the percentage increased whenever 
the size of the file increased. Thus, it proved a fair balance between security and 
time-consuming performance. Therefore, Desai et al. [13] used MapReduce too to 
propose a framework that reduces encryption costs  and decreases the time and 
makes it more efficient. It can boost encryption performance by encrypting a large 
amount of data in a parallel and distributed fashion. They enhanced the encryption 
performance in the term of execution time by using MapReduce and with minimal 
usage of system resources. Their work was good for better results, but the drawback 
may be on an AES, where it has certain limitations in case of security and 
scalability, and it takes extra time, as well the differences between methods increase 
with file size. 

Furthermore, Jayan and Upadhyay [21] proposed an enhancement work using 
MapReduce, which is quite similar to that [13] that used a modified parallel RC4 
encryption algorithm [22]. Their work has shown positive results by improving and 
enhancing big data security and algorithm cost, which reduced them using 
MapReduce. They show that AES was an effective algorithm but takes more time, 
the RC4 took a shorter time but was sequential, and the modified RC4 was the best 
effect with MapReduce. In the same field and to enhance the security of essential 
data at the HDFS level, Kadre and Chaturvedi [9] provided AES-MR as a new 
solution for a data security issue of encryption at the storage level at HDFS. They 
show that their work with the help of parallel processing of map and reduced 
function was fast enough to encrypt the data chunks from the data store, but their 
work fell into trouble due to the increased size of data files, size of log files (files 
which record the data activity), intrusion detection system faced so many problems 
and gave inaccurate results for detecting the attackers [3]. 

In this paper, we have proposed a durable approach to data security in big data 
environment encryption and transmission using Hadoop cluster where the complete 
encryption process is done smoothly, with ensures complex data concealment by 
creates a problematic pattern that is difficult to break during intentional attacks 
while being transferred in a big data environment. We used the MapReduce 
framework as a programming model for encrypting large amounts of data in parallel 
and distributed fashion by using our proposed approach for the encryption scheme 
to perform the encryption parallel using the Hadoop cluster. Thus, we reduce the 
cost of encryption where MapReduce and a key generated during the proposed 
encryption scheme. In other words, we tried to mimic data cryptography while 
transferring data from the user to HDFS and how to store it in a practical way that 
ensures its security far from the detection of any attempt to target it.  

MapReduce, a pre-configured programming model, was designed to deal with 
large amounts of data and encrypt it in a distributed and parallel way to ensure the 
processes' speed. Thus, we will overcome the most prominent obstacles because 
the data will be encrypted by applying for our proposed program, then by using the 
Hadoop cluster and with the help of MapReduce, the cost of encryption will be 
reduced more. The framework will divide the big file into small pieces called 
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blocks. The data of each will be encrypted using the proposed algorithm then create 
three copies of each before storing it, which will be useful to ensure tolerance fault. 
The Key will send as a key-value pair to the reducer. The rest of the operations will 
work as the normal MapReduce. 

3.  The Proposed Scheme 
We can understand the proposed scheme idea by the general structure that presented 
in Fig. 2, which it illustrates the adopted scenario as follows: 

 
Fig. 2. The general structure of the proposed approach. 

The proposed formulated in two phases. First: explain the proposed method that 
facilitates the continent to understand and know how it works, then lists the 
algorithm steps and shows an illustration figure to understanding more. Second: is 
how the proposed scheme work using MapReduce. 

3.1. The proposed algorithm 
Through this paper, we proposed a new scheme for encryption and mixed it with 
the MapReduce parallel programming paradigm. It is considered as one of the best, 
quickest conceivable approaches to process and executes the encryption of the data 
faster than previously while maintaining efficiency and improve it. The proposed 
processes an enormous volume of data by processing a large size block of 384 bits 
in a complex and rigorous way that ensures the difficulty of breaking it, using an 
unspecified encryption key can range between 128-896 bits, which prove the 
strength of the proposed and make it difficult for attackers to break it.  

The proposed will work to divide the main block into three equal size blocks, 
each of 128 bits, then uses the function (F) to ensure the change of bits position 
ultimately. This function applies to the middle block with swapping the location of 
the three blocks in each round. That ensures the total change using a derivative 
encryption key from the master key that ranges between 128-896 bits applied in 
each round to change the bits' value. The number of rounds used is eight rounds, 
which are accurately set to ensure the total position change between the three initial 
blocks and then ensure the change of bit locations within each block and change its 
value. Figure 3(a) shows the change that happened for positions of the main three 
blocks derived from the main block where Fig. 3(b) shows the change happened 
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for positions inside each block. Figure 3(c), on the other hand, shows the change 
that happened for each bit. 

 
Fig. 3. An illustration of the resulting form of the processed block. 

3.1.1. Keys derivation procedure 
P-array of the proposed algorithm is an eight-element array, and each element has 
a 128-bits size that may look as P= {P1, P2, P3, ..., P8}. The proposed scheme uses 
one element for encryption each round. As the proposed algorithm deals with the 
main Key of 128-896 bits size, so by iteration, we can generate the K-array, which 
will have eight elements, each of 128 bits.  Thus, we can derive the p-array as the 
following steps: 
• Enter the main Key. 
• Generate K-array from the main Key with eight elements, each of 128 bits. 
• Generate P-array with the same size of K-arrays and derived its elements as 

follows: 

𝐹𝐹𝐹𝐹𝐹𝐹 (𝑖𝑖 = 0 𝑡𝑡𝐹𝐹 𝑖𝑖 = 7) 

𝑝𝑝[𝑖𝑖] =  𝑝𝑝[𝑖𝑖] 𝑋𝑋𝑋𝑋𝑋𝑋 𝑘𝑘[𝑖𝑖] 

3.1.2. Function F  
This function takes a 128-bits input, which expresses the middle part of the main 
block that we process. Consider that this part as a matrix of 4×4 element, each 
element contains 8 Bits as following: 

𝑖𝑖11 𝑖𝑖12 𝑖𝑖13 𝑖𝑖14 
𝑖𝑖21 𝑖𝑖22 𝑖𝑖23 𝑖𝑖24 
𝑖𝑖31 𝑖𝑖32 𝑖𝑖33 𝑖𝑖34 
𝑖𝑖41 𝑖𝑖42 𝑖𝑖43 𝑖𝑖44 
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The function is to work in two steps: 
• Convert rows to columns and columns to rows.  

𝑖𝑖11 𝑖𝑖21 𝑖𝑖31 𝑖𝑖41 
𝑖𝑖12 𝑖𝑖22 𝑖𝑖32 𝑖𝑖42 

𝑖𝑖13 𝑖𝑖23 𝑖𝑖33 𝑖𝑖43 
𝑖𝑖14 𝑖𝑖24 𝑖𝑖34 𝑖𝑖44 

• For each element, convert 1 to 0, And 0 to 1.  

For example: 
𝑖𝑖11= 01100110 
𝑖𝑖𝑡𝑡 𝑤𝑤𝑖𝑖𝑤𝑤𝑤𝑤 𝑏𝑏𝑏𝑏 

𝑖𝑖11=10011001 
Note: in the real implementation, we will deal with the block like a regular array 
of 16 elements each of 8-bits, and we simply used the matrix in the explanation to 
just easily understand the function work manner. 

3.1.3. The proposed algorithm steps 
The idea that the proposed include is to create an efficient algorithm for encryption 
and make it able to handle large size of a block using a rigorous manner, and that 
will ensure the strength of the efficiency of the output and make complexity greater 
to verify the impossibility of breaking it. We have formulated the proposed 
algorithm through the following steps: 
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3.2. The proposed scheme using MapReduce 
Hadoop is a very famous and widely used open-source implementation of the 
MapReduce [8] framework. The Hadoop distributed file system (HDFS) stores a 
large amount of data. The mapper will divide the work into blocks, and the reducer 
will merge the blocks producing a single output. For that, the proposed encryption 
scheme is used for the encryption to perform the encryption parallel using 
MapReduce of the Hadoop cluster. Where the parallel encryption processes of 
MapReduce can certainly improve performance and reduce the cost of encryption 
because instead of encrypting blocks one by one, multiple mappers can work on 
encrypting different blocks [10]. After that, the reducer combines all blocks and 
store them back in HDFS. For more clarify, the framework will split and mapped 
the big files into several small blocks. Then produced and stored three copies of 
each block to ensure fault tolerance. Before that, the data have to be encrypted using 
the proposed scheme. Then the Key is sent as a key-value pair to the reducer. All 
other process is the same as the normal MapReduce. Figure 4 clarifies and 
simplifies the understanding of the above steps of the proposed. 

 
Fig. 4. The block diagram of the proposed scheme. 
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4.  Results and Discussion 
In this section, we evaluate and discuss the proposed algorithm and its advantages 
using the following factor: 

4.1. Objective evaluation metrics 
The proposed method experiments have been conducted on a random text file using 
a random key. There are many scientific metrics of objective evaluation to measure 
the imperceptibility between the original text and the encrypted text, as the original 
text of the proposed scheme is binary. Thus, the objective evaluation [23, 24] is 
applying with some differences, where will apply based on mutual relations 
between the input bits in the original text file and its corresponding bit in the 
encrypted text file. Hence, it fairly suits binary array. 

Here, error metrics used for calculating the objective evaluation concerning the 
original text file and its encryption one. To calculate that, firstly, we have to declare TP, 
FP, TN, and FN as a total number of true-positive, false-positive, true-negative, and 
false-negative bits concerning the original text file and its encryption, respectively. 

i. Recall/Sensitivity 

𝑋𝑋𝑏𝑏𝑅𝑅𝑅𝑅𝑤𝑤𝑤𝑤 =  𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

                                                                                                    (1) 

The ideal value of sensitivity is one that closes to 1. 

ii. Precision 

𝑃𝑃𝐹𝐹𝑏𝑏𝑅𝑅𝑖𝑖𝑃𝑃𝑖𝑖𝐹𝐹𝑃𝑃 =  𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝑇𝑇

                                                                                              (2) 

The ideal value of precision is one that closes to 1. 

iii. Specificity 

𝑆𝑆𝑝𝑝𝑏𝑏𝑅𝑅𝑖𝑖𝑆𝑆𝑖𝑖𝑅𝑅𝑖𝑖𝑡𝑡𝑆𝑆 =  𝑇𝑇𝐹𝐹
𝑇𝑇𝐹𝐹+𝐹𝐹𝑇𝑇

                                                                                           (3) 

The ideal value of specificity is one that closes to 1. 

iv. Accuracy 

𝐴𝐴𝑅𝑅𝑅𝑅𝐴𝐴𝐹𝐹𝑅𝑅𝑅𝑅𝑆𝑆 = 𝑇𝑇𝑇𝑇+𝑇𝑇𝐹𝐹
𝑇𝑇𝑇𝑇+𝐹𝐹𝑇𝑇+𝐹𝐹𝐹𝐹+𝑇𝑇𝐹𝐹

                                                                                    (4) 

The ideal value of Accuracy is one that closes to 1. 

v. F-Measure 

𝐹𝐹𝐹𝐹 = 2× 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅×𝑇𝑇𝑃𝑃𝑅𝑅𝑅𝑅𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅+𝑇𝑇𝑃𝑃𝑅𝑅𝑅𝑅𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃

                                                                                        (5) 

The ideal value of F-measure is one that closes to 1. 

vi. Negative Rate Matrix (NRM) 

𝑁𝑁𝑋𝑋𝐹𝐹 = 𝑅𝑅𝐹𝐹𝐹𝐹+𝑅𝑅𝐹𝐹𝑃𝑃
2

                                                                                                   (6) 
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where 𝑋𝑋𝐹𝐹𝐹𝐹 = 𝐹𝐹𝐹𝐹
𝐹𝐹𝐹𝐹+𝑇𝑇𝑇𝑇

, 𝑋𝑋𝐹𝐹𝑇𝑇 = 𝐹𝐹𝑇𝑇
𝐹𝐹𝑇𝑇+𝑇𝑇𝐹𝐹

 Moreover, the outstanding value of F-
measure is one that closes to 0.   

vii. Balanced Classification Rate (BCR)  

𝐵𝐵𝐵𝐵𝑋𝑋 = 0.5 × (𝑆𝑆𝑝𝑝𝑏𝑏𝑅𝑅𝑖𝑖𝑆𝑆𝑖𝑖𝑅𝑅𝑖𝑖𝑡𝑡𝑆𝑆 + 𝑋𝑋𝑏𝑏𝑅𝑅𝑅𝑅𝑤𝑤𝑤𝑤)                                                                 (7) 

The ideal value of BCR is one that closes to 1. 

viii. Balance Error Rate (BER) 

𝐵𝐵𝐵𝐵𝑋𝑋 = 100 × (1 − 𝐵𝐵𝐵𝐵𝑋𝑋)                                                                                    (8) 

The ideal value of BER is one that closes to 0. 

Table 1 shows the objective evaluation metrics for the current scheme, the novel 
blowfish-based algorithm scheme [6], and the standard blowfish. We calculated the 
results by a random text file and its corresponding encrypted text file. As noticed, 
all the measured objective metrics of the proposed scheme are approaching their 
ideal values more than they are in the other two algorithms, which prove the 
effectiveness of the proposed scheme. 

Tables 1 has graphically drawn in Fig. 5 It represents the imperceptibility 
measurements between the normal blowfish, the novel blowfish, and the 
proposed scheme. 

Table 1. Objective evaluation metrics. 
 Blowfish Novel blowfish [6] The proposed Ideal value 

Recall 0.52427 0.65957 0.82429 1 
Precision 0.26470 0.60784 0.85980 1 

Specificity 0.46619 0.59183 0.81176 1 
Accuracy 0.48177 0.62500 0.81875 1 

F-Measure 0.35179 0.63265 0.84162 1 
NRM 0.50476 0.37429 0.18196 0 
BCR 0.49523 0.62570 0.81803 1 
BER 50.47679 37.42943 18.19681 0 

 
Fig. 5. Graphical representation of imperceptibility measurements. 

0
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1
1.2

Blowfish Novel blowfish [5] The proposed Ideal value
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4.2.  Statistical analysis 

4.2.1. Entropy 
To evaluate the text quantity is called entropy and consider as a measure to estimate 
the amount of randomness [25], H(S) is expressed mathematically for the message 
m as follows: 

𝐻𝐻(𝑆𝑆) = ∑ 𝑃𝑃(𝑆𝑆𝑃𝑃)𝑤𝑤𝐹𝐹𝑙𝑙2
1

𝑇𝑇(𝑆𝑆𝑖𝑖)
𝑃𝑃−1
𝑃𝑃=0                                                                                   (9) 

The probability symbol Si is represented as P(𝑆𝑆𝑃𝑃), and because there are 256 
possible values for the message, the ideal value is H(S)=8. Hence, the highly 
random of the ciphertext in nature is the value that is approaching 8. Figure 6 
illustrates that the proposed provides satisfying results that come close to the ideal 
value and make it better. 

  
Fig. 6. graphical representation of the entropy analysis. 

4.2.2. Variance 
Variance knew as the measure of how far each data set value from the mean. it is 
symbolized as (𝜎𝜎2). Its formula can mathematically express as follows: 

𝜎𝜎2 = ∑(𝑋𝑋−𝜇𝜇)2

𝐹𝐹
                                                                                                        (11) 

where 𝜇𝜇 refers to the mean values of X, and N refers to the number of terms in the 
distribution. 

4.2.3. Standard Deviation (SD) 
It refers to the measurement of how spread-out numbers are. It is calculated as the 
square root of the variance and symbolized as σ. its formula mathematically 
expressed as follows [26]: 

𝜎𝜎 = �1
𝐹𝐹
∑ (𝑥𝑥𝑃𝑃 − 𝜇𝜇)2𝐹𝐹
𝑃𝑃=1                                                                                          (12) 

6
6.2
6.4
6.6
6.8

7
7.2
7.4
7.6

blowfish novel  blowfish [5] the proposed

Entropy
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4.2.4. Mean-to- Standard Deviation (MSDR) 
This measurement illustrates the statistical data points dispersion measurement in 
a data series around the mean. It is known as the coefficient of variation (CV), and 
it represents the ratio of the standard deviation to the mean. Its formula 
mathematically expressed as follows [27]: 

𝐵𝐵𝐶𝐶 = 𝜎𝜎
𝜇𝜇
                                                                                                                  (13) 

Table 2 shows the results obtained related to Mean, Variance, Standard 
Deviation, and Mean-to- Standard Deviation of the proposed scheme. The results 
are identically similar to the original text and recovered text as measured by three 
experiments of different size files using the proposed scheme, which means that the 
statistical analysis proves that all algorithms are efficient due to their ability to 
recover the original text without any loss of information. 

Table 2. Statistical analysis (SD and MSDR). 

Experiment  
Statistical Analysis 

Mean Variance SD MSDR 
1st experiment Original text 68.5 5.25 2.2912 0.0334 

Recovered text 68.5 5.25 2.2912 0.0334 
2nd experiment Original text 76.5 5.25 2.2912 0.0299 

Recovered text 76.5 5.25 2.2912 0.0299 
3rd experiment Original text 84.5 5.25 2.2912 0.0271 

Recovered text 84.5 5.25 2.2912 0.0271 

4.3. Visual assessment  
This measurement finds out if a hacker can know or imagine some useful 
information by visual assessment of the ciphertext that may indicate the similarity 
between the input and the output. 

Figure 7 shows the encrypted output, which proves the difficulty for attackers 
to infer and get even some meaningful information by visually assessing the result. 
That means the proposed is booming due to no slightest similarity relationship 
between the plaintext and ciphertext. 

 
Fig. 7.  A form of data before and after being encrypted by the proposed algorithms. 

4.4.  Security analysis 
In this section, we provide a security analysis of the proposed scheme compared to 
the standard blowfish and the novel blowfish [6]. The sides of the comparison areas 
the following Table 3: 
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Table 3. Comparison of the security analysis based on the algorithm’s architectures. 
Security 
algorithms 

Cipher 
type Key size Block 

size Keyspace Round 

Blowfish 
Symmetric 

block 
cipher 

(32 – 448) 
bits 64 bits (232  −  2448) 16 

Novel 
blowfish 
[6] 

Symmetric 
block 
cipher 

(64 – 448) 
bits 128 bits (264  −  2448) 7 

The 
proposed 
method 

Symmetric 
block 
cipher 

(64 – 512) 
bits 128 bits (2128  −  2896) 8 

4.4.1. Keyspace (Brute-force-attack) 
It refers to the measurement of all keys possible permutation, set to ensure whether 
the cryptographic algorithm more efficient and sensitive to simple change of the 
Key used during the encryption results, thus ensure the resistance of the algorithm 
toward brute-force-attacks. Here, the keyspace is large enough to make an 
adversary search infeasible. As on average, the attacker must search in half the 
keyspace to find the solution [28]. 

Table 3 shows the key size and keyspace of the standard blowfish, novel 
blowfish [6], and the proposed scheme. The values mentioned show the efficiency 
of the proposed algorithm when compared to the rest. That is clear as we provided 
the maximum complexity to find the correct Key as its value can be appreciated to 
be close to 5.282945e+269. 

4.4.2. Key sensitivity analysis 
Key sensitivity analysis is a measurement to check the encryption algorithm's 
sensitivity towards change in initial conditions. Here, a suitable algorithm produces 
an entirely different ciphertext than the previous if it is slightly changed in its 
encryption key. 

In the proposed algorithm, as mentioned in the section of the Key Derivation 
Procedure, we derived the used p-array from the general k-array that we created by 
using the main Key. That happens by using the XOR operation to generate each 
round Key. It proves that changing all rounds keys is an inevitable result if any 
slight change happened on the main Key, which in turn will produce an entirely 
different ciphertext. 

4.5.  Correlation analysis 
It is calculated among the encrypted data and the original data to analyzes the 
confusion properties of encrypted data as a part of statistical analysis and shows the 
relationship between them. This analysis should come with results that are close to 
zero as to be in correlation ideally. We can use the following formula to calculate 
that for the plaintext. 

𝐹𝐹𝑟𝑟𝑟𝑟 = 𝑅𝑅𝑃𝑃𝑐𝑐(𝛼𝛼,𝛽𝛽)
�𝐷𝐷(𝛼𝛼)�𝐷𝐷(𝛽𝛽)

                                                                                                    (14) 
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𝑅𝑅𝐹𝐹𝑐𝑐(𝑟𝑟,𝑟𝑟) = 1
𝐹𝐹
∑ (𝑟𝑟𝑃𝑃 − 𝐵𝐵(𝑟𝑟))(𝑟𝑟𝑃𝑃 − 𝐵𝐵(𝑟𝑟))𝐹𝐹
𝑃𝑃=1                                                       (15) 

𝐷𝐷(𝑟𝑟) = 1
𝐹𝐹
∑ (𝑟𝑟𝑃𝑃 − 𝐵𝐵(𝑟𝑟))2𝐹𝐹
𝑃𝑃=1                                                                                (16) 

𝐷𝐷(𝑟𝑟) = 1
𝐹𝐹
∑ (𝑟𝑟𝑃𝑃 − 𝐵𝐵(𝑟𝑟))2𝐹𝐹
𝑃𝑃=1                                                                                 (17) 

Moreover, α and β denote two values for which correlation needs to calculate. 
N refers to the total elements number obtained from the data, whereas E(α) = mean 
of α, and E(β)= mean of β.   

Figure 8 shows the results obtained, in which the smallest correlation 
coefficient value that is approaching the value of 0 has achieved in the proposed 
scheme as well, as the compared algorithms came with good results. 

 
Fig. 8. Graphical representation of the correlation analysis. 

5.  Experiment Setup 
This section will present the proposed scheme performance evaluation through its 
implementation and the results obtained by using MapReduce and without using 
MapReduce, and then results will be compared with some existed works. We 
rebalanced the load for distributed file system through simulation on Hadoop 1.x 
Ubuntu 14.04 using java implemented on Core i7 (9th generation) CPU of a Lenovo 
laptop with 16GB RAM and 64-bits Windows 10 operating system. Moreover, we 
have used files created randomly. 

Figure 9 shows the time taken to implement the encryption of the recent 
proposed Algaradi and Rama [6], and standard blowfish algorithm for files of 
different sizes, such as 1MB, 10MB, 100MB,200MB, and 500MB.  

Our proposed scheme delivers better results that increase its efficiency and 
performance, where we notice that the results obtained by the proposed to encrypt 
the data increased the power and safe consumption by about 40% compared to our 
previous proposed [6], which made it the best. Similarly, the implement took less 
time of the decryption of the proposed as compared to our previous proposed [6] 
and the standard blowfish algorithm, where Fig. 10 illustrates that for the same files 
encrypted previously. 
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Fig. 9. Encryption performance comparison. 

  
Fig. 10. Decryption performance comparison. 

5.1.  Performance analysis 
The following criteria measure the performances: 

• Execution time in terms of encryption and decryption time. 
• CPU Process time in the form of throughput. 
• Power consumption. 

The factors that have been relied upon here to determine and measure the 
proposed scheme performance is the speed of the algorithm's encrypt/decrypt data 
blocks of various sizes. The encryption time is known as the time taken of the 
encryption algorithm to deliver a ciphertext from a plain textual content, where the 
decryption time is known as the time taken of the decryption algorithm to deliver a 
plaintext from a cipher textual [29]. It is essential to mention that we used the 
encryption execution time results to calculate the encryption scheme throughput, 
where the throughput of the encryption scheme is the total size of plaintext in bytes 
divided by the total encryption execution time. 

𝑇𝑇ℎ𝐹𝐹𝐹𝐹𝐴𝐴𝑙𝑙ℎ𝑝𝑝𝐴𝐴𝑡𝑡 =  𝑇𝑇𝑃𝑃𝑇𝑇𝑅𝑅𝑅𝑅 𝑃𝑃𝑃𝑃𝑠𝑠𝑅𝑅 𝑃𝑃𝑜𝑜 𝑂𝑂𝑃𝑃𝑃𝑃𝑂𝑂𝑃𝑃𝑃𝑃𝑅𝑅𝑅𝑅 𝑇𝑇𝑅𝑅𝑇𝑇𝑇𝑇(𝐾𝐾𝐾𝐾𝐾𝐾𝑇𝑇𝑅𝑅𝑃𝑃)
𝑇𝑇𝑃𝑃𝑇𝑇𝑅𝑅𝑅𝑅 𝐸𝐸𝑇𝑇𝑅𝑅𝑅𝑅𝐸𝐸𝑇𝑇𝑃𝑃𝑃𝑃𝑃𝑃 𝑇𝑇𝑃𝑃𝑇𝑇𝑅𝑅

                                                (18) 
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It is required to consider data files of different sizes (1MB to 500 MB) to 
calculate the above equation, where the algorithms evaluated in terms of the time 
required to encrypt and decrypt the data files. 

Table 4 shows the time needed for the encryption and decryption process for 
the normal blowfish, Algaradi and Rama [6], and the proposed scheme. As well, it 
shows the average time for different sizes of input files. Finally, compare the 
throughput for each algorithm.  As we observe through visible results, the proposed 
scheme performs better compared with others regarding time consumption, 
throughput. It gives the highest degree of throughput, which means the proposed 
technique's power consumption is the least. 

Table 4. Comparison results of the  
performance analysis of the Encryption/Decryption algorithms. 

 Encryption Time in ms Decryption Time in ms 

Input 
file in kb Blowfish 

Novel 
blowfish 

[6] 
Proposed Blowfish 

Novel 
blowfish 

[5] 
Proposed 

1015 113 155 81 127 152 62 
10150 461 615 191 498 661 153 
102920 4526 2307 1080 4385 2266 1061 
205839 8898 4343 2182 9281 4454 2016 
532876 22919 10079 5382 23900 10088 4888 

Average 
Time 

7383.4 3499.8 1783.2 7.638.2 3524.2 1636 

Through
put 

23.1004 48.7342 95.6482 22.3298 48.3967 104.2542 

Figures 11 and 12 clearly show the throughput results presented in Table 4. in 
encryption, and decryption, respectively. 

 
Fig. 11. Throughput of encryption algorithms. 

  
Fig. 12. Throughput of decryption algorithms. 
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5.2.  Features comparison 
Computational speed, Throughput encryption/decryption, Power consumption, and 
Memory usage are essential critical roles in data security that are considered a 
concerning issue. Here, we used the Blowfish algorithm, a novel blowfish [6], and 
the proposed scheme for overall performance evaluation. 

Table 5 presents the capability comparison of the standard blowfish algorithm, 
the novel blowfish [6], and the proposed scheme, where it illustrates that the novel 
blowfish algorithm is more secure than the standard blowfish algorithm. However, 
the proposed scheme is more secure than both of them. It became concluded that 
the proposed scheme is to get higher information security and superior performance 
than others in terms of throughput encryption, throughput decryption, power 
consumption, memory usage, and confidentiality. 

Table 5. The capability comparison of algorithms. 
Features Blowfish Novel Blowfish [6] The proposed 
Computational Speed Moderate Fast Very Fast 
Throughput Encryption Low Medium High 
Throughput Decryption Low Medium Very High 
Power Consumption High Medium Lowest 
Memory Usage Medium High Low 
Confidentiality Medium High Very High 

Figure 13 shows the difference between the results obtained using MapReduce 
and without MapReduce. As we see, the proposed with MapReduce gave us less 
time to consume. Moreover, the proposed scheme was the best and the least. 

  
Fig. 13. Encryption performance comparison with and without MapReduce. 

6.  Conclusions 
In this work, we proposed a new scheme for encryption performance improvement 
in a big data environment using MapReduce as an attempt to avoid data security 
problems and help solve them at the HDFS storage level. The proposed achieved very 
satisfactory results concerning the encryption/decryption timing graphs, especially if 
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it is used in the Hadoop cluster using MapReduce, as the encryption field, it reduced 
more the cost than its predecessor that is done without MapReduce as the result of 
the parallel processing of the map and reduce functions. It meets the purpose, trying 
to overcome most of the weaknesses that the area faced previously and come up with 
the best results with ensuring the sensitive data security far from detection for any 
targeted attempt. The proposed proved its strength by decreasing the power and 
saving consumption compared to some previous related works, as it achieved success 
by more than 40%. Moreover, we discussed the most important concepts related to 
demonstrating the proposed strength, which is usually used to measure the objective 
evaluation metrics and some of the statistical analysis, Visual Assessment, Security 
Analysis. It also made positive results regarding throughput, thus balancing security, 
time-consuming, and performance and surely proved that the proposed is highly 
qualified to carry out its work and accomplished data security. 
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