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Abstract 

The customer satisfaction of the broadband network mostly depends on 

robustness of the service offered by Internet Service Providers (ISP). Providing 

uninterrupted network service is essential in this communication era even though 

interruption in internet connection is unavoidable. However, if it is predicted 

earlier, the consequences can be minimized. Hence, it is essential to accurately 

forecast the faults in internet connection for Telecom Companies. The proposed 

tool for predicting broadband network fault is made up of a combination of 

Complex Event Processing (CEP) and Predictive Analytics (PA) techniques. The 

PA is used to predict network faults using techniques such as Logistic Regression 

(LR) or Naïve Bayes (NB). CEP is used to perform the prediction in real-time on 

streaming events. In this paper the performance of predictive model configured 

with LR is compared with the one configured with NB. Both the models had been 

tested for its performance using appropriate data set received from 

telecommunication industry using precision-recall curve and accuracy. It was 

found that the prediction accuracy of LR model (89.65%) is better than that of 

NB model (86.25%). It was also noticed that the derived AUC of LR is 0.52 

which is much higher than 0.21 of NB. Hence, it was concluded that the 

predictive model configured with LR is performing better than the one configured 

with NB. So, the proposed tool configured with LR model can be implemented 

for fault prediction in network management systems. 

Keywords: Complex event processing, Logistic regression, Machine learning, 

Naïve Bayes, Predictive analytics.   
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1.  Introduction 

Significant use of broadband network for communication is increasing rapidly. 

Information and Communication Technology (ICT) is certainly one of the 

important pillars for economic growth of any developing nation. The customer 

satisfaction of broadband network mostly depends on the robustness of the service 

offered by Internet Service Providers (ISP). Broadband network failure has become 

a critical problem for these companies [1], and to predict this failure is also 

challenging. It is essential to predict or forecast faults in broadband network in 

advance, to protect the cost, workload, customer services and reputation of the 

Telecommunication Companies [2].  

Table 1 shows the summary of overall performance of different telecom 

companies (ISP) in Malaysia derived from the nationwide assessment report of year 

2017 [1]. For DSL technology, service provider A failed to meet the requirement 

of both Round-trip time (RTT) and packet loss. Percentage of latency is calculated 

using the metric, RTT ≤ 85ms for ≥ 95% of the time. As for fibre, both service 

providers A and B were unable to meet RTT requirement with recorded 

measurement results of 92.23% and 91.86% respectively. 

RTT is the time taken for a signal to reach the server from the end user and 

its acknowledgement received back from the server. Failure to attend to the 

requirements of more packet loss might lead to cancelling subscription plan by 

the customers which will negatively affect the performance ratings of the internet 

service provider. The main challenge in carrying out this study is dealing with 

the complexity of huge volume of data due to the high frequency of network 

sessions. The entire session data and trouble ticket data had to be pre-processed 

for better performance by machine learning. This was a complicated process 

because of the availability of vast volume of retrieved data. The internet users 

survey 2017 conducted by Malaysian Communications and Multimedia 

Commission, recorded subscriptions of 28.5 million on mobile and 2.5 million 

on fixed broadband categories [3].  

Table 1. Overall performance of ISP during 2017 in Malaysia.  

Service 

Provider 

DSL Fibber 

Round 

Trip Time 

Packet 

Loss 

Round 

Trip Time 

Packet 

Loss 

A 77.34% 1.27% 92.23% 0.29% 

B 99.04% 0.05% 91.86% 0.23% 

C -- -- 100% 0.10% 

This study enhanced the intelligence of CEP [4] by the introduction of Predictive 

Analytics (PA) in CEP. The PA works as an intelligent system, and the combination 

of CEP and PA offers better outcome for predicting events with alerts [5]. Hence, this 

system was employed to develop a tool for predicting broadband network fault using 

the combination of CEP and PA. The predictive model was configured with ML 

techniques such as Logistic Regression or Naïve Bayes, and the most appropriate one 

was then selected by applying systematic experimental tests. 

The real-time prediction component is missing in some of the previous works 

for network fault prediction because of using batch datasets [6-8]. Correlation rules 
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were required to set manually before predicting the fault patterns, even though an 

AI model was developed using historical batch data [9]. That shows clearly that 

machine learning model trained with real-time data is required to avoid the 

necessity predefined rules imported manually. That is why in this research a 

proposal for network fault prediction is made using Logistic Regression method of 

machine learning model trained with real-time data collected from a Malaysian 

telecom company. 

2.  Methodology 

Even though there are several models existing for network fault prediction, a more 

effective model is needed to enhance the prediction accuracy. An attempt is made 

in this research to improve the accuracy by using wrapper method for feature 

selection stage of the proposed prediction method. The three stages, pre-processing 

the data, designing the tool and validating the tool, in the proposed prediction 

method are presented in Fig. 1. 

 

Fig. 1. Research approach. 

2.1.  Data collection  

The quality of the signal was constantly monitored by ISPs through sending ping 

signal to routers/receivers at customer end. Before the customer receives a ping, it 

goes around different components of the network. A diagram of connected xDSL 

is shown in Fig. 2, where broadband remote access server (BRAS, B-RAS or 

BBRAS) was used to route traffic around the device on an ISP network [10]. The 

digital subscriber line accessed multiplexer (DSLAM) is used for gathering data 

traffic from different subscribers in a central socket and transferred data to a 

router/switch using Frame Relay, or Ethernet connection, or ATM. Finally, a 

connection was established with xDSL device, which totalled up Digital Subscriber 

Line (DSL) technology.  
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Fig. 2. xDSL connectivity diagram [11]. 

Information such as total uploaded bytes, total downloaded bytes, termination 

causes, session starting time, session ending time, total duration etc. was stored 

upon the termination of every session. It was estimated that a huge volume of 

such data is continuously stored in the database maintained by ISPs which can be 

used for training the network fault prediction tools. The dataset used in this study 

was collected from one of the ISPs from Malaysia. Connection information 

regarding internet sessions, user account, customer support and product details 

were found in this dataset. It also contained information related to events such as: 

user connecting to internet and terminating from internet, variations in the 

number of bytes during uploads or downloads and changes in the duration of 

sessions. The metadata was received in two files consisting of 32 columns of 

information about user account and RADIUS data. Incompleteness and 

duplication were the two major issues faced in terms of complexity in data. It was 

dealt with pre-processing. 

2.2.  Complex event processing 

Complex Event Processing (CEP) technology enables extraction depending on 

selected set of complex events for processing a large number of data stream [12, 

13]. It is useful for monitoring business activities that detect the emerging business 

trends of the real world. CEP has to attain high level of intelligence to enhance the 

intellectual performance of business processes [14]. Therefore, CEP technology 

was integrated with business intelligence to process large volume of data obtained 

from various sources in short time.  

2.3.  Predictive analytics 

Predictive Analytics (PA) is a portion of advanced analytics technique used for 

predicting the unknown events which may occur in future. PA can be developed by 

using many different techniques (such as Datamining, Modelling, statistical, 

Machine Learning (ML), and Artificial Intelligence). Statistical and ML techniques 

were used in the development of PA for this study. Naïve Bayes (NB), and Logistic 

Regression (LR) algorithm were the statistical and the ML techniques used 

respectively in this study. NB uses “Maximum A Posteriori” decision rule for 

classification. The time required to train Naïve Bayes classifier is less when 
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compared to the time required to train other classifiers [15]. It also performs well 

for big datasets and high-dimensional data points. The theory of Bayesian was 

invented by Thomas Bayes (1702 - 1761) and named after him [16]. 

ML is all about determining the probabilities of an outcome as P, taking a task 

T and its experience E as input. LR is another technique borrowed by machine 

learning from the field of statistics. It is named for the function used at the core 

of the method, the logistic function also called the sigmoid function which can 

take any real-valued number and map it into a value between 0 and 1. LR is a 

kind of predictive analysis algorithm based on the concept of probability. The 

coefficients of the LR algorithm should be estimated from data used for training. 

This is done using maximum-likelihood estimation which makes assumptions 

about the distribution of training data. Since the logistic function has two 

different asymptotes, it can be used to divide data into "yes/no" (1 or 0) 

categories; the low side being "no" and the high side being "yes". LR algorithm 

was used to retrieve odds ratio from more than one descriptive feature. The main 

advantage of LR is its ability to avoid confusing properties by associating all 

features together. 

The general training algorithm used to train LR model can be stated as follows, 

Given each training data: 

Step 1: Calculate a prediction using the current values of the coefficients. 

Step 2: Calculate new coefficient values based on the error in the prediction. 

Step 3: Repeat step 1 and 2 until the model is accurate enough (error drops to 

some desirable level) or for a fixed number of iterations. 

2.4.  System design 

The CEP-PA system was designed based on the architecture shown in Fig. 3. It 

consisted of two sub systems, one for training and the other for prediction. Offline 

computations were performed by the training subsystem (upper side) using past 

event data gathered after being cleaned and transformed. The prediction subsystem 

(lower side) performed the network fault predictions based on the captured events 

from management system and trained the Logistic Regression model. The PA was 

implemented with the use of ML algorithms, for predicting fault events in a ‘time-

ahead-window-based-event-stream’ with minimal latency. 

A direct communication socket was required between the predictor and 

management system because of the isolation of the prediction system from 

management network. Within a certain amount of time after every prediction, the 

result was provided if the prediction made was correct or not. The result outputs 

and the inputs of the prediction was then used to train the model again. This is how 

the model kept training and continued predicting in real time.  

Finally, the trained model was evaluated to prove that the trained model was 

effective for forecasting failures. The entire system was scripted using Python 

Language. Spark Streaming from Spark Framework was used for the streaming 

purpose. The machine learning model for the prediction was built using the Python 

machine learning library called Scikit Learn. 
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Fig. 3. CEP-PA system architecture. 

2.5.  Data-stream creation 

It is essential to filter and clean the data for better analysis [17, 18]. Several actions 

were taken for cleaning the collected data such as removing the duplicate & 

overlapped rows and rows with NULL values in critical columns. To achieve the 
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aim of this study, which is to predict the network faults in real-time, the CEP 

technology was used. Although, CEP needs streaming data rather than batch data, 

the dataset collected was not streaming type. There was only session information 

stored at the end of every session. Since there was no streaming type of data 

available for predicting the future network or session faults; they had to be 

converted to streaming type. In order to train the ML model found in the CEP 

system, the entire set of data had to be split into various portions of equal size and 

the entire log information was also split into portions of six-hour duration. 

The number of downloaded bytes and uploaded bytes got cumulated with time. 

However, the amount of data cumulated for every six hours was not the same. 

Hence, it had to be distributed equally for the purpose of training with the use of 

the formula shown in Eq. (1). The formula in Eq. (1) was used to calculate the 

number of rows (n) for a session, where duration is in seconds. 

𝑛 = 𝑐𝑒𝑖𝑙 (
𝐷𝑢𝑟𝑎𝑡𝑖𝑜𝑛

6∗60∗60
)                                                                              (1) 

The amount of downloaded and uploaded bytes is cumulative, and it is calculated 

for each row (part of a session) as F (in bytes) using the following Eq. (2). 

F =  
𝑇𝑜𝑡𝑎𝑙_𝐷𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑_𝑏𝑦𝑡𝑒𝑠

𝑛
                            (2) 

Finally, a complete set of data was generated using the accumulation process as 

shown in Eq. (3). 

Fi = Fi-1 + F                                            (3) 

In Eq. (3), Fi represents the amount of data to be used in ith row, each row 

represents a part of the entire session, which is calculated by adding the data used 

in previous part of the session and F. The value of i is ranging from 1 to n. 

One more column, called ‘active_user_in_zone’ was added to the dataset as a 

real-time to improve prediction accuracy. The various values of this variable were 

mapped to zone name of the users. The value of the active user variable was 

increased by one whenever a user’s router established a connection to internet from 

that zone. Similarly, the value of the active user variable was decreased whenever 

a user’s router was disconnected from the internet. Hence, this newly inserted 

column reflected the active number of users at a particular zone and specific time. 

Therefore, this becomes `one of the most effective predictors for the proposed 

model, which was implemented in the form of two user defined functions. CEP 

engine traced the values for each zone. 

2.6.  Feature selection 

Feature selection was needed to eliminate features with low or no predictive 

information. Based on different strategies and techniques, feature selection can be 

categorized into three distinctive groups [19]. Wrapper method was used in this 

study as features were evaluated using machine learning algorithm. Machine 

learning algorithm measured the quality of attribute and applied to each subset 

feature. This method helped to repeat the process until no improvement was 

observed and degraded the accuracy upon the removal of features [20]. Features 

with categorical values were transformed to numerical values using a method called 

String Indexer which encoded the string columns to label indices. 
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2.7.  Evaluating techniques 

The performance of the two classifiers, LR and NB, were evaluated using precision-

recall curve and accuracy. Precision-recall curve was used in this research because it 

is a common method to compare the trained models that predict probabilities for two-

class problems [15]. True Positive, False Positive, False Negative and True Negative 

values were used to measure accuracy, recall, precision, and F1-score of the trained 

models. The value for the term accuracy was a fraction which reflects the prediction 

accuracy of the trained model. The value for the term recall tells whether the portion 

of actual positives was correctly identified. The precision provided the portion of 

identifying positive value was actually correct. To interpret as weighted average of 

recall and precision values, the F1-score was used, where the value 1 is being the best 

and the value 0 being the worst. 

3.  Result and Discussion 

The CEP-PA system has been trained and tested using the data stream of the 

selected features. The results obtained while testing the system using NB technique 

and LR technique for prediction are analysed and presented in this section. 

3.1.  Comparison of the performance of LR and NB  

The true positive rate against the false positive rate is plotted in a graph, called 

receiver operating characteristic curve (ROC), to demonstrate the capability of 

the trained classifier at different threshold value. Figures 4 and 5 present the ROC 

curve of RF and NB respectively. The area under a ROC curve (AUC) provided 

accuracy measurement of the diagnostic test. The possible values of AUC range 

from 0.5 (no diagnostic ability) to 1.0 (perfect diagnostic ability).  Since the 

derived AUC of LR is (0.52) much higher than that of NB (0.21), it can be safely 

concluded that the diagnostic ability of LR is better than NB as higher AUC 

values indicate better test performance. 

                                       

Fig. 4. Precision-recall curve of NB 
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Fig. 5. Precision-recall curve of LR. 

3.2.  Comparing NB model and LR model for accuracy, precision, recall and F1 

Confusion Matrix is presented separately for NB and LR. From the Confusion 

Matrixes Accuracy, Precision, Recall and F1 of NB and LR were calculated and 

the results are shown in Table 2. Prediction accuracy of NB and LR are also plotted 

in Fig. 6 for comparison. It is clear that, LR provided the highest accuracy of 

89.65% in comparison to the NB algorithm with lower accuracy of 86.25%. 

Precision Recall and F1 of NB and LR are plotted separately in Fig. 7 for 

comparison. Precision Recall and F1 values of NB are 0.21, 0.24 and 0.35 

respectively and LR are 0.92, 0.92 and 0.95 respectively. The graph clearly shows 

that LR has performed much better than NB. 

Table 2. Comparison among NB and LR. 

Model Accuracy  Precision Recall F1 

Naïve Bayes (NB) 86.25% 0.21 0.24 0.31 

Logistic Regression (LR) 89.65% 0.61 0.56 0.51 

 

                                   
Fig. 6. Comparing accuracy of NB and LR. 
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Fig. 7. Comparing precesion-recall-F1 among NB and LR. 

4.  Conclusions 

The aim of this study was to develop a suitable tool to predict the network fault. The 

validation of the designed tool was achieved by training and testing the selected 

models inside the CEP tool. The training was conducted by using the 80% of the 

entire data set with the selected events as features and using the remaining 20% for 

testing. The prediction performance of the proposed CEP tool with LR model is 

compared with CEP tool with NB model using accuracy, precision, recall and F1-

score values. It was found that the proposed CEP tool performed better. Hence, the 

design with LR model instead of NB was finalized and recommended for prediction. 

In other words, the proposed tool configured with Logistic Regression model can be 

implemented for fault prediction in network management systems. Even though the 

proposed tool had been tested extensively and found performing well, there could be 

some space for further improvement. This can be achieved through training the model 

with additional training data set collected from different ISPs. 
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Nomenclatures 

 
F Amount of downloaded and uploaded bytes, bytes 

Fi Amount of data to be used in ith row, bytes 

n Number of rows for a session 
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Abbreviations 

AUC Area Under a ROC Curve  

CEP Complex Event Processing 

DSL Digital Subscriber Line 

DSLAM Digital Subscriber Line Accessed Multiplexer  

ISP Internet Service Providers  

LR Logistic Regression  

ML Machine Learning 

NB Naïve Bayes  

PA Predictive Analytics 

RADIUS Remote Authentication Dail-In User Service 

ROC Receiver Operating Characteristic Curve 

RTT Round-Trip Time  
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