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Abstract
Vision TN50 “Transformasi Nasional 2050” is encouraging institutions to
produce more talent for digitalization and transformation of Industries. This
transformation opens a new domain for the Internet of Things (IoT) technologies.
Therefore, students are required to develop their skills and knowledge in the field
of advanced automation and robotics. There are many automation or control labs
available in the educational institutions that are not equipped with advanced
automation, which are required for the Internet of Things (IoT) technologies. This
paper presents the design and development of a Multipurpose Educational and
Research Platform (MERP) for learning IoT automation technologies. To
develop a MERP, four requirements are outlined in this paper; (i) industrial
standard controller to be used (ii) integration of the platform with the cloud
computing (iii) develop a low-cost platform (iv) suitable for Industrial and
Enterprise applications prototyping. To analyse the impact of MERP, students
experience is evaluated on this developed platform in International Islamic
University Malaysia (IIUM). The evaluation result shows the enormous
improvement in student’s skills in term of learning new control technologies,
especially the Internet of Things (IoT). The proposed platform leverage students
to design, control and develop IoT application that is in line with the industry 4.0.
Keywords: Automation and robotics, Control lab, Engineering education, Internet
of things (IoT), Learning technologies.
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1. Introduction
The number of technologies that appears every day at our home, offices and in
our industries are transforming rapidly day by day. With this transformation,
devices will interact with each other over the internet, hence, they are named as
the Internet of Things (IoT). The term IoT was first made in 1999 by Kevin
Ashton in the context of supply chain management and the definition has been
expanding into a wide range of applications during the past decade. A diversity
of fields brings multiple interpretations of this general concept. However, a
simple explanation of this idea is machine perception of the real world and
interaction with it [1-3].
In 2011, Germany used the term “Industry 4.0” for the first time as the
development of a new German economic policy concept based on high-tech
strategies (Mosconi, 2015). This concept initiated the fourth technological
revolution based on concepts and technologies, which includes cyber-physical
systems, Internet of Things (IoT) and the Internet of Services (IoS) [4, 5].
During the first three industrial revolutions, humans have witnessed and
invented mechanical, electrical, and information technologies, which were
designed to increase the productivity of the production process. The first
industrial revolution increased the efficiency by using hydropower, the machine
tools development and use of steam power were increased.
The second industrial revolution offered mass production by electric power
(assembly lines). The third industrial revolution further accelerated towards
automation systems with the invention of electronics and information technology
and now the fourth industrial revolution introduced the cyber-physical systems
technology to combine the real world with the information age for future
development of industries. Figure 1 displays the first to fourth stages of the
industrial revolution [6].
The Internet of Things (IoT) represents the basic concept of integration of all
smart devices as part of a major smart project [7]. There are three basic IoT
components: (a) The Hardware; it consists of field sensors and actuators,
embedded controllers and communication system. (b) The Middleware; pay as
you go based cloud computing and storage services for big data analytics and (c)
The Presentation; easy-to-understand visualization and interpretation tools that
are easily accessible on different platforms and can be designed for a variety of
applications [1]. Furthermore, these components can be divided into five layers
as shown in Fig. 2. [8].

Fig. 1. Four stages of industrial revolutions.
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Fig. 2. Architecture of IoT layers.
To adopt and implement these technologies, the Educational and Research
Platforms (ERP) are increasingly becoming a key component, especially for
engineering laboratories. A wide range of work has been done on ERP in the field
of industrial automation and robotics especially in the last decade to improve
programming, logical and hardware skills of engineering students. The
applicability of these platforms enables students to achieve excellent learning
objectives. Many ERP and modern techniques were offered in the field of
automation (Control and Robotics), to train or teach the Programmable Logic
Controllers or Microcontrollers.
Sanchez and Bucio [9] proposed in improving the Teaching-Learning of
Discrete-Event Control Systems using a LEGO Manufacturing Prototype. A major
component of this system is Programmable Logic Controller (Siemens Simatic S7300) and LEGO blocks. Two programming languages (structured-text (ST) and
ladder diagrams) are used for learning of this system. Automated Manufacturing
System (AMS) implementation with LEGO blocks is shown in Fig. 3, which is a
teaching-learning aid in a post-graduate-level first course on the control of
Discrete-Event Systems (DESs). Thomas et al. [10] explained that learning
substation technology, as development of Substation Automation (SA) platform as
shown in Fig. 4, the proposed system based on Intelligent Electronic Devices (IED)
and Supervisory Control and Data Acquisition (SCADA) for undergraduate and
postgraduate students.
Hwang et al. [11] developed a low-cost training platform on embedded
systems using a microcontroller, this multipurpose control platform having
several advantages as compared to other commercial embedded system training
kits. Open source C/OS-II programming tool is used on the Linux operating
system and fundamental library function also developed for different controllable
devices. The programming and editing of the controller can be done in C language
and in visual programming. Rapid prototyping is possible on this platform,
especially for robotics systems.
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Fig. 3. PLC with LEGO blocks.

Fig. 4. Substation automation system.
For teaching PLC, Gavali et al. [12] developed a technology-based learning
system by introducing a new outline for undergraduate engineering students. PLC
hardware, interfacing and programming was introduced in lectures. For evaluation,
students apply their PLC theoretical knowledge to design and implement the
hardware project. Debiec, and Byczuk [13] developed a single board platform
based on programmable logic devices like microcontroller as shown in Fig. 5, in
which, to teach digital and programmable design techniques.
The researcher uses very good technique to teach students, they allowed them
to define their own design problems by this technique has resulted in satisfactory
learning outcomes. PLC based educational platform as in Fig. 6, was developed
[14] and implemented in education.
The approach was mainly hardware-based development. In addition, platform
manuals including presentation materials were prepared. The platform is quite
simple and easy to understand the basic concepts of PLC hardware and
programming. Similar development approach done by another group [15], had
developed multiple IO PLC for enhancement in theoretical understanding and
hands-on skill aspect in their learning of PLC.
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Fig. 5. Single board platform.

Fig. 6. PLC based platform.
Based on studies by Rodriquez-Sanchez et al. [16], a combination of course
development and project-based learning was done, the CPBL approach used for
Master of Engineering. A good contribution in microcontroller and embedded
system course, in which, the “Arduino” open-source platform was used. Four
blocks designed for theory and three blocks for practical. The IEC 61160 was
the benchmark to implement this course in Engineering Education.
The world’s largest successful distance learning university “The Open
University” has developed a course for learning IoT in 2011 [17]. This course
was designed for those students who had no programming experience in
computing. The hardware SenseBoard, visual programming software Sense and
cloud service are used for this online course. It was a great development for
learning basics of IoT. For learning IoT and Wearable Technology a hackathon
workshop was conducted in Ireland [18] for promoting a career in the field of
computer science. All participants learned programming skills in the previous
session. Students developed their prototypes based on given hardware like
Raspberry Pi, Arduino, basic Sensors and servos. Twenty-one (21) students
participated in this event. It was an effective experience for students and a great
motivation for learning modern technologies. For teaching the Internet of Things
(IoT) in university curricula [19] developed a low-cost and open-source platform.
Arduino UNO as hardware and ThingSpeak as Cloud Computing was used in this
platform. During the development of this platform, all layers of IoT discussed to
best possible way to teaching IoT Technology to students.
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Development of platforms and curriculum for learning control and IoT
technologies can be categorized into two groups [9-19]. Firstly, PLC,
microprocessor and microcontroller are used for teaching control logic and
programming languages by soft (development in curriculum) and hard
(development of platforms) techniques. The existing control engineering labs
already consist of standard control platforms according to this category, but these
platforms are lacking in the latest control and IoT application integration. Secondly,
for teaching IoT skills small-scale open component kits consisting of basic I/O with
Raspberry Pi or Arduino were used, which are not to the educational and industrial
standard. In this study, a low-cost centralized training platform is developed for
learning and implementing all types of controlling and IoT applications, which
fulfils the educational and industrial requirement.

2. Hardware Design and Implementation
The design of the developed MERP for control lab took care to incorporate all
requirements for learning the new control technologies for undergraduates and also
for the postgraduate students to design, implement and test their research. It was
essential to provide an advanced control feature in the design of MERP. The system
design and implementation are described as follows.

2.1. System hardware
The core component of the control-engineering platform for teaching and learning
software and hardware logic concepts is a controller. Siemens Simatic IoT2020 was
used, which belongs to the Simatic IoT2000 Series. This family offer a robust, compact
and flexible solution with a focus on the IoT environment. The key features are, high
degree of ruggedness, compact design (Din-Rail / Wall mount), Ethernet and USB
interfaces, internal interfaces for Arduino compatible Shields and Mini PCIe card,
freely programmable interfaces and maintenance-free operation is possible. The
Simatic IoT2020 can be a program with high-level programming languages with open
source software’s like, IDE, Python and eclipse, It operates on Linux (Yocto V2.1)
based operating system and hardware designed for the reliable 24/7 operation even in
harsh condition [20].
Two power supplies, 12 and 5 VDC are used in this platform. The first power
supply is to power up the controller and second for IO Connectivity. Raspberry Pi
USB Dongle is used with Controller for internet connectivity, major features are
BCM43143 chipset with 802.11b/g/n, 150Mbps maximum throughput. According
to RS Components Ltd. [21], in the main panel, 8 channel relay module is used,
which is connected to output Indicator lamps and ports. Relay shield is used for
Motor control application panel. This shield is mounted inside the Controller. The
basic temperature sensor (LM35), Light Dependent Resistor (LDR), Potentiometer
and a Servo Motor are used on the main panel. One 3-phase circuit breaker and four
magnetic contactors are used for three-phase induction motor control application.
Push button, indicator lamps, IO connectivity ports and project boards are used to
fulfil the basic operator interface requirement of the educational platform.

2.2. Schematic design
After the selection of components, the circuit was designed according to the
advanced-learning requirement of control logic and IoT technologies. The platform
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was divided into two parts. First, is the main panel and second is the application
panels (motor control and project board). The details are given as follows.
2.2.1. Main panel
The schematic design of the main panel is shown in Fig. 7, AC voltage is the main
power of panels. Through a power switch is connected to power supplies (12 and 5
VDC). The 12 VDC supply is connected with 12VDC ports, digital output indicator
lamps and powering up the Simatic controller. A 5 VDC supply is connected with
5 VDC ports and digital input push buttons. An 8 channel relay module is connected
at pin no 8-13, 18 and 19 of the Simatic controller and relay outputs are connected
with output ports and indicator lamps in parallel. Pin no 0-4 and 7 are used as digital
input signals, which are coming from input ports and push buttons. Pin No 5 and 6
are used as analogue output (PWM) and A0-A3 used for analogue input.

Fig. 7. Schematic diagram of main panel.
2.2.2. Application panels
The motor control panel is the first application of MERP. Four (4) Channel Arduino
Relay Shield V3.0 is used with Simatic controller. A shield is connected with four
magnetic contactors for Star, Delta, forward and reverse operation. Three (3) push
buttons are used for forward, reverse and stop operation and four (4) indicator
lamps for a star, delta, forward and reverse status. The lamps are connected with
the Normally Open (NO) contacts of Magnetic Contactor (MC) for indication of
the MC status. The second application panel consists of two project boards and
Simatic controller for student self-prototyping.

2.3. Layout design
The hardware developed on the acrylic sheet and these sheets (main, motor control
and project board) mounted on aluminium and steel stand. Din-Rail was used to
mount the Simatic IoT2020 Controllers, circuit breaker, and magnetic contactors,
wire duct used to cover the wiring of the motor control panel. The developed
platform is shown in Fig. 8.
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Fig. 8. Developed Multipurpose Educational
and Research Platform (MERP).

2.4. Features of developed MERP
A comprehensive comparison of the Developed Multipurpose Educational and
Research Platform (MERP) with other related platforms in the market/institutions
is shown in Table 1. The platform type, controller type, controller compliance with
industry, target audience, development approach and development cost are
highlighted. MERP is the latest development in education, which give all features
relates to the Internet of Things (IoT) field.
Table 1. Comparison of developed MERP with related platforms.
Ref.

[9]
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
[18]

[19]

Development
title

Discrete-event
control system
Substation
automation
laboratory
Rapid prototyping
platform
PLC education
Single laboratory
board
PLC platform
PLC module for
education
Embedded systems
course
Educating the
Internet-of-Things
An IoT and
wearable technology
Hackathon
Internet of Things
in university
curricula
MERP for learning
control and IoT
technologies

Platform
Controller
type
type
i. Controller i. IED
ii. IoT
ii. PLC
iii.Microcontroller
iv. Microprocessor
v. Arduino
vi. Raspberry Pi

Industrial
standard
i. Yes
ii. No

Target
audience
i. Research
ii. Master
iii. Degree
iv. Diploma
v. Training

Development
approach
i. Hardware
ii. Course
contents

Low-cost
development
i. Yes
ii. No
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3. Course Design and Implementation
The Industrial Automation (MCTE 3373) three credit hours and Mechatronics
Lab II (MCTE 3103) one credit hour are compulsory for students in Bachelor of
Mechatronics Engineering, International Islamic University Malaysia [22]. The
MCTE 3373 covers the basic concepts, components and terms of industrial
sensors, robotics, pneumatic logic, sequence control, industrial networks, CNC
machines, PLC, DCS and SCADA system. In addition, in MCTE 3103 students
implement the classical control systems, instrumentation, pneumatic based
control and PLC based exercises. According to current curriculum and lab
equipment, there is no contents and platform where students can learn advanced
control industry applications like; IoT, IIoT and Industry 4.0. To introduce modern
technology in engineering degree by developed platform course contents are
prepared and mentioned in this section. The main objective of the developed
contents based on MERP is to deliver the hands-on experience to students from the
physical layer (sensor, actuator) to cloud computing layer. This advanced skills and
knowledge will lead to achieving the country vision of digitalization and
transformation also creates further research contribution in this field. Breakdown
of objectives is shown in Table 2.
The course content, which is designed to meet the goals of the MERP, is shown
in Table 3. This session has three modules, the first module starts with the revision
of controllers like, microcontroller, Programmable Automation Controller (PAC)
and Programmable Logic Controller (PLC), then cover the introduction to industry
4.0, IOT, IIOT cloud/web services, big data, analytics and IoT communication
protocols concept in detail like Message Queue Telemetry Transport (MQTT),
which is an application layer protocol designed for resource-constrained devices. It
uses a topic-based publish-subscribe architecture. This means that when a client
publishes a message M to a particular topic T, then all the clients subscribed to the
topic T will receive the message M [23]. In the second module Simatic IoT
controller programming, configuration and Machine to Machine (M2M)
communication are included. The third module covers the IoT web and mobile
application design and development. All modules are synced with each other,
which gives a clearer picture to students on how they can design and implement the
IoT projects and applications.
All subjects of Mechatronics Engineering (MCTE) degree in IIUM is reviewed
carefully and proposed the developed contents with a related subject. The module
01 (Lecture part: introduction to technology and tools) will be integrated into the
“Industrial Automation (MCTE 3373)” and module 02 and 03 (Practical part:
software and hardware) will be integrated into the “Mechatronics Lab II (MCTE
3103)”. The modules are proposed to third year (sixth (VI) semester) students.
Table 2. MERP course objectives.
No.
1
2
3

Objectives
To provide an understanding of 4th industrial revolution in detail, which includes
IoT and IIoT to have a better understanding of their academic subjects by applying
real-time industrial applications step by step.
To provide an essential skill of IoT controller, web and mobile application to
design, program and implement the IoT and IIoT projects.
To provide students the ability to start working and building their own real-world
projects.
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Table 3. Course content to teach IoT on MERP (Module 01).
Topic
1. Introduction to:

2. IoT communication protocols
Module 02
1. IoT controller programming
2. Machine to Machine (M2M) communication
Module 03
1. Development of IoT mobile application
2. Development of IoT cloud/web application

Description
Controllers
Industry 4.0
IoT and IIoT
Cloud and web services
Big data and analytics
MQTT.Org [24]
Node-RED [25]

MQTT Dash [26]
IO Adafruit [27]
ThingSpeak [28]

3. Evaluation in Engineering Education
To evaluate the validity of the developed MERP a survey was conducted. For the
authentic survey feedback, different evaluation techniques were adopted.
Rodriquez-Sanchez et al. [16], Byrne et al. [18] and Kaluz et al. [29] inspired the
formulation of this survey questionnaire (rated questions), where about same types
of survey questions were asked for an evaluation of engineering/technical lab
development. It had four major sections. All students filled the first section prior to
the session and second, third and fourth section after the session. The first two
sections were pre and post questioners to measure the skill level difference before
and after the session. The first and second section named Teaching Evaluation
Questionnaires (TEQ). Students were asked about their basic skills like sensor,
actuator and programming skills in first two questions and three questions asked
about IoT skills like, IoT communication protocols, IoT web application
development and IoT mobile application development.
The third section belongs to the Self-Assessment Questionnaire (SAQ). These
questions were adopted for targeted and basic evaluation for two objectives. First,
to inspect the quality of hands-on experience and second to analyse the level of
convincing in learning IoT. Fourth section related to Questionnaires Regarding
Improvement (QRI). In this section, three questions were asked from students i)
their satisfaction with performing the analogue and digital IO related tasks ii) the
issues in designing of IoT software and hardware applications iii) overall usefulness
of MERP features. The responses in this section are observed for future
development and improvements in MERP. Students also provided feedback
comments like positive support and problems they faced in the session, also some
suggestions are taken into account for future improvement in MERP.

5. Observation and Result Analysis
The evaluation was provided by 67 students participating in workshops and
Engineering Degree Lab. The workshops were conducted four times and
demonstrated two times in Mechatronics Lab II during semester 1 2017/2018.
There are eleven students on average per session. The students in this study were
fourth-year Bachelor of Engineering and a few from Master of Engineering at the
International Islamic University Malaysia (IIUM).
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5.1. Teaching evaluation questionnaires (TEQ) (Pre and post)
To analyze the TEQ, a statistical technique Paired Sample t-Test was conducted to
evaluate the impact of MERP for learning modern technology. The Paired-Samples tTest compares two means that are from the same individual, object, or related units.
The two means typically represent two different times (e.g., pre-test and post-test with
an intervention between the two-time points) or two different but related conditions or
units (e.g., left and right ears, twins). The purpose of the test is to determine whether
there is statistical evidence that the mean difference between paired observations on a
particular outcome is significantly different from zero. According to Kent State
University [30], the Paired Samples t-Test is a parametric test. In this study, the same
TEQ questionnaires were asked before and after the workshop/lab sessions.
According to the results shown in Table 4, the hypothesis can be accepted
(confidence higher than 95%). It can be confirmed that student’s skills in TEQ3,
TEQ4 and TEQ5 are significantly higher than TEQ1 and TEQ2. The mean (M)
difference for the first two questions was between 0.39-0.63, and for the last three
questions, it was 2.39 to 2.45. The evaluation result related to IoT skills (TEQ3,
TEQ4 and TEQ5) showed a highly significant increase as compared to IO and
programming skills (TEQ1 and TEQ2), the mean differences shown in Fig. 9
indicating that students are fully hands-on on the advanced technology and also
improved their skills in I/O and programming by this platform.
Table 4. t-test results for TEQ pre and post questionnaires.

Skills

Sensor and actuator skills
Programming skills
IoT communication
protocols Skills
IoT Web application
development skills
IoT Mobile application
development skills

M
pre

M
post

M
diff

N

3.03
3.19

3.66
3.58

0.63
0.39

67
67

95% Confidence
interval of the
difference
M
M
lower
upper
0.438
0.816
0.229
0.547

1.13

3.57

2.43

67

2.237

2.628

24.83

0.000

1.13

3.52

2.39

67

2.213

2.563

27.27

0.000

1.12

3.57

2.45

67

2.261

2.634

26.21

0.000

t

Sign

6.62
4.88

0.000
0.000

Fig. 9. Pre and post mean difference of
Teaching Evaluation Questionnaires (TEQ).
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5.2. Self-assessment questionnaires (SAQ)
The SAQ survey results are shown in Fig. 10. It indicates a good effect of Quality,
Usage, Learning and Convenience positive effect of remote experimentation in
the courses. In all questions positive feedback was given, 55-60% of the
participants rated Good, in term of level of interactivity and overall technical
quality of MERP, 30% response was Very Good. In Usage and level of
convenience for learning advanced skills, around 25% students rated satisfactory.
Less than 5% students rated Poor and none of them given feedback as Very Poor.
The overall results of SAQ indicated that participants feel that they are now able
to work on this technology.

(a) Quality.

(b) Usage.

(c) Learning.

(d) Convenience.

Fig. 10. Results of Self-Assessment Questionnaires (SAQ).

5.3. Questionnaires regarding improvement (QRI)
The students feedback for improvement is shown in Fig. 11. Students were able to
perform Analog and Digital IO’s task without having technical issues and, they are
able to design and program IOT Applications without having Software and
hardware issues due to its advanced interactivity features. Most of the student’s
responses were “good” in the first two questions (QRI-1 and QRI-2) and “Very
Good” in the third question (QRI-3). Only 3% percent response was poor in QRI2 and 1.5% in QRI-3.
Students suggestions have been collected in the survey. The most common
issue the students stated is the short-time. They want to practice / hand-on more on
this platform and technology. After getting few comments about short time in the
first session, a pre-requestee guideline for software and application installation was
prepared and emailed to all participants prior to session/lab, in result they got some
more time for practice. Most of the comments shown a positive learning experience.
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Fig. 11. Results of Questionnaires Regarding Improvement (QRI).

5.4. MERP outcomes
The impact of developed MERP in engineering added and shown in Table 5. In
which, the reader can easily understand that MERP is fulfilling the Pillars (Layers)
of IoT. Additionally, the MERP outcomes based on course objectives are also
visible in the breakdown of Modules, Topics and IoT Layers.
All participants successfully implemented the 3-phase induction motor IoT
application. Star-delta starting and forward / reverse operation can be done on
“Motor control panel” of MERP. After learning the Node-Red nodes and flows,
MQTT communication protocol, MQTT Dash and AdaFruit IO. The participants
developed the node-red program for the aforementioned operation. By this
program, the induction motor can be controlled form physical push buttons, IoT
mobile application “MQTT” Dash and IoT web application “Adafruit IO” through
MQTT communication protocol. The status can be monitored through physical
status lamp on panel, MQTT Dash and Adafruit IO.”
Table 5. MERP outcomes and pillars/layers of IoT.
No.

IoT pillars /
layer

MERP
module’s

Module 01
1

Perception
Module 02
Module 01

2

Network
Module 02

3

Major topic
Introduction to: Controllers,
Industry 4.0, IoT and IIoT, Cloud
and web services, Big data and
analytics
Working with: sensors, actuator
and controller
Introducing the IoT
communication protocols
Machine to Machine
communication with MQTT

Application

5

Business

Final IoT Project

Essential IoT skills
Understanding of
industry 4.0
Essential IoT skills
Essential IoT skills

Middleware

4

MERP outcomes inline with course
objectives
Understanding of
industry 4.0

Module 03
Project

Working with: IO Ada Fruit,
ThingSpeak and MQTT dash
3-phase induction motor control
application.
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6. Conclusions
This paper shows the successful development of low-cost and open-source
Multipurpose Educational and Research Platform for learning Control and IoT
automation technologies. The result has shown the enormous improvement in
students learning skill through this platform. Students developed and implement
real-time industrial prototype on MERP. Moreover, the prototype has been
integrated with IoT mobile and cloud applications. This developed platform allows
full access to industrial grade physical, control, communication and cloud layer.
However, all these layers are not compatible with existing teaching platform. The
MERP teaching platform unlocks new control technologies that allow to develop
and implement small scale industrial IoT application, which meets the future
demand of Industry 4.0.
Abbreviations
AMS
CPBL
DCS
DES
ERP
IEC
IED
IIoT
IoT
I/O
LDR
M
MCTE
MERP
MQTT
M2M
PLC
PWM
QRI
SA
SCADA
SAQ
TEQ
VDC

Automated Manufacturing System
Combined Project Based Leering
Distributed Control System
Discrete Event System
Education and Research Platform
International Electrotechnical Commission
Intelligent Electronic Devices
Industrial Internet of Things
Internet of Things
Input/Output
Light Dependent Resistor
Mean
Mechatronics Engineering
Multipurpose Education and Research Platform
Message Queue Telemetry Transpor
Machine to Machine
Programmable Logic Controller
Pulse Width Modulation
Questionnaires Regarding Improvement
Substation Automation
Supervisory Control and Data Acquisition
Self-Assessment Questionnaires
Teaching Evaluation Questionnaires
Volt Direct Current
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