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Abstract
In this modern era, we use Wireless Sensor Networks (WSNs) for monitoring
parameters in numerous applications such as smart homes, agriculture field
monitoring, environment monitoring, habitant monitoring, and battlefield. In
various applications, health monitoring is very important and critical. In health
monitoring, sensor nodes are deployed on the body of a person, and these nodes
send information to the base station (BS) and from here, information is further
transmitted to the distant location where the doctor looks into the report and
suggest a diagnosis for the patient. In this work, a reliable, stable and throughput
routing protocol is discussed, and a secure reversible data hiding method, where
at the receiver end, patient information obtained from BS of WBAN can be
correctly retrieved from the encrypted watermarked image is suggested. This
paper also explores sensors to BS information transfer mechanism. It has been
found that in case of WBAN, it is better that each sensor node directly transmits
information to BS rather than using some forwarder node due to the energy loss
of forwarder nodes. It has been found that using direct transfer; throughput can
be increased to massive 139%. This direct transfer of the packet to BS also
increases network stability and network lifetime. It is also found that in case of
encryption, embedding capacity heavily depends on Peak signal to noise ratio
(PSNR), threshold and number of embedding rounds. In case of Lena image
optimum threshold is found to be 0.38, which maximizes both PSNR and bit per
pixel (bpp) and error-free data is recovered.
Keywords: BS, Healthcare application, RDH, WBAN.

1. Introduction
WBAN is latest growing upcoming sub-field of the wireless sensor network. An
important utilization of WBAN is in the field of health monitoring [1]. Wireless
1500
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Nomenclatures
CF
d
Eamp
E0
Er
ERX
ERX-elect
ETX
ETX-elect
h
l
m
n
r
xi

Cost Function
Distance, m
Amplifier energy, pJ/bit/m4
Initial energy, J
Residual Energy, J
Energy consumed during reception, nJ/bit
Energy consumed at the time of reception, nJ/bit
Transmission Energy, nJ/bit
Energy consumed at the time of transmission, nJ/bit
Difference
Mean value
Bit value {0,1}
Indices
Round
Pixel value

Abbreviations
BS
Base Station
DE
Difference Expansion
ECG
Electro Cardio Gram
FEEL
Forwarding Data Energy Efficiently with Load Balancing
GPS
Global Positioning System
GPRS
General Packet Radio Service
LAEEBA
Link Aware and Energy Efficient Scheme for Body Area
LOS
Line of Sight
SIMPLE
Stable Increased Throughput Multi-Hop Protocol
WBAN
Wireless Body Area Networks
sensors are put on the body of a person or embedded inside the body in order to
monitor key factors such as body temperature, blood pressure, glucose level, heart
rate etc. Application of WBAN methodology in order to monitor health parameters
in a significant manner lessens the consumptions of a patient who is under
observation [2-4]. This technology is very useful for patients who are suffering
from chronic disease and their monitoring from home is necessary for a much
longer time. Sensors sense data in a continuous manner and transmit to the server
dealing with medical data on regular basis. In addition to this, security of
transmitted data is also very important. Therefore, this paper proposes a secure data
hiding based WBAN network in which medical imaging can also be included. To
best of our knowledge, secure WBAN is proposed the first time.
The organization of the paper is as follows: in Section 2, of the paper related
work is detailed. The proposed system model is detailed in Section 3. Radio model
is discussed in Section 4. Results and discussion is made in Section 5 of the paper.
Finally, Section 6 presents the major conclusions of the paper.

2. Related Works
Sensor nodes, in WBANs, are working with the constrained source of energy.
Among some important issues, one of the most significant in WBAN is to re-
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energize the batteries. A productive routing protocol is needed to resolve this issue
of re-energizing the batteries.
In WSN technology, numerous routing protocols that are energy efficient are
being proposed [4-6]. However, WSNs and WBANs contain distinctive
structures, applications and work in various situations. Therefore, we are not able
to port to WBAN from WSN routing protocols. Hence, for WBAN, we need a
protocol which is energy efficient, in order to continue the monitoring of patients
for a long period of time.
In [7], a SIMPLE protocol is proposed. Sensor nodes are placed on the body at
certain points. The sink is placed at the chest of the patient. Sensors that are placed
near the sink are used for ECG and Glucose level. Both of the above-discussed
sensors have vital information about the individual and required high reliability,
least attenuation and prolonged life hence; these sensors continuously transfer their
information straightforwardly to sink. Different sensors take after their parent node
and transfer their information to sink by means of forwarder node. It conserves
nodes’ energy and network operates for a much-extended period of time.
With the end purpose of saving energy and to upgrade throughput of the
network, each node makes the decision on the grounds of the below mentioned cost
function whether to be a forwarder node or not. The cost function (C.F) of node i
is given below:

C .F (i ) 

x(i )
Er(i )

(1)

In the above equation, the distance between the node i and sink is represented
by x(i), the parameter Er(i) represent the residual energy of node i. We prefer a
node with least cost function as a forwarder. This (forwarder) node has highest
residual energy and least distance to sink; hence, a very nominal amount of energy
is consumed by it in the process of forwarding data to sink. Nodes that are deployed
for Glucose and ECG monitoring, establish direct communication with sink and do
not get indulge in forwarding data.
The other variant of a SIMPLE protocol known as LAEEBA: Link Aware and
Energy Efficient Scheme for Body Area Networks is proposed [8]. Where the
forwarding function is modified as:

C .F (i ) 

x(i )
Er(i )

(2)

With using above forwarding function, a minor improvement in network
stability period is observed.
Recently, FEEL (Forwarding Data Energy Efficiently with Load Balancing) is
proposed [9]. This protocol is very similar to SIMPLE except in each round residual
energy of each node is estimated and the node with maximum residual energy is
chosen as a new forwarder. These modifications improve the performance of the
protocol on grounds of stability period, network lifetime and throughput. Still,
improvement is not very significant.

Journal of Engineering Science and Technology

June 2018, Vol. 13(6)

A Secure Wireless Body Area Network for Health Care Applications . . . . 1503

However, these protocols do not consider security issues. Recently, methods
are suggested for secure wireless body area networks, which are on based on key
generation and authentication [10-12]. This paper proposes direct transfer protocol
and a method for add-on security by using data hiding technique.

3. Motivation
In the SIMPLE protocol, generated packets are transferred to the forwarder and
forwarder transfer packets to the sink node. However, a node acts as a forwarder if
its residual energy is greater than threshold energy. Each forwarder node has two
types of data that need to be forwarded to sink, one is self-generated data, and other
is aggregated data from other nodes. As each node has same initial energy, therefore
forwarder node will lose energy faster than other non-forwarding nodes. This is
where the problem lies in the simple protocol.
There are two possible solutions for such problem:
1. Forwarder node should have higher energy than normal nodes, but in any
network depending on the geometry of node arrangement any node can
become forwarding node; thus, the election of such node is not easily possible.
2. Each node directly transmits to the sink node, this solution seems to be a feasible
one. However, the nodes, which are away from the sink, will die out first.
Moreover, the transmitted data is always vulnerable to attack, and
transmitted information can be altered or destroyed before the reception. These
issues motivated us in exploring a secure WBAN where information cannot be
intruded during transmission.

4. Proposed System Model
In this paper, we propose a secure WBAN as shown in Fig. 1, for healthcare
application. Here, information from all the sensor nodes is directly transmitted to
BS without using any forwarder node. Therefore, WBAN nodes and sink establish
one to one connection for information transfer and reception. At the BS,
information is aggregated. After aggregation process, on the chosen cover image
using difference expansion method patient data and images are inserted and
thereafter image is encrypted using cipher keys.
Now the encrypted image is transmitted to the internet and on the other side,
the information is first decrypted and using DE bit recovery mechanism
(described in next sub-section) error-free information is received by the
physician. From BS to physician data transfer, any secure network like
GPS/GPRS or fibre optic networks etc. can be used. It is noticeable that size of
the chosen cover image should be sufficiently high which can embed both data
and location map bits. The below mention Difference Expansion method can be
applied to any of the above networks.
For the encryption and secure data, hiding Tian’s Difference Expansion (DE)
scheme [13] is considered. The DE scheme allows error-free recovery of data with
significantly high PSNR and embedding rates.
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Fig. 1. Schematic of secure WBAN.
4.1. Difference expansion scheme (DE)
Indifference expansion scheme, the first image is divided into a pair of pixels, and
then one-bit information is embedded into allowed pairs. The information will only
be embedded into those pairs of pixels, which are expandable and do not cause over
and underflow. If the pixels values across the range, (0,255) then we call it over
and underflow.
Therefore, a location map, which is an indicator of whether a pair of pixels is
embeddable or not, is constructed in the embedding process. Finally, the location
map is compressed, concatenated with the payload, and then embedded into the
image. The DE scheme described below:
For a pixel pair (x0; x1), characterize their integer mean and difference as:

l  ( x0  x1 )/2 and h  x1  x0

(3)

with the end goal to embed one bit m {0,1} , the pixel difference h is expanded
to, and the marked pixel pair (y0; y1) is found out as y0  l  h / 2 and



y1  l  h  1 / 2 . Using above relations, we have:

 y0  2x0  ( x0  x1 )/ 2

 y1  2x1  ( x0  x1 )/ 2  m

(4)

Now, in this state, the decoder is able to find out the embedded bit m as the LSB
of y1−y0, and can make recovery of the real pixel pair (x0; x1) as x0  l ' h'/2
and x1  l ' h'/2 where l '  ( y0  y1 )/2 and h'  ( y0  y1 )/2 .
As the pixel, values are in the range 0 

y0 , y1  255 . Then we have:

h
h 1
0l  
 255 and 0  l     255 . Or in other words:

2
 2 
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h  2(255  l ) and h  2l  1
The above condition can be combined together and can be re-written as:

 h  2l  1

 h  2(255  l )

if 128  l  255

(5)

if 0  l  127

The expandable difference after embedding bit b in h after DE is defined as:

h  2 h  b

(6)

The overflow and underflow can be avoided if expandable difference h
satisfies:

h  2 h  b  min(2(255  l ),(2l  1))

(7)

For both b = 0 or1. The new expandable difference can be written as:

 h 
h  2     LSB(h)
2

(8)

With LSB(h) =0 or 1. In case of modified LSB:

 h 
g  2     b
2

(9)

With b =0 or 1:

g  2 h  b  min(2(255  l ),(2l  1))

(10)

Next, we describe DE method using an example.
Thus, LSB could be modified without resulting in the underflow and overflow.
To restore the original cover and extract data decoder needs to know the difference
values where information is embedded, to facilitate this, location map, which
contains information regarding expandable difference, is also included at the time
of encryption [14].
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5. Radio Model
In this work, for WBAN we have considered first order radio model as described
in [15]. The various equations of the model are:

ETX (k , d )  ETXelect (k )   amp (k , d )

(11a)

ETX (k , d )  ETXelect .k   amp .k.d 2

(11b)

ERX (k , d )  ERXelect (k )  ERXelect .k

(12)

where, the parameters ETX and ERX represent the consumption of energy in
transmission of information and energy consumed by the receiver respectively.
ETXelect is energy required to run electronic circuit. Similarly, ERXelect is the energy
needed to run the electronic circuit sitting at receiver. For the amplification
amplifier circuit, the required energy is  amp . The size of the packet is considered
to be k bits. Distance between transmitter and receiver is assumed to be d. The
communication in WBAN is accomplished through human body, therefore path
loss need to be modified in Eq. (11b):

ETX (k , d )  ETXelect .k   amp .k.d n

(13)

The value of n is 2 for free space. In case of WBAN, the value of n varies
from 3-4 for line of sight (LOS) communication and 5-7.4 for non-line of sight
(NLOS) communication.

6. Results and Discussions
The numbers of sensor nodes that are placed on the body of the person are eight as
in simple protocol. Each sensor node has the same power and identical computation
capability. Sink node is put around chest area of the body. Node 1, which is around
heart area, is ECG sensor while node 5 is Glucose sensor node. The deployment of
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nodes and sink on the human body is shown by Fig. 2. The typical sensor node
parameters are detailed in Table 1.
Table 1. Radio parameters used in simulation.
Parameters
DC Current (Tx)
DC Current (Rx)
Supply Voltage (min)
ETX-elec
ERX-elec
Eamp

nRF 2401A

Units

10.4
17.9
2.1
16.69
36.05
1.97×10-9

mA
mA
V
nJ/bit
nJ/bit
J/bit

We run the simulation for 10000 rounds, and three sets of results are obtained:
a number of dead nodes vs. rounds, residual energy vs. round and packet received
at the sink vs. round. The obtained results are shown in Figs. 3 to 5.
In Fig. 3, comparison of the simple protocol (P1) to the direct transfer protocol
(P2) is compared. Here, in case of simple protocol, the first node dies after 4436
rounds, which is node 3 (refer to Fig. 2) and at the round number 5390, the second
node dies and thereafter all of sudden 6 nodes die while reaching to round 5945. In
case of the direct transfer protocol, the first node dies after a round of 5845. Until
round number 7446 number of dead node remains two. These two nodes are 7 and
8 respectively. Thereafter, a number of die node increases and becomes 6 at the
round 7181 and all the nodes die at the round of 7468. Therefore, stability period
which is defined as the number of rounds until the first node dies, for direct transfer
protocol is much better than simple protocol.

Fig. 2. Wireless body area network with eight nodes.
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Fig. 3. Number of dead nodes vs. round for both protocols P1 and P2.
The residual energy for both the protocol is shown in Fig. 4. It is clear from the
figure that, in case of simple protocol residual energy is lesser in comparison to
direct transfer protocol. In case of simple protocol, the decay in residual energy
follows linear relation until round 4000, thereafter from 4000 to 8000 rounds decay
is non-linear. However, in case of direct transfer of packets the decay in energy
follows liner relationship with a number of rounds.
In Fig. 5, a packet received at the sink vs. round is plotted. Referring to Fig. 3,
as the more numbers of nodes remain alive for a longer duration with higher
residual energy, thus higher throughput is expected in case of direct transfer
protocol. The throughput curves for both the protocols are shown. As expected
throughput of P2 is much superior to P1 protocol. For P1 protocol, maximum
throughput is 2.798×104 while for P2 protocol throughput is 6.681×104. Thus, the
modified scheme outperforms the simple protocol.

Fig. 4. Residual energy vs. round for both protocols P1 and P2.
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Fig. 5. Packet received at sink vs. round for both protocols P1 and P2.
Once information is collected by sink using P2 protocol, in the second part of
the simulation, patient report is needed to encrypt using DE. As an example, we
have considered a patient who is suffering from chest pain and high blood pressure.
The information collected from various sensor nodes is detailed in Table 2. The
ECG of the patient is shown in Fig. 6. Now there are two possibilities by which
information can be hidden. In the first case, the patient report can be hidden in ECG
image, thus ECG image acts as a cover image. In the second case, both ECG and
patient report can be hidden using the separate cover image. The second case is
more secure; however, embedding capacity requirement is much more in
comparison to the first case. In this work, the second approach is adopted.

Fig. 6 ECG of a patient.
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Table 2. Patient typical values obtained from sensors.
Test
Temperature
Plasma Glucose (Random)
Heart Rate
Blood Pressure
SPO2
Uric Acid

Observed value
100 F
235
137
170/102
97
4.5

The size of ECG image is of 9471 bytes. The size of report file is 113 bytes,
thus the total capacity of 9584 bytes. Thus, any image whose size is greater than
10000 bytes (some bytes will also be used by location map) can be used as a cover
image. However, this is not so straightforward, as embedding depends on various
parameters as discussed below.
In Fig. 7, bpp vs. threshold for both uncompressed and compressed images are
shown. In DE threshold is used to control data embedding. Here, as the threshold
increases, bpp increases. Here, bpp capacity is for un-compressed is much more
than the compressed image. This graph clearly indicates that threshold should be
kept as high as possible. This higher threshold will allow more embedding capacity.
But more embedding means the quality of the original cover image will go down,
therefore threshold should be selected carefully.
In Fig. 8, bpp vs. PSNR (dB) for both uncompressed and compressed images
are shown. Here, the performance of the uncompressed image is much better than
the compressed image. PSNR, which is a measure of the quality of the image,
decreases with increase in bpp. For good quality images, PSNR should be more
than 30 dB, which is necessary for the error-free recovery of hidden data. Thus, for
compressed image maximum achievable is nearly 0.68 bpp, which increases to 0.78
bpp for uncompressed image. This is very obvious as more number of bits are
embedded, than the original image bits get changed, thus increasing mean square
error and in turn, increases PSNR.

Fig. 7. BPP vs. threshold for both
un-compressed and compressed images.
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.
Fig. 8. PSNR (dB) vs. bpp for both uncompressed and compressed images.
In Fig. 9, capacity (bits) vs. threshold for both uncompressed and compressed
images are shown. Here for the uncompressed image as the threshold increases,
capacity increases. However, for compressed capacity is nearly constant with
respect to a threshold. It is clear from fundamental results of image processing, that
PSNR should be more than 30 dB, for further processing. From Fig. 8, for PSNR
of 30 dB and un-compressed image the bpp is 0.78. From Fig. 7, by keeping in the
view of above figures the optimum threshold is around 0.38, thus the obtained
capacity is around 2.1×105 bits.
In data hiding, in general, any cover image can be chosen to have higher PSNR.
Nevertheless, sometimes a careful selection of the cover image is desired to achieve
embedding capacity and PSNR. In this work, we have chosen Lena cover image.
In Fig. 10(a), original cover image of Lena is shown, while watermarked image
in which original ECG image is embedded is shown in Fig. 10(b). Finally, from the
watermarked image recovered ECG image is extracted which is exactly similar to
the transmitted image, and patient’s data is recovered error-free as ‘txt’ file.

Fig. 9. Total embedded bits vs. threshold
for both un-compressed and compressed images.
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Original image

(b) Watermarked image

Fig. 10. (a) Cover image (Lena) (b) watermarked image (Lena).

6. Conclusions
In modern healthcare applications, WBAN is playing a significant role as it allows
distant health monitoring of patients. This paper explores a secure wireless body area
network-based system. In the first part of the work, it is shown that in case of WBAN
it is better to transmit information directly to BS in comparison using any forwarder
as nodes on the body are very close to each other and they have same initial power.
An improvement of nearly 139% is observed which is huge. A detailed analysis for
DE process is presented. This is also found that the embedding capacity heavily
depends on PSNR, threshold and no of embedding rounds. In case of Lena, image
threshold is found to be 0.38, which maximizes both PSNR and bpp. This is also
found that the embedding capacity of the compressed image is lesser in comparison
to uncompressed images.
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