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Abstract
Mobile Ad-Hoc networks possess a dynamic structure which is characterized by
the absence of central administrator. Due to such dynamic network, the
possibilities of acquisition of optimal path diminish to a great extent and hence
the durability of the optimal transmission of data packet becomes severe. Each
and every node in MANET is battery powered up and mobile in nature, hence
mobility becomes the prime reason of energy exhaustion in such network. The
main objective of presented paper is to attain the most reliable path with least
mobility for successful transmission of data packets. The algorithm used for
attainment of optimal path is knowledge based learning algorithm which is
implied over two routing protocols; AODV (Ad-Hoc On Demand Distance
Vector Routing) and DSDV (Destination Sequence Distance Vector Routing).
The performance evaluation is done by means of Relay Number which is
inversely proportional to the mobility of node. AODV and DSDV are further
employed over network systems with varying number of nodes, i.e., 12 and 24
nodes network system. The performance comparison is made on the basis of
two performance parameters such as throughput and PDR (Packet Delivery
Ratio). A proposition is made that analysis of PDR and throughput in
knowledge based learning algorithm is better in comparison with other
traditional techniques like Destination Sequence Distance Vector (DSDV). The
simulation is performed over NS-2 network simulator, which enables the
implementation of wired and wireless simulation.
Keywords: PDR (Packet Delivery Ratio), Relay number, Throughput, DSDV,
AODV, Black Hole attack, Malicious attack, Link failure.
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Nomenclatures
B
d
F
G
Gi,j
I
(l,m)
M1
M2
M
N
ni
nj
P
Pi
pl
R
r
s
W
(X1, Y1)
(xi1….)
(xi1-1.)
(yi1….)
(yi1-1.)

Black hole node
Destination node
Input output mapping function
Required output function
Path gain between ni and nj
Iteration of mobility samples
Arbitrary point
Mobility at node 1
Mobility at node 2
Malicious node
Integer
Origin node
End node
Path
Transmitted power of ni
Link failure
Relay Number
Relay node
Source node
Network system
Position of node
Mobility at x coordinate
Mobility at delayed x coordinate
Mobility at y coordinate
Mobility at delayed y coordinate

Greek Symbols
Parameter

Threshold Value

Abbreviations
MANET

PDR
AODV
DSDV
RREQ
RREP
NS2
SNR

Mobile Adhoc Network
Packet Delivery Ratio
Adhoc On Demand Distance Vector
Destination Sequence Distance Vector
Route Request
Route Reply
Network Simulator 2
Signal to Noise Ratio

1. Introduction
A Mobile Adhoc Network (MANET) is a network system where every node
works collectively without any hindrance from the centralized authority. An
increase interest is observed in mobile wireless communication due to their
pervasive feature. MANET is such a network which provides the flexibility to
the network system by maintaining the fixed network and exchange of
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information without any access point or base station requirement. Multi hop
communication enables the network to achieve this and permits node to
approach distant nodes by means of relay nodes or intermediate nodes. A
fundamental problem observed in MANET is the maintenance and election of
stable multiple hop path. There are numerous elements that cause asymmetry in
the network topology like node mobility, excess power consumption and signal
interference intervention, which leads to the loss of path and as consequence
the information is lost.
An ample amount of work is performed on the attainment of link stability by
using many traditional techniques as described in [1-4]. Moreover, performance
analysis of network system is made on the basis of different routing protocols,
such as, AODV, DSDV, and so forth [5-6]. There are certain factors which lead in
the performance degradation of network inhibiting the successful transmission of
data packets from source and destination. One of such factor is foreign attack
discussed in [7-9] comprising effects of malicious, black hole, gray hole attack
and many more over the network. These attacks tamper the entire network setup
resulting into numerous adverse effects; energy exhaustion of nodes, link failure,
loss of data packets, error in data packets transmission etc. [10]. In order to
overcome these attacks certain methods are advocated in [11] which not only
enables the path reconstruction but also provides the enhanced QoS of the
network system. [12-14] portraits beneficial methods of mobility prediction and
energy conservation topology implemented over Adhoc wireless network which
leads in the establishment of stable and reliable path.
Many traditional techniques are used prior, in the attainment of most reliable
path by means of learning algorithm. In [15] an extreme learning approach is
proposed in order to compute the path with least stability. Likewise, in the proposed
method stable route is attained by means of Knowledge based learning algorithm.
Knowledge Based Learning algorithm is applied to unsupervised learning problems
which does not require any training data. Absence of training data leads in the
minimization of burden over the network system. This algorithm does not have any
target or outcome variable to predict or estimate. On the other hand, other machine
learning approach is applied to a supervised learning algorithm which would require
training data. This algorithm consists of an outcome variable which is to be
predicted from a given set of independent variables.
If a comparison of knowledge based learning algorithm is made with other
machine learning algorithm as given in [15] than the proposed work would be
preferable as it is an unsupervised learning algorithm and does not require any
training data. If a supervised data would be taken under consideration than the
complexity of network maintenance would increase as training data is required for
supervised learning algorithm.
In the proposed work, prime focus is to achieve the most stable path which has
already experienced link loss due to mobility of node. This is achieved through
knowledge based learning algorithm. It is a type of machine learning algorithm which
recruits former learned network and make decisions on the basis of acquired
information. Furthermore, by application of different routing algorithm, such as,
AODV and DSDV, a performance comparison is made amongst the cases of varying
number of nodes. AODV and DSDV are reactive protocols which are acknowledged
as per the demand in the network system. Moreover, the above discussed cases are
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analyzed by introduction of black hole and malicious attack; in general, there are three
cases which are analyzed in the proposed work. One is the ideal case where no foreign
attack is imposed over the network and the other is non-ideal case, where network is
imposed over black hole and malicious attack. After the establishment of all the
autonomous environment as discussed above, a comparison is made by performance
parameters throughput and PDR (Packet Delivery Ratio).
The following paper is organised as follows: Section II presents the proposed
work; Section III presents research methodology; Section IV presents result,
simulation and analysis; finally, Section V concludes the paper and identifies
conclusion and future scope.

2. Knowledge Based Learning Algorithm
As discussed prior, the foremost condition of data packets for routing from origin
to end node is to persist effectiveness in network. If the consumption of energy is
less, than it would result in increased lifetime of node which would help in data
transmission. In particular, the main aim of our paper is to reduce the possibility
of link failure. The parameter used for the assumption of efficient path in
knowledge based learning algorithm is relay number.
Knowledge based learning algorithm recruits the previous learned algorithm
and make the decisions based on the knowledge attained. This would allow us to
make conclusions of when and where efficient knowledge is available. By means
of previous knowledge and pattern recognition, relay numbers are allocated to
each respective node in the network system. An unknown function given as F:
A→ B where F is the actual truth on which input and output are mapped as a ∈ A
and b ∈ B. Training data accompanies these instances which would denote the
accurate sample of required output producing a function of G: A→B. The function
G would provide us an approximate estimation of required output. Probability
estimation of each possible outcome is made for every input instance whenever
pattern is supposed to be analyzed on the basis of stability. The yielded function is
shown in Eq. (1):
𝑓(𝑙𝑎𝑏𝑒𝑙|𝑎, ∀) = 𝑥(𝑎, ∀)

(1)

Here characterisation of ‘x’ is performed by parameter ∀ . The inverse
probability of 𝑓(𝑎|𝑙𝑎𝑏𝑒𝑙) is approximated with the previous probability by usage
of Bayes’ rule as shown in Eq. (2) :
𝑓(𝑎|𝑙𝑎𝑏𝑒𝑙,∀)𝑓(𝑙𝑎𝑏𝑒𝑙|∀)

𝑓(𝑙𝑎𝑏𝑒𝑙|𝑎, ∀) = ∑

𝐿∈𝑎𝑙𝑙𝑙𝑎𝑏𝑒𝑙𝑠 𝑓(𝑎|𝐿)𝑓(𝐿|∀)

(2)

To attain continuous distribution of labels integration is preferred rather
summation which is given as Eq. (3): 𝑓(𝑙𝑎𝑏𝑒𝑙|𝑎, ∀) =

𝑓(𝑎|𝑙𝑎𝑏𝑒𝑙,∀)𝑓(𝑙𝑎𝑏𝑒𝑙|∀)
𝐿∈𝑎𝑙𝑙𝑙𝑎𝑏𝑒𝑙𝑠

∫𝑙∈𝑙𝑎𝑏𝑒𝑙

𝑓(𝑎|𝐿)𝑓(𝐿|∀)𝑑𝐿

(3)

The algorithm of Knowledge Based Learning Algorithm is given as follows: Algorithm 1: Knowledge Base
𝑀𝑎𝑛𝑒𝑡( )
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£ → 𝑛𝑒𝑡𝑤𝑜𝑟𝑘𝑠𝑦𝑠𝑡𝑒𝑚
𝑛 → 0, 1, 2, 3 … … … … . 𝑁
£(𝑡) = {(𝑋1, 𝑌1) … … … … … (𝑋𝑛, 𝑌𝑛)}
𝑤ℎ𝑒𝑟𝑒
𝑋1 = {𝑥𝑖1, 𝑥𝑖2, 𝑥𝑖3 … … … … … 𝑥𝑖𝑛}
𝑌1 = {𝑦𝑖1, 𝑦𝑖2, 𝑦𝑖3 … … … … … 𝑦𝑖𝑛}
£(𝑡 − 1) = {(𝑋1, 𝑌1) … … … … … (𝑋𝑛, 𝑌𝑛)}
𝑤ℎ𝑒𝑟𝑒
𝑋1 = {𝑥(𝑖1 − 1), 𝑥(𝑖2 − 1), 𝑥(𝑖3 − 1) … … … … … 𝑥(𝑖𝑛 − 1)}
𝑌1 = {𝑦(𝑖1 − 1), 𝑦(𝑖2 − 1), 𝑦(𝑖3 − 1) … … … … … 𝑦(𝑖𝑛 − 1)}
𝑓𝑜𝑟 𝑖 = 1 → 𝑛
𝐶𝑜𝑚𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛𝑜𝑓𝑛𝑜𝑑𝑒𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛
𝑅 → 𝑅𝑒𝑙𝑎𝑦𝑁𝑢𝑚𝑏𝑒𝑟
𝑖𝑓((£(𝑡) == £(𝑡 − 1))
9 ≤ 𝑅 ≤ 10
𝑒𝑙𝑠𝑒𝑖𝑓(£(𝑡)! = £(𝑡 − 1))
5≤𝑅≤8
𝑒𝑙𝑠𝑒
1≤𝑅≤4
𝑒𝑛𝑑
𝑒𝑛𝑑
The given algorithm provides the working of knowledge based learning
algorithm where the network setup is taken as 𝑀𝑎𝑛𝑒𝑡( ).
Initially the mobility of node is monitored which is present at a certain
arbitrary point (X, Y). £(t) collectively gives information of mobility of node at
present instant of time. It is followed by delayed £(t-1) which provides us the
information of the very same node with x and y coordinate (X, Y) at the previous
instant of time. When the data is transmitted from 1 to n (integer number), relay
number (R) is allocated by recruiting £(t-1) along with £(t). If £(t) is nearly equal
to £(t-1) ‘R’ will range between 9 to 10. Whereas if £(t) is not equal to £(t-1) than
the ‘R’ will range between 5 to 8 and if none of the condition is true than it can be
conclude that the network is highly degraded in terms of performance and
efficiency ranging ‘R’ from 1 to 4.

3. Research Methodology
The pattern recognition allows gathering of the knowledge about mobility of node
and by means of these patterns relay numbers are allotted accordingly. Whenever
the information is transmitted from one to another node than the power required is
inversely proportional to the nth power of the distance (d) between these nodes by
1/𝑑 𝑛 . Here n ranges between 2 and 4 on the basis of the distance between the
observed nodes. For successful routing SNR (signal to noise ratio) of second node
must be in excess with threshold value. If
ni: Origin node
nj: End node
Ψ: Threshold value
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The 𝑆𝑁𝑅𝑗 must satisfy the following conditiongiven in Eq. (4): -

𝑆𝑁𝑅𝑗 = ∑

𝑃𝑖 𝐺𝑖,𝑗

𝑘≠𝑖 𝑃𝑘 𝐺𝑘,𝑗 +𝜂𝑗

𝛹𝑗 (𝐵𝐸𝑅)

(4)

where Pi: Transmitted power of ni, Gi,j: Path gain between ni and nj and Ψj:
Threshold value
𝐺𝑖,𝑗 =

1

(5)

𝑛
𝑑𝑖,𝑗

The methodology is initiated by setting up 4 network setups; 2 setups consisting
12 nodes where is processed over AODV and DSDV routing algorithm. Likewise, 2
more setups are considered that consist of 24 nodes where each is routed through
AODV and DSDV routing algorithm. If this network setup suffers from any link
failure than knowledge based learning algorithm is applied. The selection of the
optimal path is done by means of relay number which is inversely proportional to
the node mobility. As per the network setup the network configuration for AODV
and DSDV routing algorithm is given in Eq. (6) to Eq. (9) follows:
𝑊𝐴𝑂𝐷𝑉 = {𝑠, 𝑑, 𝑟, 𝑝𝑙}

(6)

𝑃𝑠→𝑟 = {(𝑙, 𝑚)|𝑝𝑜𝑤𝑒𝑟𝑠→𝑟→(𝑙,𝑚) < 𝑝𝑜𝑤𝑒𝑟𝑠→(𝑙,𝑚) }

(7)

𝑊𝐷𝑆𝐷𝑉 = {𝑠, 𝑑, 𝑟, 𝑝𝑙}

(8)

𝑃𝑠→𝑟 = {(𝑙, 𝑚)|𝑝𝑜𝑤𝑒𝑟𝑠→𝑟→(𝑙,𝑚) < 𝑝𝑜𝑤𝑒𝑟𝑠→(𝑙,𝑚) }

(9)

WAODV: Network system of AODV, WDSDV: Network system of DSDV, s: Source
node, d: destination node, r: relay node, pl: path loss, P: Path
The equation mentioned above states that whenever the data packets are
routed in a particular network starting from the source node to any arbitrary point
(l,m) than the required power for direct transmission of data packets from source
to relay node is greater than the power required for indirect transfer of data
packets. If the path experiences any link failure than the above equation can be
modified as Eq. (10) and Eq. (11):
𝑃𝑠→𝑖𝑛→𝑝𝑙 = {(𝑙, 𝑚)|𝑝𝑜𝑤𝑒𝑟𝑠→𝑟→𝑝𝑙→(𝑙,𝑚) < 𝑝𝑜𝑤𝑒𝑟𝑠→(𝑙,𝑚) }

(10)

𝐷𝑎𝑡𝑎_𝑃𝑎𝑐𝑘𝑒𝑡𝑠𝑠 > 𝐷𝑎𝑡𝑎_𝑝𝑎𝑐𝑘𝑒𝑡𝑠𝑑

(11)

𝐷𝑎𝑡𝑎_𝑃𝑎𝑐𝑘𝑒𝑡𝑠𝑠 : Data Packets at source node,𝐷𝑎𝑡𝑎_𝑃𝑎𝑐𝑘𝑒𝑡𝑠𝑑 : Data packets at
destination node
As the obstruction occurs in the data packet transmission knowledge based
learning algorithm is acknowledged providing the equations as follows:
𝑊 ′ = {𝑠, 𝑑, 𝑟𝑛 }

(12)

𝑠 = {𝑠𝑡1 , 𝑠𝑡2 , … … … … … 𝑠𝑡𝑛 }

(13)

𝑑 = {𝑑𝑡1 , 𝑑𝑡2 , … … … … … 𝑑𝑡𝑛 }

(14)

𝑟1 = {𝑟𝑡11 , 𝑟𝑡12 , … … … … … 𝑟𝑡1𝑛 }

(15)

𝑟2 = {𝑟𝑡21 , 𝑟𝑡22 , … … … … … 𝑟𝑡2𝑛 }

(16)

𝑟𝑁 = {𝑟𝑡𝑁1 , 𝑟𝑡𝑁2 , … … … … … 𝑟𝑡𝑁𝑛 }

(17)
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The above stated equations, Eq. (12) to Eq. (17) provides the information
about the mobility samples at distinct instant of time. Through these mobility
samples the behaviour of every node is scrutinized, henceforth, allotment of relay
number on respective node is accomplished. If range of relay number is between
1 to 10, ‘R’ represents Relay Number: 1 ≤ 𝑅 ≤ 10
If Rs, Rd, Rr represent relay number at source node, destination node and
relay node, then, the relay number of each relay node is given as follows:
𝑅1 = ∑(𝑅𝑠 + 𝑅𝑑 + 𝑅𝑟1 )
𝑅2 = ∑(𝑅𝑠 + 𝑅𝑑 + 𝑅𝑟2 )

(18)
(19)

𝑅𝑁 = ∑(𝑅𝑠 + 𝑅𝑑 + 𝑅𝑟𝑁 )

(20)

Eq. (18) to Eq. (20) is the average sum of relay number which is linked in the
path of relay node r1, r2 up to in. As discussed prior that mobility and relay number
of respective node possess an inverse relation therefore one can conclude that
increase in mobility would result in decrease of relay number. The mathematical
formulation is given as follows:
If
𝑅1 > 𝑅2
Then
𝑀1 < 𝑀2
M1: Mobility at node 1
M2: Mobility at node 2
Below shows the schematic representation of the discussed scenario and the
considered routing protocols are AODV, DSDV. In Fig 1 the red colored nodes
are the selected path nodes because they possess highest average relay number
hence least mobility.

(a) AODV

(b) DSDV
Fig. 1. Relay number allocation.

The application of knowledge based learning algorithm is shown in Fig. 1(a)
and 1b) where the most reliable path is selected as the path that consists of highest
average relay number. More the relay number less would be the energy exhaustion
of node, which enables the sustainable routing of data packets leading in reduction
of link failure possibilities. The work is further extended by intrusion of certain
foreign attacks over the network system; malicious and black hole attack.
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A black hole attack is one of the foreign attacks on the network setup where
disorientation happens due to the false reply from the tampered node. In such
attack the affected route acknowledges a false reply (RREP) to the source node
after achieving route request (RREQ) from the adjacent node. This reply
mistakenly assumes to be genuine, henceforth, leading in the construction of false
network maintenance. If WB is considered as the network system that is affected
by the black hole attack than the equations are modified as follows given in Eq.
(21) to Eq. (28):
𝑊𝐵(𝐴𝑂𝐷𝑉) = {𝑠, 𝑑, 𝑟, 𝐵}

(21)

𝑊𝐵(𝐷𝑆𝐷𝑉) = {𝑠, 𝑑, 𝑟, 𝐵}

(22)

Here B: Black hole node
𝑠 = {𝑠𝑡1 , 𝑠𝑡2 , … … … … … 𝑠𝑡𝑛 }

(23)

𝑑 = {𝑑𝑡1 , 𝑑𝑡2 , … … … … … 𝑑𝑡𝑛 }

(24)

𝑟1 = {𝑟𝑡11 , 𝑟𝑡12 , … … … … … 𝑟𝑡1𝑛 }

(25)

𝑃𝑠→𝑟 = {(𝑙, 𝑚)|𝑝𝑜𝑤𝑒𝑟𝑠→𝑟→(𝑙,𝑚) < 𝑝𝑜𝑤𝑒𝑟𝑠→(𝑙,𝑚) }

(26)

𝑟∈𝐵

If
Then
𝑊𝐵(𝐴𝑂𝐷𝑉) ∉ {𝑑}

(27)

𝑊𝐵(𝐷𝑆𝐷𝑉) ∉ {𝑑}

(28)

Therefore, the final selected path WB is:
𝑊𝐵(𝐴𝑂𝐷𝑉) ∈ {𝑠, 𝑑, 𝑟}

(29)

𝑊𝐵(𝐷𝑆𝐷𝑉) ∈ {𝑠, 𝑑, 𝑟}

(30)

(a) AODV protocol

(b) DSDV protocol

Fig. 2. Introduction of black hole node.
The above shown Fig. 2 (a) and 2(b) shows the loss of data packets as node of
the selected path is affected by black hole attack. It would not only lead in the
destruction of data packets routing but also in the performance degradation.
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Performance parameters are adversely affected due to the loss of data packets,
such as, throughput, overhead, packet delivery ratio and further more.
Another network setup is considered where instead of black hole attack the
network is affected by malicious attack. Malicious attack is slightly different from
black hole attack as it would impede the communication between nodes and inhibits
the transmission of data packets. If WM represents the network setup suffering from
malicious attack than the equation would be modified as given in Eqs. (31) and (32)
𝑊𝑀(𝐴𝑂𝐷𝑉) = {𝑠, 𝑑, 𝑟, 𝑀}

(31)

𝑊𝑀(𝐷𝑆𝐷𝑉) = {𝑠, 𝑑, 𝑟, 𝑀}

(32)

M: Malicious node
𝑠 = {𝑠𝑡1 , 𝑠𝑡2 , … … … … … 𝑠𝑡𝑛 }

(33)

𝑑 = {𝑑𝑡1 , 𝑑𝑡2 , … … … … … 𝑑𝑡𝑛 }

(34)

𝑟1 = {𝑟𝑡11 , 𝑟𝑡12 , … … … … … 𝑟𝑡1𝑛 }

(35)

𝑃𝑠→𝑟 = {(𝑙, 𝑚)|𝑝𝑜𝑤𝑒𝑟𝑠→𝑟→(𝑙,𝑚) < 𝑝𝑜𝑤𝑒𝑟𝑠→(𝑙,𝑚) }

(36)

𝑟∈𝑀

If
Then
𝑊𝑀(𝐴𝑂𝐷𝑉) ∉ {𝑑}

(37)

𝑊𝑀(𝐷𝑆𝐷𝑉) ∉ {𝑑}

(38)

Therefore, the final selected path QM is given by Eq. (33):to Eq. (38)
𝑊𝑀(𝐴𝑂𝐷𝑉) ∈ {𝑠, 𝑑, 𝑟}

(39)

𝑊𝑀(𝐷𝑆𝐷𝑉) ∈ {𝑠, 𝑑, 𝑟}

(40)

Figures 3(a) and (b) show the intrusion of malicious node in the network
system. It not only degrades the performance of the system but also leads in the
loss of the most reliable path. This loss would deduce the throughout, PDR,
overhead and several other performance factors.

(a) AODV protocol

(b) DSDV protocol

Fig. 3. Introduction of malicious node.
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4. Results and analysis
4.1. Simulation tool and scenario
The proposed is carried out on NS2 (Network Simulator) on Linux (Ubuntu
12.04) operating system. The performance parameter values are achieved from
awk scripts.
4.2. Performance parameters
Throughput: It measures the rapid transmission of data through network. It seems
that bandwidth and throughput are similar, but in real, they are different. If X bps
is the transmitted data but in actual only Y bps is transmitted than Y bps is said to
be the throughput where, Y<X. Throughput is given in as: 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 𝑇𝑖𝑚𝑒 =
𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =

𝐹𝑖𝑙𝑒 𝑆𝑖𝑧𝑒

(41)

𝐵𝑎𝑛𝑑𝑤𝑖𝑑𝑡ℎ

𝐹𝑖𝑙𝑒 𝑆𝑖𝑧𝑒

(42)

𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 𝑇𝑖𝑚𝑒

Packet Delivery Ratio: It is defined as the ratio of summation of total received
packets to the summation of sent data packets. It is the measure of the loss of data
packets when transmitted from origin to destination. PDR is given as
𝑃𝐷𝑅 =

∑ 𝑇𝑜𝑡𝑎𝑙𝑛𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑𝑝𝑎𝑐𝑘𝑒𝑡𝑠

(43)

∑ 𝑇𝑜𝑡𝑎𝑙𝑛𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑠𝑒𝑛𝑡𝑝𝑎𝑐𝑘𝑒𝑡𝑠

In our proposed work the simulation is performed by using NS2 tool (Network
Simulator) in Ubuntu 12.04. Simulation parameters and specifications are as follows:
Table 1. Simulation parameters.
Simulation Parameters
Simulation time for ideal case
Simulation for malicious case
Simulation time for black hole
case
Channel type
Antenna model
Radio propagation model
Number of nodes
Number of malicious node
Number of black hole node
Number of packets
Traffic type
Routing Protocol

Specification
(12 nodes)

Specification(24
nodes)

1 m 10 s
1 m 24 s
1m5s

1m 34s
.1m 30s
1m

Wireless channel
Omni directional
Two ray ground
12
1

Wireless channel
Omni directional
Two ray ground
24
1

1
50
CBR
AODV

1
50
CBR
DSDV

Simulation results: The results are given as follows which are attained by
using compatible awk scripts. Table 2 and 4 represents the scenario of varying
number of nodes under AODV routing protocol whereas Table 3 and 5 represents
for DSDV routing protocol. The approach for each case is different as AODV is
reactive routing whereas DSDV is proactive routing.
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Table 2. Throughput and PDR for 12 nodes network system (AODV).
Parameters

Ideal case

Black Hole attack

274.50

Malicious
case
176.45

Average Throughput
(kbps)
PDR (Packet
Delivery Ratio)

0.919235

0.69567

0.27454

145.86

Table 3. Throughput and PDR for 12 nodes network system (DSDV).
Parameters

Ideal case

Malicious
case

Black Hole attack

Average Throughput
(kbps)

121.55

97.23

65.57

PDR (Packet
Delivery Ratio)

0.74345

0.40677

0.16357

Table 4. Throughput and PDR for 24 nodes network system(AODV).
Parameters

Ideal case

Black Hole attack

449.3

Malicious
case
278.02

Average Throughput
(kbps)
PDR (Packet
Delivery Ratio)

0.954368

0.732756

0.35691

175.31

Table 5. Throughput and PDR for 24 nodes network system(DSDV).
Parameters

Ideal case

Black Hole attack

275.39

Malicious
case
146.41

Average Throughput
(kbps)
PDR (Packet
Delivery Ratio)

0.786739

0.563268

0.21027

87.48

By the given mentioned values one can easily conclude that with the increase
in number of nodes, the increase in throughput as well as PDR is seen irrespective
of the type of routing protocol applied. More the number of nodes more will be
the throughput and PDR. But if the comparison is made between AODV and
DSDV routing than the values attained in AODV is greater in comparison with
the values attained in DSDV. Therefore, we can conclude that AODV is an
efficient routing algorithm in comparison with DSDV. The graphical
representation of the above mentioned values are given as follows.
Tables 2 and 4 represents the scenario of varying number of nodes under
AODV routing protocol whereas Table 3 and 5 represents for DSDV routing
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protocol. The approach for each case is different as AODV is reactive routing
whereas DSDV is proactive routing.
Figures 4(a) and (b), Figs. 5(a) and (b), Figs. 6(a) and (b), Figs. 7(a) and (b)
display the outcome achieved by varying number of nodes (12, 24) and the
performance comparison is made on the basis of throughput and packet delivery
ratio. Fig. 4(a) and 4(b), 5(a) and 5(b) provide the values of throughput and PDR
in 12 nodes network system which is much less in comparison with 24 nodes
network, as given in Fig. 6(a) and 6(b), 7(a) and 7(b). This is due to the inclusion
of nodes which increase the throughput and PDR. Moreover, the value in AODV
routing is much greater than DSDV because the AODV possess much more
routing data packets by avoidance of looping. On the other side, DSDV is a table
driven routing protocol which would not allow greater data packets to route in
comparison with AODV. The comparison of AODV and DSDV performance is
showcased in Figs. 4(a) and (b), Figs. 5(a) and (b), Figs. 6(a) and (b), Figs. 7(a)
and (b) where (a) corresponds to AODV and (b) corresponds to DSDV.

(a) AODV protocol
(b) DSDV protocol
Fig. 4. Average throughput (12 nodes).

(a) AODV protocol
(b) DSDV protocol
Fig. 5. Packet delivery ratio (12 nodes).
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(a) AODV protocol
(b) DSDV protocol
Fig. 6. Average throughput (24 nodes).

(a) AODV protocol
(b) DSDV protocol
Fig. 7. Packet delivery ratio (24 nodes).

5. Conclusion
In the presented paper, performance of network system is assessed on the basis of
throughput and packet delivery ratio. Furthermore, comparison of these
parameters is made by using different routing protocols (AODV, DSDV). The
primary focus of the paper is per node analysis instead of per flow analysis.
Knowledge based learning aids in determination of the most stable or reliable
path by the parameter Relay number which possess an inverse relation with
mobility of node. Moreover, the reliable path is tempered by malicious and black
hole attack so as to analyse the network environment under adverse conditions;
the loss of data packets and link failure. Finally, by the attainment of best reliable
path under favourable and adverse conditions it can be concluded that AODV
routing protocol is the preferable routing protocol in comparison with DSDV.
Due to its dynamicity and loop avoidance approach towards routing of data made
it more feasible and reliable. Irrespective of the number of nodes in the network
setup AODV provides better results in comparison with DSDV.
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